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Abstract—We first extend the definition of the secrecy outage were designed from a traditional security viewpoint. In this
probability to wireless systems with adaptive transmission rates paper, we adopt a more fundamental treatment towards the
and secrecy rates. Then we consider a scheduling problem in gec ity issuej.e, from the information-theoretical security

the aforementioned system, jointly considering the reliability, . . . S . . .
security and stability, where the scheduler tries to allocate viewpoint towards the confidentiality issue in multiuser wire-

wireless resources to the legitimate users, stabilize the sys'[emIess systems.

and minimize the secrecy outage probability. Stochastic network  Specifically, the scheduling problem in a multi-user wireless
optimization framework is used to decompose the problem and system with one eavesdropper is studied. The traditional
an online algorithm is proposed. We further consider a related approach tries to maximize the ergodic achievable rate of

problem, discuss the optimal solution and show that the proposed )
algorithm cannot lead to optimal solution in some scenarios. the system (e.g., [15], [16]), which captures the fundamental

By comparing the offline algorithm with our first algorithm, we ~ capacity limits under perfect secrecy, but may exhibit a large
further propose a second refined online algorithm which is an delay due to the inherent requirement of the coding scheme for
optimal one. Extensive simulations are conducted to show the the perfect secrecy over a fading channel. Different from the
impact of the information arrival rate and the channel conditions above, we consider minimizing the secrecy outage probability

on the system secrecy outage probability. These observations L . 7 . .
provide important insights and guidelines for the design and of the system, which is a coding-delay-limited metric that is

resource management of future wireless networks using secure Of practical interests. Besides, we further consider the queue

communication technologies. stability issue which is often ignored to maximize the ergodic
achievable rate [15], [16]. Therefore, the scheduling problem is
I. INTRODUCTION formulated as an optimization problem minimizing the system

. crecy outage probability (security issue) and subject to the
In a wireless system, there are several aspects that affect%ﬁe y ge p y ( y ) J

svstem performance. such as capacity. reliability and secur ofistraints that the queues in the system should be stable
ystem p T S capacity, Y . g tability issue) and the transmission rate does not exceed the
Traditionally, security is a high-layer issue, and is design

: . apacity region (reliability issue).
independently of the network protocol. But this approac?‘n Little work that considering these three aspects jointly

may have some drawbacks. For instance, an application-laxgrs been done. The research on this issue began with the
solution may require a higher computational complexity that )

. o . assumption that the eavesdroppers’ channel state information
may not be desirable for energy-limited devices such as sm P bp

hones. Recently. physical-laver security became an atiraciva I) at the symbol level (full instantaneous CSI) can be ob-
P ' Y, Physl yer securlty ) tt ihed by the BS, such as [21]-[25]. Considering the practical
research area, since it can provide different kinds of security..

: : . . . #ﬁculty, [26] relaxed the assumption on the instantaneous
solutions in wireless systems, by exploring the physic

layer features such as channel conditions that are tradition 5\ In a single legitimate receiver case. In [27], the authors
O\Yerlooked 3Wther relaxed the instantaneous CSI assumption in a multiple

X Lo . I? itimate receivers case. However, how to deal with multiple
Physical-layer security in wireless systems has been Wld?g
t

. i . itimate receivers still needs further investigation. In our
discussed from different aspects [2]. For instance, due to : . : :
! . . work, we design a scalable scheduling algorithm with a
unigue randomness of the channel, the channel information can . o
; . weak assumption that only the distribution of the CSI of the
be used to generate a secret key in a wireless network, whic . L :
avesdropper is known by the BS, which is more practical.

was discussed n [5]._[7]' The uniqueness fgature can an he contributions of this work are four-fold. First we have
be used as the link signature for authentication as discusse " .
ended the definition of the secrecy outage probability to

: o ex
in [8]-[10]. The spread spectrum communication has beer|lreless systems with channel-adaptive transmission. Second,
e have proposed two online algorithms for the aforemen-

revisited as a physical-layer security approach in [11], [12:1;

Cooperative jamming and artificial noise were used to improye . . i
the secrecy capacity region as discussed in [13], [14]. Yioned scheduling problem, and showed that directly apply

Although these designed security schemes utilized tf']neq the stochastic network optimization framework cannot

uniaqueness of the phvsical-laver information. most of theﬁ‘lleld an optimal solution and some modifications should be
q phy y ' one. Third, we have discussed a related offline problem,

Part of the results has been presented at IEEE Infocom 2014 [1], Toror&d proposed an optimal offline algorithm which motivates
Canada. _ N _ us to design the optimal online algorithm. Fourth, we have
X. Wang was with University of Victoria, Canada. Y. Chen, L. Cai lab d the i f the inf . ival d th
and J. Pan are with University of Victoria, Canada (e-m&éhenyi, cai, elaborated t ?_'mpaCt ot the information arrival rate an t_ e
par} @uvic.ca). channel conditions on the system secrecy outage probability
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Esvesdroppeeye) B. Related Work
Fig. 1. Wire-tap Channel Scheduling and resource allocation in a secure wireless

communication system has been widely discussed in the
i i ) literature. However, most of the works took a traditional
through extensive simulations. information-theoretical perspective, i.e., quantifying the ca-

. The rest of this Paper1s organized as follows. The prelln?J'acity region under different network settings. These works
inaries about the physical-layer security and the related wagle ¢4 solve an optimization problem, implicitly or explicitly,
are presented in Section II. System models are introdudggseq on the assumption that the system is saturated and
in Section 1Il. Secrecy outage probability is revisited andacp yser in the system always has data to transmit. For
the problem is formulated in Section IV. Online and offling,stance the secrecy capacity region of a wire-tap channel is
algorithms are discussed m Sect!on V. In Section VI, a Cagfscussed in [19]; that of a Gaussian wire-tap channel in [18];
study of the proposed algorithms is presented, followed by tn‘?‘at of a fading channel in [15]; that of a fading broadcast
evaluation in Section VII. We conclude the paper in Sectiofhaqnel in [16]; that of a MIMO broadcast channel in [20].

VIl All these works considered the reliability and security issue
in communications, and ignored the stability issue which is

[l. PRELIMINARIES AND RELATED WORK typically treated in the higher layers. However, the stability

is of equal importance with reliability and security, since

o ] ) ] o _it further determines whether a practical system can work
Security is an important issue in communications, whighyonerly and desirably over a sufficiently long time period.

typically includes confidentiality, integrity, authentication, and rhere is Jittle work considering these three aspects jointly.
nonrepudiation. The confidentiality guarantees that the legifi 132] the authors investigated the opportunistic scheduling
imate receivers can obtain the information, while eavesdrop-, mixed radio frequency/free space optical network where
pers are unable to understand the information. Traditionalfe opjective is the trade-off between security and reliability. In
confidentiality is achieved by.cryptographlc.techmques, Wh'c[EZ], the authors studied how to transmit confidential messages
are pasgd on th? computqmonal complexny theory and kgy isers in a fast-fading broadcast wireless network, subject
distribution techniques. While for a wireless network, due i e constraints: the reliability constraint that the message
the broadcast nature of the wireless medium, the secret be perfectly decoded, the security constraint that the
distribution becomes a difficult problem [17]. The 'nformat'onmessage is perfectly secured and the stability constraint that

theoretical security, one branch of the physical-layer securifye ystem is queue-length stable. An achievable secrecy rate

aims to provide an alternative solution to the confidentialityegiOn was obtained and a max-weight type of scheduling

and treats_the secrecy communication from an 'nformat'%rfborithm along with the optimal power control policy was
entropy point of view. . ) designed so to satisfy these three requirements. A similar
Typically, the eavesdropping in a wireless network can Rg, " \was reported in [23], where the achievable secret rate
captured by a wire-tap channel as shown in Fig. 1. Alice hasion was obtained by using opportunistic scheduling. In
a messagdV intended to transmit to a legitimate receive[o1] the authors studied the queue length stability through the
Bob. The messagél’ is mapped to the codewordl by a gffective bandwidth method and proposed a power allocation
physical-layer security encoder, which jointly considers thgqrithm to achieve the effective secure throughput region. In

security and reliability. TherX is transmitted to Bob through [24], a secure communication system was designed to achieve
a wireless channel. Due to the broadcast nature of the Chanﬁel:onstant transmission rate. In this design, the developed

both Bob and the eavesdropper Eva can observe the corru me sends the key with the data when the system is
messages}” andZ. The decoder in Bob maps the receied oo rtectly secured, and uses the key to protect the data when
to an estimated messagje’. The purpose of the encoder andpe system is subject to a secrecy outage. A power control

decoder is to ensure that the estimated message is the sa@eme has also been designed to maximize the transmission
as the original one, i.el)”” = I, and the corrupted messag&ate A work similar to [24] was reported in [25] where a

Z received by Eva contains no information ab6lit different objective is used. All the above works assumed that

In & more practical scenario, if the channel is an AWGh¢ instantaneous CSI of the eavesdropper should be known
channel, i.e.,.X is corrupted by an additive white Gaussmrby BS.

noise, the secrecy capacity of such a system is [18]

A. Physical-Layer Security

Considering the practical difficulty of the above assumption,
C, = [Cy — Cz*, in [26], the power allocation problem of a secure wireless
communication system in the presence of statistical queueing
whereCy andC are the capacity of the Bob’s chanm€él—  constraints was studied. The effective secure throughput region
Y and Eva’s channek — Z, respectively. was obtained through an effective capacity method, and a
This result suggests that a perfect secrecy can be achiepedrer allocation scheme that achieves such a region has
if the entropy of the original messad& is no greater than been obtained. The obtained scheme implicitly considers the
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Q C. Channel Model
*al(‘)” ‘ ‘ ‘ FS‘“)% Encoder Fz;@‘ The output data from the physical-layer security encoder
Scheduler have been directly sent through a wireless channel. For any
ﬂN(»’ ‘ ‘ FsNa) % Encoder k‘@ time slot ¢, the received signals by legitimate receivgr
denoted byy;(¢), and by the eavesdropper, denotedybyt),
Qx are given by, respectively
Fig. 2. System Block Diagram %(t) — gi(t):ci(t) 4 wi(t),

Ye(t) = ge(t)ai(t) + we(t),

stability issue of the system, since a queue constraint i . .
y y 5 there gi(t) and g.(i) are the complex fading coefficients

employed. However, considering a single legitimate receivﬁ‘, the BS 1o the leditimat veand th d
the scheme is not scalable to a multi-legitimate-receiver ca m the 0 the legiimate receivemnd the eavesoropper,

which motivates this work. In [27], a scheduling algorithrﬁEépeCtively'wi(t) and w,(t) represent the independent and

was proposed to maximize the weighted-sum-rate with CO|rc'i_ent|cally distributed (i.i.d.) additive Gaussian noise with unit

straints that the queue should be stable and the secrecy ouf’agébance at the legitimate receivérand the eavesdropper,

probability proposed in [4] should meet certain constraint pectively. Therefore, the channel gains from the BS to the

o L N2
However, the secrecy outage probability in [27] is actually t gyitimate receiver and the eavesdropper afe(t) = |4 (t)|

upper bound, as it also includes the secrecy outage probabiftf} 7e(t) = 1ge(t)[*, respectively. .
for users that are not scheduled to transmit. urthermore, we assume that the channel of each user is
independent and each channel experiences a block fading, i.e.,
the channel gain remains constant during each time slot and
changes independently across time slots. The fading process
assumed to be ergodic and the distribution is bounded.
e duration of each time slot is long enough and Wyner's
goding scheme can be performed within each time slot.
a‘fhe BS can obtain the instantaneous CSI of the legitimate
ceivers in each time slot, but can only know the distribution

IIl. SYSTEM MODELS

We consider the downlink of a wireless network, with on
base station (BS)YV independent legitimate receivers and ong
eavesdropper. The multiple eavesdropper case can be e q
extended as discussed in [1]. There are confidential data :E‘Srl'
arrive at the BS and need to be transmitted to the Iegitima

receivers through a shared wireless fading channel. In order0 the channel fading between the BS and the eavesdropper.

protect the data against the eavesdropper, the data have bge . . . n
encoded using the physical-layer security technology befo'&?e%(rzgjvﬂtégiﬁé}lgasre Li.d. random variablesand {:(-)}

transmission. The system is a time-slotted one. Without loss 0 . . o
Assume that in each time slot, only one user can transmit its

_?_Egesrsgg’mwfnggg;?sr gﬁzl\;vnr:?nth;i‘;thze slot length is 1 secor&%.ta, but the user does not necessarily use all the time portion

in one slot. The resource allocated to usér time slott used
) for transmission is;(¢) satisfying
A. Queueing Model

We assume that the data packets arrive at the end of each ri(t) < 7i(t) log(1 + p(t)vi (1)),

time slot and are qugged in an infinite-size virtual bUff%herep(t) is the allocated power in time slotand 7;(t) is
reserved for each legitimate user. The amount of the dgfa time portion used for transmission. Note that) < 1
arriving in time slott for useri, a;(t), is a random variable g4 the apove equation guarantees the reliable communication
with finite moments and cannot be transmitted until $l6tl.  hepyeen legitimate users and the BS. We further assume that
The average arrival rate i. Assume that the amount of they,e system is subject to a peak power constraint in each time

data of user being transmitted in the same time slot to thg|y; ie. p(t) < 1 and we assume that the maximal power is
physical-layer security encoder is(t). The queue dynamic jo ynit.

is as follows

Qi(t+1) = Qi(t) — si(t) + a;(t), IV. SECRECY OUTAGE PROBABILITY REVISITED AND

where@;(t) is the amount of the data buffered in queuia PROBLEM FORMULATION

time slotz, ands;(t) < Q;(t) since the transmitted data size Since the BS does not know the instantaneous CSI of the

cannot be larger than the buffered data size. eavesdropper’'s channel, it is inevitable that secrecy outage
happens. In this section we first revisit the secrecy outage
B. Physical-Layer Security Encoder probability defined in the literature for a single-user wireless

Osggtem with a constant transmission rate, and discuss how the
existing definition can be extended to a single-user wireless
s?/stem with channel-adaptive transmission rate.

or the system illustrated in Fig. 1, in the literature, there
are two distinct definitions of secrecy outage probability. In

The encoder uses Wyner’s encoding scheme [19] to enc
the input datas;(¢), and the output data size is(t), which
should be equal to the available channel resource that
allocated to usef in time slott. The output data size should
be no less than the input data size, irg(t) > s;(¢), and the

differencer;(t) — si(t) quantifies the ability to secure against 1{~e(+)} can be degraded to a constant if the channel between the BS and
the eavesdropper. the eavesdropper is an AWGN channel.
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[3], the secrecy outage event is defined¥s) := {C,; < s}, system should be stable and the average queue length over
where s is the target secrecy rate from Alice to Bob. Théime is bounded.
secrecy outage probability is defined as In order to achieve a high level of secrecy, we need to
PO B(C, < ) minimize the secrecy outage probability of the system, which
- s ' is defined as the average weighted secrecy outage probability
As pointed out in [4], such a definition of the secrecy outad¥ €ach useri.e, >, & (wiX\;N)PM = 37, w;\; PP, where
event does not distinguish between reliability and security; AN is the weight assigned to usérw; is the weighting

therefore may not be a desirable design metric here. parameter, and
In [4], the author designed an alternative secrecy outage 1) pou
probability, which is a conditional probability as pout — Zt 1 Li#)si(t) ()
: ' s Yoy Lilt)si(t)
P =P(C, > r — s|message transmissipn st
_ o _ _ out (1+p(t)yi(t) exp(—) — 1
wherer is the transmission rate from Alice to Bob, a6d is Pt = 1-F( 0! ),

the channel capacity from Alice to Eva.
In practice, if Alice can observe Bob's channel and obtaiwhere I;(t) € {0,1} indicates which user is selected in time

the channel state information, then Alice can adaptively chooglet ¢ for transmission, and satisfigs , I;(t) < 1.

s to minimize the secrecy outage probability. Also, in a Therefore, the scheduling problem can be formulated as:

modern time-slotted wireless communication system, the data

are transmitted block-by-block . ming g1, Y widi PP (4a)
Consequently the secrecy outage probability in time slot 2
can be obtained as s.t. Q; is stable, (4b)
. si(t) < 7i(t) log(1 + p(t)vi (1)), (4c)
PO (t) = P(C,(t) > r(t) — s(t)|message transmissipn (1)

() = B(C.(t) > r(t) - s(0) ip _()<Q_() .
Since the message transmission meafis > 0, and we m(t) < 1 ZI < 1,I(t) € {0,1}, (4e)
further have ' o

Celt) = 7(t)log(1 +p(t)re (1)), p(t) < 1. (40
r(t) = 7(t)log(1l+ p(t)v(1)), Because ¥i, (; is stable and every user achieves
. 1 _
wherep(t) and7(t) is the power and time portion allocatedN® rate Stab'“ty’ we havéimr—e 1 Zt:} Ii(t)si@ =
to the user, so (1) can be further presented as limy o0 % Y;_; @i(t) = i, and the objective function can
® be simplified as
1+ p(t)y(t)) exp(—Z7) — 1
POUt(t) = ( ( ) ( )])D(t) ( (t)) )a (2) I ’le z Pout
_ o T$ZZ ®
for s(t) > 0, whereF' is the cumulative distribution function i
(CDF) of 7.2, and Poy(t) is not defined fors(t) = 0. (T+p)(t) exp(—:gg) -1
When the secrecy outage happens, the information will be= lim ZZ )
; ; W T—o0 p(t)
leaked to Eva. In order to quantify how much information is
leaked, we define the bit-level secrecy outage probability as “’“'71) + Zwi)\i- (5)
follows: T

POUt_ i >y s(8)PU(1) (3) Because((1 + p(t)yi(t)) exp(—si(t)/7i(t)) — 1)/p(t) is a
monotonically increasing function ¢f(t), and the CDF func-

Tooo 3T s(1)
t=1
Note that due to the special structure of (3), when obtalmrt\'on F'is a monotonically increasing function, (5) is minimized
V\%enp is maximized, which suggesis (¢) = 1.

out
P°Ut the defined domain of (2) is relaxed £6t) € [0, +o0). Deflne RE(E) = si(t)(L — PP oy = si(F((L +

~i(t))e m® — 1) as the secure transmission rate of usar
time slot¢, so minimizing (5) is equivalent to solving the fol-

We are interested in a best-effort security solution, singgwing weighted-sum secure transmission rate maximization
the secrecy outage may be inevitable without the knowledg§ySSTRM) problem

of eavesdropper’s instantaneous CSI information.

In each time slot, the scheduler determines how much data
(s:(t)) should be fetched from the queue and sent to the en-8Xr(t).s(t).1(t) Thj;o T Z Zwl i
coder, and determines how to protect the data by choosing an i
appropriate output data size of the encodegft{). Meanwhile, st Qi is stable,
the system should be stabilized if possibile, queues in the '(t) < min(7;(t) log(1 +7i(t)), Qi(1)),

<1ZI ) <1,L(t) € {0,1}.

)

Problem Formulation

2Since{ve(-)} are i.i.d. random variables, can be ignored.
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Note that in the above formulation we assume that the Algorithm WSSTRM:DDefine k; = s;/7, ¢i(ki) = (1 +
arrival rate); is known to the scheduler. I%; is unknown, ~;)exp(—k;) — 1 and U;(k;) = Qik; + Vw;k; F(g:(k;)).
by substituting A; with %22:1 a;(k), we can obtain the Problem (7) can be reformulated as

equivalent problem formulation. S Z LU (8a)
V. WEIGHTED—SUNI\I/IA?(IIE’\(/TIL;ii'(l;I'?\IANSMISSION RATE ot Vi ks < log(1 + 7). ki < O, (8b)
A. Online Algorithm 7 <1, le‘ <1,I; € {0,1}. (8c)

According to the stochastic network optimization theory Note that for the above problem, we need to solve the
[28], in order to stabilize the system, we can m'n'm'z?ollowing problem for each use

the Quadratic-Lyapunov-drift bound. If the drift bound sat-
isfies certain conditions, then with the drift-bound-minimizing maxr, g, 7;Ui(ki)
method, the system is stable. s.t. ki <log(1+ ), kit < Qi,mi < 1.
Define the quadratic Ly<1';1punov function of the system as If Qi > log(1 + 1), then the problem is equivalent to
L(Q(t)) = 5 Z Qi(t)za maxr, k, TZUl(kl)
‘ s.t. ki <log(l+~;), 7 < 1.

then the one-slot conditional Lyapunov drift is ,
and is solved when; = 1.

A(Q(?) = E[L(Q(t + 1)) — L(Q(®))|Q(®)]. If Q; <log(1+:), then we must havé;r; = Q; so that
After calculation, we have the problem is equivalent to
AQ() < B[R, HO0 1 u(t)(ailt) - s:(6)Q()) maxe, k, TQeki + ViwikiF(g:(k:)

s.t. kii: i,lZ 12 i lo 1+ i)
If the RHS of the above inequality is minimized, which can T @ i 2 Qif log(1 + %)
be achieved by maximizing_; Q;(¢)s:(t) in each time slot, Which is further equivalent to

we have maxr; k, F(gz(Qz/Tl))
A(Q(t)) < B—e).,Qi(t), s.t. 1>7>Q:/log(l+ ).

wheree > 0 is a constant and is a constant that satisfies BecauseF'(g;(Q:/7;)) is an increasing function of;, so that
ai ()% + 5:(t)? the problem is solved when = 1.
B> IE[Z %@i(t)]. In summary, problem (8) is solved by selecting useto
i transmit, where
Then, basgd on Theorem 4.1 in [28],_ the_ sy_stem is s_tapl_e. i* € argmax U; (k?),
By treating problem (6) as a multi-objective (maximizing i
secure transmission and stabilizing queues) problem and gad
ing the linear scalarization of the two objectives (which is . s
equivalent to the drift-plus-penalty method in [28]), problem Ui (ki) = kigmin&%’jg(lw)) Ui(ks)- (13)
(6) is solved by solving the following online problem in eack,q portion of time uset* used ist* = 1.

time slot Uy (k) is obtained by solving (13) which might not be a
max, ¢ 1 ZIiQiSi + Vw; ;RS (7a) convex problem, since the convexity depends on funcfion
3 and is generally unknown. But since (13) is a one-dimensional
s.t. Vi, s; < min(r; log(1 +7:),Qs), (7b) problem in a closed set, the optimum solution can be obtained

by one-dimensional line search algorithms [29].
However, in order to perform the line search algorithm

efficiently, it is important to know the trend &f; (k;), which is

Wh_erey is a weight aSS|gne_d to the secure transmission rafey;-) o the choice of the initial point and when the algorithm
which is used to show the importance of such an objectivg,, g stops once a local optimum is found

For presentation simplicity, the time slot indéexs omitted. DefineF(ki) — F(gi(k:)), and G(k;) = kiﬁ(ki)- Taking
Note that the method used here is often referred to as &y ative of k:, we have

drift-plus-penalty method, and the optimality can be guaran- . .

teed according to [28]. However, in the system under con- G (ki) = kil (ki) + F(ki),

sideration, due to the subtle difference between the queueingG” (ki) = kif?”(ki) + 2}7“/(1@-),

model presented in Sec. Il and [28], the optimality cannot be g/-(ki) = —1—gi(k,)

guaranteed under some circumstances, which will be discussed ’

later. But by using the stochastic network optimization to gjl(ki) - gi/(ki) +1

decompose the problem, it is possible to obtain an online F (ki) = F (gi(ki))(—1 — gi(ks)),

algorithm without the detailed knowledge of the channel ., — F'(gi(ks))
information, which is of practical interest. Foke) = (gilh) + D7 (galka)) + W)
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Typically, for a wireless channel, the distribution of the SNRroblem
has the following property: when < ~¢, F' (v) > 0; when

v > v, F"'(y) < 0, where~, is an SNR threshofd As a maXr k,I ZE(V’)E(’YW(?’)(W +

result, " (gi(ki)) < 0 whenk; < kI*; " (gi(ki)) > 0 when :

ki > kL. Smce% > 0 always holds, we have when wiF((1+y)e ™ — 1))

ki < k2, F"(k;) < 0; whenk; > k£, F" (k;) > 0. st ki(y) <log(l+7),7(y) <1,
Note thatF" (k;) < 0, so if F" (k;) < 0, thenG" (k;) < 0. ZI ) < 1, Li(y) €{0,1}.

If F"(k;) > 0, then fork; < k3, G"(k;) < 0, and for
ki > k%, G (ki) > 0. In summary, we have tha‘fl( i) The optimal solution to the above problem is selecting
first decreases and then possibly increésimceG’ (0) > 0 userz‘*( ) and using all the time portion for transmission

and G’ (log(1 + X)) < 0, so G (k;) decreases from a(rx (y) = 1), such thati*(y) € argmax, U; (k! (7))
)\ ' i Ui (R )
positive value to a negative value, and possibly will '”Crea%here

to another negative value. $&(k;) should be first increasing
and then decreasing, the local maximun@k; ) is the global U,*(k%‘(fy)) = max Ui(ki (7)), (17)
maximum, and near the local maximufi(k;) is concave. ki(v)<log(14:)
SinceU;(k;) = Q:ki + Vw;G(k;), U;(k;) only has three and
possible trends. First is thdf,(k;) first increases and then
decreases. Second is that it always increases. Third is that if; (ki(v)) = ki(v) (wi F((1 4+ 7i)e ¥ — 1) 4 u;).
has an increase-decrease-increase trend. ) .
Based on the above observation, (13) can be solved %chki*(v)(ﬂ
finding the first local maximum starting frofy and comparing k5 ()i = ()] = M
it with the boundary value to choose the larger one. ( v

should further satisfy

andk} () is a function ofu;, as a result we can obtairf. A
typical algorithm to obtain.} is the gradient descent method,

B. Alternative Relaxed Offline Problem and Optimal Solutiod"dv; is updated based on

After some manipulation we hav&s|.,_; = G(k;). So, u{™ = ul) — O @ED ()7 ()] = M),
R;|,,=1 first increases and then decreases, and near the maxi-
mum of R?|,,—; it is concave. Although this cannot guarantel@’(h)eree( is a step sequence and square summable [29], and
the objective is concave, as the local maximumif,,—, is ki () andT (7) are the solutions of step
also the global maximum, by solving the following relaxed
problem, it yields the maximum secure transmission in ﬂﬁscussmn

long term.
The relaxed problem is as follows Noting thatu; can be any value as long a§ + w; > 0,
this results that the solution to (17) is not necessarily always
itive. For somey and u, k. _,(v) = 0, which means
_ E[RS () 14a) PoS! & » R ()Y ) ,
aXrs 1 zi:w (R E()] (142) that the user should not transmit in order to achieve a better
st si(7) < 73(~) log(1 + 1) (14b) secure transmission rate in the long term. However, the online

algorithm WSSTRM always selects a user to transmit as long

7i(y) < LE[si(v)L(v)] = A, (14€) a5 the user has data to send, and hence it is not always
ZI ) <1,I;(v) €{0,1}, (14d) optimal. Comparing functio/;(k;) in the online algorithm
with function U;(k;(+)) in the offline optimal algorithm, we

can see that the purpose @f/V in U;(k;) is similar tow;
where~ is the instantaneous channel gain vector. The partiajly U, (k:(+)) and conceptuallyQ;/V can be considered as

augmented Lagrangian dual problem is an onllne Lagrangian multiplier. However, ag;/V > 0
and uf can be negative, conceptually the two algorithms
min max y_, E[L; () (wi RS (77) + wisi(7y))] — wiki are not identical, ifuf < 0. As uf < 0 only if \; is
st Vi, si(y) < 75() log(1 + i), () < 1, sme_lll, wh|ch su_gggsts Fhat the algorithm WSSTRM cannot
achieve optimality if\; is small. The algorithm WSSTRM
2 Li(y) < L Li(y) € {0, 1}. tries to make a tradeoff between two objectives: maximizing
the secure transmission rate and stabilizing the queues in
Using the primal decomposition, and denotig(y) = the system. Note that when the arrival rate is small, the

si(v)/7i(7), for each~, we need to solve the following requirement for stabilizing the queue becomes less important,
as it is possible that any resource allocation algorithm can
34, might be negative. If so, we have> 0, ' (v) < 0. stabilize the queue. Consequently, the scheduler only has one
4WhetherG’ (k;) has the increasing trend depends on the threshold vai@bjective: to maximize the secure transmission rate and the
ki3, as it might be out of the domain of functiafl’ (k;). algorithm WSSTRM is failed to do so.
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C. Refined Online Algorithm: Algorithm WSSTRM-R D. Algorithm Implementation Details

Based on the above analysis, if we can replegg) by  In order to implement the proposed algorithms, a proper
another term which is a more proper “online representatioi” should be chosen; the queue length information and the

of u;, then the refined online algorithm is optimal in terms ofhannel rate of the legitimate users of each time slot are
its performance. needed in the base station. In this subsection, we discuss these

ReplacingU;(k;) in Algorithm WSSTRM by implementation details. _
1) The choice o¥: Since®;(t)/V —w; can be considered
Ui(ki) = (Qi — Vwy)ki + Vawiki F(gi(ks)), as a proper “online representation” pf”, we can discuss

the choice oflV based on certain properties pfl). First we
with the same iteration structure as that in AlgorithMote thafim;_,.. 1" should strongly converge i@'; however

which is referred to as Algorithm WSSTRM-R. around a point. The oscillation bound can be controlled/by
Note that Algorithm WSSTRM-R needs to solve and obviously a largeV results in a tighter bound. However
NI N we also know that the convergence speed.bis associated
Ui (ki) = ki<min(glf,ll)0(g(l+w)) Ui(ki), (18)  with the step size. If the step size is a constant, a larger step

size means a faster convergence, but may not lead to optimum;
for each user, which is slightly different from Algorithma smaller step size means a slower convergence, but leads to
WSSTRM, as the possible increasing trend f(k;) = a tighter bound. Based on this idea we can see that the step
(Qi — Vwy)k; + Vw;G(k;) might be different fromlU;(k;) =  size of Q;(t)/V — w; is associated with/, and a largef/
Qik; + VwiG(ki), which depends on the value ¢f;. But means a smaller step size and a slower convergence speed.
becauseG (k;) first decreases and then increasesQif — 2) Channel rate estimation and queue length information:
Vw; < 0, thenU;(k;) either decreases or first increases andithough we only discuss the downlink scheduling, the same
then decreases. As a result, it (k;) < 0 then the global framework can also be applied to the uplink scheduling.
maximum is achieved at; = 0, otherwise the algorithm to Instead of having the channel estimation in every time slot,
solve problem (18) is identical to the one solving problenhe channel rates may be periodically measured and estimated,

(13). and there is a tradeoff between the feedback frequency and
Note that Algorithm WSSTRM-R solves the followingperformance. In [30] the authors showed that an infrequent

problem in each time slot: gueue length information update can still ensure the system
stability, which is useful when considering the uplink schedul-

maxys1 > LiQisi + VwiLi(R; — s;) ing as there is overhead to obtain such information in base

i station. Besides the poor delay performance mentioned in [30],

st.  s; <min(7;log(l+ i), Qi), infrequent queue length information update also result in a

< 17211' <1,I; € {0,1}, suboptimal secure transmission rate since in each time slot

f the scheduling decision and resource allocation might be non-

L . optimal and in the long term the scheduling algorithm cannot
which is a decomposed sub-problem of the following probleinimize the secure outage probability which is calculated by

taking average over time.

; 1 T TAPRS(+) _ <.
ma)f my o0 7 21 20 wili(Ri(t) = sit)) - (208) VI. CASE STUDY: EAVESDROPPER WITH ANAWGN

T7S7

s.t. Q; is stable, (20b) CHANNEL
si(t) < min(ri (1) log(1 + (1)), Qi(t)), (20c) A. Algorithm WSSTRM
(t) <1,5. L(t) <1,I;(t) € {0,1}.  (20d) If the eavesdropper has an AWGN channel without fading,
the secure transmission rate of usén time slot¢ becomes

Ri(t) = si(t)d(ri(t) —si(t) — C°(¢)),
T 1 i t S; t
lim 1 Zzwili(t)si(t) _ Zwi/\ia = Si(t)ts([log(%ze((t)))ﬁ — Tigt;)v

T—oo T -
t=1 1

Due to the stability constraint, we have

whered(z) is an indicator functiond(xz) = 1 if « > 0 and
which is a constant. As a result, problem (20) is equivaledfz) = 0 otherwise.

to problem (6). Consequently, Algorithm WSSTRM-R can Thus we have

stabilize the system and the performance in terms of maxi- L4794

mizing the weighted-sum secure rate should be no worse than Ui(k:) = Qik; + Vwikié([log(l n %)] — k).
Algorithm WSSTRM. Furthermore, comparin@i(ki) with
Ui(ki(v)), the feasible region of);/V — w; is identical to

u;, and as a result);/V — w; can be considered as a prope}h

_Onlme rEpre_Semanon ofi;. In _Sec. V”_' we W_'” show that SR can also be viewed as the maximal supported secure rate, as we assume
indeed Algorithm WSSTRM-R is an online optimal algorithmthe slot length is one second.

DenoteR! = max(log(1 + 7;) — log(1 + 7.),0), which is
e maximal supported secure data 3ipé useri that does
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not lead to secrecy outage. The transmission strategy for usgase 3) when-w; < uf < 0: if v; > v, thenU}(k})

1 is as follows

U (k7)) = (Qi + Vwy)k] (21)
if Q; < R or min(VQIZi log(1 + 7e), Qlf_?i‘?/w?) < R < Qi
wherek? = min(Q;, RY); otherwise

Ui (k7)) = Qik7,

(22)

wherek; = min(Q;,log(1 + v;)).
The above transmission strategy can be explained as

lows. When the available datY) is smaller than the maximal

8

(uj + w;)k} (vi) and &k} (v;) =

Ur (k) =0 andk}(y;) = 0.
Case 4) when; < —w;: Uf (k) =0 andk}(v;) = 0.
Furthermore, the Lagrangian multiplier is determined by the
arrival rateA through (18).

First we can see that Case 4 should never happen as using
this transmission strategy cannot achieve the rate stability.
Second, ify; > (1 4 ~.)!T[1" — 1, then the strategy is to
f%ll\{vays transmit data i, to achieve the maximal secure
transmission rate. Third, if; < (1 + v.)' 1" — 1, then
depending on the value af, the strategy decides whether to

R; if 4; < 7. then

i 7
supported secure data siz&.}, the user should use all theta{%nsmit and how many data to transmit.df > 0 then the

resources to transmit all the available data, and the data . - . .
fully protected by the physical-layer encoder. If the SNR of thuser transmits at a positive rate in order to achieve the rate
! setability; if uj < 0, then the user does not transmit as the rate-

user is larger than a threshold, the maximal supported secu % v e .
data size is chosen and all the data are fully protected by e le condition can t_>e sgtlsﬂed by the tr_ansm|SS|on strategy
en~y; > ~., which implies that the traffic load should be

. . . W
physical-layer encoder; if the SNR of the user is worse, then . . . o

. . mall. Fourth, by comparing the offline optimal transmission
the user should use all the available resource or transmit all {he . : . . .

. Strategy with the online algorithm, the key difference is how
available data, but the data are not fully protected and secrecy . . - 0 )
outage happens with probability one o] trans.mlt data.|f the Iegltlmf_;lte receiver’s channel is bgd.

' The online algorithm always tries to empty the queue, while
the offline strategy will stop transmission if the traffic load
B. Algorithm WSSTRM-R is small, which utilizes the information about the traffic load

Similar to Algorithm WSSTRM, the transmission strateg@Xplicitly. _ _
for useri is as follows: In order to analyze the property of the solution, we restrict
our attention to the single legitimate receiver case.

Ui (k7)) = Qik; Denote

Q< B or (@ Vumin(®50e, 1) < R< Qi = [T iog( T2

wherek} = min(Q;, R%); otherwise ' Ye 1+
the  _ N _

U,L*(k,zk) — (Qz _ sz)k;k’ )\,L, - ]E[log(l + ’Y’L)] 1Og(1 + 76)[1 F(’Ye)],

R; = Ellog(1+)],

wherek? = min(Q;, log(1 + ;). i gl

Comparing Algorithm WSSTRM-R with  Algorithm £ (v) = /o log (1 + i) fi(vi)di,

WSSTRM we can find that the key difference lies in a log(1 + e).
threshold and such difference results in that the long-term

secure transmission rate can be improved whenis after some calculation steps, the maximal secure transmission
small, i.e., Q; is small due to Little’s law. If)\; is small, rate can be obtained as:

Qi — Vw; < 0 should almost always hold. Consequently the if \; < A,
data transmitted are always fully protected and the secure R\
transmission rate is identical ta;. While for Algorithm T
WSSTRM, when); is small butQ; > R!, whether the data gnd ul < 0; if /\ghl <\ < /\§h2,
can be fully protected also depends on the channel condition

of user i, and the transmitted data are not always fully

protected and thus cannot be optimal. wr=0; if A; > A2

R:* = X\ — R (),

Sx thl
Ri :)\z ’

C. Offline Problem and Analysis

Similarly, we can obtain the solution to the relaxed offliné/herey is the solution tof=2t — 1 — F(y) andwuy > 0.
problem as in Sec. V-B, and the transmission strategy for eactAs the secrecy outage probability for a single usePis' =
user depends on the Lagrangian multipli¢rand is shown as % we have
follows.

Case 1) when® > 0: if ~; > (1 4 7.)'*% /% — 1, then
Ur(kp) = (uf +w;)k} (v;) andk} (v;) = RL; other-
wise U (k) = ujk; (v:) andk; (yi) = log(1 + ).

Case 2) whenu! = 0: if v; > v, thenU}(k}) = wik} (Vi)
and k}(v:) R!; otherwise U (k}) 0 and From the above equation we can see that when the arrival
EX(v:) € [0,log(1 4 )] rate is small, the user does not experience secrecy outage,

thl
07 Az S )\i )
thl
1- %7 As;hl S A?, S )\Ehza

B (yn)  yth2
Llw a2 <\

pout __
Pl. =
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as the arrival traffic lies inside the secrecy capacity regiom the secure transmission rate when the queue length is neither

When the arrival rate further increases, the secrecy outage large nor too small, and a performance degeneration on

probability also increases, but with two different increasinthe secrecy outage probability. If possible, we should try to

speeds, relative to the arrival rate. avoid the case thaf. < 7. to avoid the severe performance
degradation.

D. Further Discussion

] VIl. EVALUATION AND DISCUSSION
In this paper we have assumed that the PDF of the

eavesdropper’s channel is known in the base station, so ifInthls section, extensive simulations are conducted to study

the eavesdropper's channel is an AWGN channel, the bth performance of the proposed algorithms. Since our work

S . . . L

station knows the exact channel SNR. Here we briefly disc&gguses on the schedu!mg .a'go”thm design to minimize the
the impact of the system performance if the channel S crecy outage probability in the wireless systems, and thus
estimation is not accurate at the base station. In the simulation, we studied the secrecy outage probability

We assume that the SNR of eavesdropper's channel usedtyarious network settings, including the single-legitimate-

. S receiver scenario with Rayleigh fading, Nakagami fading and
perform the scheduling and resource allocation.isand the A
i ) AWGN channel for the eavesdropper, and the multi-legitimate-
accurate SNR of eavesdropper’s channel.isAs a result, for

the proposed algorithms, we need to replacavith .. receiver scenario with Rayleigh fading for legitimate receivers

The inaccurate channel SNR has two impacts on tagd AWGN channel for the eavesdropper. The results show

. . ) . - that the Algorithm WSSTRM cannot achieve the optimal
scheduling algorithms, as the scheduling algorithm essentia Ig . . . i
tries to minimize the secrecy outage probability and stabilizg, o ¢y outage pro_bab|l|ty w_hen the_arnval rate IS small; Algo-
the system fithm WSSTRM-R is an optimal online scheduling algorithm

that can achieve the optimal secrecy outage probability. The

1 Im.paCtS on the system stability or queue length Stab'“'%:{mulation results also confirmed our analysis presented in
By looking closely at problem (6) and (20), we can see th%ec V and Sec. VI

the probability distribution of the SNR of the eavesdropper’s
channel is only associated with the objective function, and the
estimation error has no effect on the feasible region. Since e Simulation Setting
objective of stabilizing the system is also not associated within the simulation, we consider a system that contals
the SNR of eavesdropper's channel, and the feasible reglegitimate receivers and one eavesdropper. The base station
of the problem is not related to the SNR of eavesdroppetignsmits data through the shared wireless channel to legit-
channel and thus algorithms WSSTRM and WSSTRM-R cémate receivers while the eavesdropper tries to decode the
always stabilize the system. message over-heard due to the broadcast feature of the wireless
These can also be observed by considering two extrerteannel. Although the number of eavesdropper is limited to
cases, and we first analyze algorithm WSSTRM, as the saomee, it is sufficient to quantify the performance of the pro-
approach can be applied to analyze algorithm WSSTRM-Rposed algorithms and investigate the relationship between the
If v. > ~. and we assumej, is sufficiently large. We system performance and different network configurations. The
have R. = 0, so in algorithm WSSTRM, only equationwireless channels between the base station and any legitimate
(22) takes effects and obviously the scheduling algorithmeceivers (and eavesdropper) are modeled as Nakagami-m
degraded to a normal max-weight scheduling algorithm, whi¢ading channels, and the channel gains of the receiyeasnd

is throughput-optimal [31], and the system is stable. the eavesdroppey. are Gamma distributed random variables.
If Y. < 7. and we assumel, = 0 . We haveR! = The probability density function of; is

log(1 + ;) so only equation (21) takes effects and obviously e gmi—l o

the scheduling algorithms degraded to a normal shifted-queue- f(z) = (—)™ exp(———), (m; >0.5),

length max-weight scheduling algorithm, which is throughput- i D(mi) i

optimal [31], and the system is stable. and the CDF ofy; is
2) Impacts on the secrecy outage probabilitfhe inac- fomﬂ/m -

curate channel SNR may have a great impact on the se- F(x) = ,
crecy outage probability. If. > ~., the outage probability '(m)
performance is bounded by the one calculated based on wieere m; is the fading parameter of usér and ¥; is the
inaccurate SNR, i.eP°(v,) <= P°“(¥,) which is as in any average channel gain of useiNote that,n; is used to control
instance, the scheduler thinks the eavesdropping is more sevbeevariability ofv;, and a smalin; results in a large variation
and makes a more conservative scheduling decision to protett;. Whenm,; = 1, the Nakagami fading becomes a Rayleigh
less data. However, if. < ., this may result in a significant fading. Whenm; — oo,vy; = %;, the channel becomes an
performance degradation. For instance, we may choose a rféGN channel.

to transmit based on th& and the corresponding scheduling The amount of traffic arrival in each time slot(¢) is a
decision, which should fully protect the data4f = ~v.. Poisson random variable with mean, which is the traffic
However, it is possible that the data are not protected at afrival rate of uset, and the system frequency bandwidth is
because of the step function property of the PDF function abrmalized to 1. So the units of the secure transmission rate
AWGN channel. This results in a significant performance lossd the arrival rate are both bps/Hz and are omitted hereinafter.

(mi > 0.5),
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We choose the parameteras 100 which is sufficiently large

to obtain a tight bound. During the simulation, we have run a odl y,= 1308
sufficiently large number of time slots in order to ensure that o8 AW
the system converges to its steady state, and the results are 507t
collected from the steady state. For each simulation setting, we 204 v,= 1008
repeat ten times and take the average. Other parameters used £ o5 b ; ]
for different network configurations are listed in the caption ‘20,4, Ty,= 708 |
of each figure. § 03

0.2

—— WSSTRM-R

B. Single Legitimate Receiver L ‘

[¢] 0.5 1 2 25 3

We assume that the legitimate receiver experiences Rayleigh Arival Rate )
fading (n; = 1) with mean SNR asl0dB (y; = 10dB).
By changing the channel setting for the eavesdropper alfigr 4 Secrecy outage probability, multiple legitimateeigers,¥; = 10dB,
the arrival rate of the data for the legitimate receiver we can ~ T
investigate the performance of the secrecy outage probability.
The optimal results in the following discussion are obtained During the simulation, we useN = 5, A =
based on the solution in Section V-B. [1,2,3,4,5]/15 x A, where ) is the aggregated arrival rate.
When the eavesdropper experiences a Rayleigh fading ch#fe assume that all legitimate receivers experience Rayleigh
nel (m. = 1), the corresponding secrecy outage probability fading ¢n; = 1) and have identical; = 10dB. The result
illustrated in Fig. 3-a. With the increase of the arrival ratthat when the eavesdropper experiences an AWGN channel is
A, the secrecy outage probability increases. However, willustrated in Fig. 4. Firstly, comparing with Fig. 3-c, the trend
different 7., i.e., the SNR of the eavesdropper’s channel, the Fig. 3-c is preserved in the multiple legitimate receivers
increasing speed is different. Whepn = 7dB, the secrecy case. Furthermore, in the multiple legitimate receivers case,
outage probability is roughly linear with. With a large¥., the secrecy outage probability is smaller than that in the
when ) is small, the secrecy outage probability increas&ingle legitimate receiver case when the system is subject
quickly w.r.t. X, and a small increment of results in a large to the same arrival rate, because of the capacity increasing
secrecy outage probability increase. thanks to the multi-user diversity. Secondly, the curve of
When the eavesdropper experiences Nakagami fading witgorithm WSSTRM-R is overlapped with that of the optimal
me = 10, the results are shown in Fig. 3-b. A similar trend agesult suggests that Algorithm WSSTRM-R is an optimal
in Fig. 3-a can be observed. But note that whgnis small online algorithm in the multi-legitimate-receiver case, and is
and \ is also small, the secrecy outage probability is almogble to stabilize the queues in the system, achieve reliable

zero and is not related ta. communication and minimize the secrecy outage probability.
Fig. 3-c illustrates the secrecy outage probability when the
eavesdropper experiences an AWGN channel without fading VIIl. CONCLUSIONS

(me = o). Similar to Fig. 3-b, we can see whers small, the In this paper, we investigated the secrecy outage probability
system is able to achieve zero secrecy outage, which confinmsnultiuser wireless systems with stochastic traffic. We de-
the analysis in Sec. VI. fined the secrecy outage probability in a system with channel-
From all the above three figures we can see that, Algorithdaptive transmission rates and secrecy rates, and discussed
WSSTRM cannot achieve the optimal secrecy outage probalbibw to minimize it subject to the communication reliability
ity when the arrival rate is small, which validates our analys&nd queue stability constraints. Stochastic network optimiza-
in Sec. V, as when the arrival rate is smal;/Vw; is not tion framework has been used to decompose the problem into
a proper “online representative” of the Lagrangian multipliean online problem, and an online algorithm WSSTRM was
But when the arrival rate is large, Algorithm WSSTRM camproposed. We further discussed a related offline problem and
achieve the optimal secrecy outage probability, as under thigsed on the study of the offline problem, we found that the
circumstancel; /Vw; can properly represent the Lagrangiafirst proposed online algorithm may not be optimal. Motivated
multiplier as it is positive. Further note that the curves of Alby this, we proposed a refined online algorithm WSSTRM-
gorithm WSSTRM-R are always overlapped with the curves &. Furthermore, We discussed and analyzed the transmission
the optimal results, which indicates that Algorithm WSSTRMstrategy if the eavesdropper experiences an AWGN channel
R is optimal. and further compared the proposed algorithms. Simulation
results confirmed that when the traffic load is small, Algorithm
WSSTRM is not optimal, but the Algorithm WSSTRM-R
is indeed optimal. Several observations were obtained on
As Algorithm WSSTRM cannot achieve optimality even irthe relationship between the secrecy outage probability of
a system with a single legitimate receiver, in this subsectiahe system and traffic load, channel conditions, etc. These
we only discuss Algorithm WSSTRM-R and the optimabbservations provide important insights and guidelines for the
results, showing that in the multiple legitimate receivers cas#gsign and resource management of future wireless systems
Algorithm WSSTRM-R is also optimal. using secure communication technologies.

C. Multiple Legitimate Receivers
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