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A Survey on Network Management for xANET:
Evolution, Challenges, Future Directions

Tong Li, Chungang Yang, Yao Wang, Lin Cai, Alagan Anpalagan, and Zhu Han

Abstract—The x ad hoc network (xANET) termed as a family
of ad hoc networks, including mobile ad hoc network (MANET),
vehicular ad hoc network (VANET), flying ad hoc network
(FANET) and satellite ad hoc network (SANET), has found
a wide range of applications in providing ubiquitous wireless
services. Despite its broad utility, the dynamic nature and lack
of a centralized controller pose significant challenges to effective
and flexible network management for xANET. Conventional net-
work management protocols face challenges such as scalability,
security vulnerabilities, configuration complexity, robustness, and
performance resilience. Recent efforts have presented different
approaches, focusing on policy-based network management (PB-
NM) and intent-driven network management (IDNM). However,
there is no comprehensive survey to clarify their concepts and
classifications. This paper presents a survey of the network
management evolution for xANET, covering configuration-based,
policy-based and the latest intent-driven approaches. We first
introduce the characteristics and applications of xANET. Mean-
while, we investigate the network management concepts and
challenges. Moreover, we survey the evolution of management
protocols for xANET, including simple network management
protocol (SNMP), PBNM, and IDNM. Then, we follow the
detailed network management of xANET from configuration-
based to policy-based and intent-driven approaches. Through
comparative analysis, it is found that IDNM employs a more
intelligent management protocol, demonstrating higher efficiency
and flexibility in handling complex tasks and dynamic network
management. This makes it better suited to addressing the
challenges of xANET management. Finally, we summarize the
remaining challenges and possible future research directions.

Index Terms—Ad hoc network, intent-driven network, network
management, policy-based network management

I. INTRODUCTION

Ad hoc networks have been widely deployed as a promis-
ing networking paradigm in various fields, such as disaster
management and emergency response. As a self-organizing,
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decentralized, and multi-hop wireless network, it enables com-
munication without relying on infrastructure [1]. Instead, it
relies solely on the collaborative efforts of nodes to achieve
wireless connectivity. This overcomes the geographical limi-
tations inherent in conventional wireless network connections,
allowing people to communicate with each other in any
environment through simple setups [2].

The self-organizing networks can be classified into various
types based on node characteristics and application scenarios,
including mobile ad hoc network (MANET), vehicular ad
hoc network (VANET), flying ad hoc network (FANET), and
satellite ad hoc network (SANET) [3]. Specifically, MANET
refers to a network where mobile wireless nodes connect in
a self-organizing manner within their communication range.
VANET is a specialized type of MANET where vehicles serve
as mobile nodes [4]. FANET involves communication net-
works among unmanned aerial vehicles (UAVs) and between
UAVs and control stations. Unlike conventional satellite net-
works, SANET forms a self-organizing network by combining
multiple small satellites to enable the automatic construction,
management, and optimization of satellite communication
networks without central control. This is achieved through
collaborative actions among nodes to allocate resources dy-
namically [5]. SANET represents the future form of satellite
communication networks characterized by increased flexibil-
ity and adaptability. In this paper, to better distinguish the
management characteristics of these networks, we collectively
refer to MANET, VANET, FANET, and SANET as a family
of ad hoc networks called x ad hoc networks (xANETs).

According to the united nations sustainable development
goals (UN SDGs), xANETs have made significant contribu-
tions in various domains. Specifically, under SDG 9 (industry,
innovation, and infrastructure), xANETs leverage their self-
organizing and decentralized characteristics to provide reliable
wireless connectivity in remote and underserved regions, even
in the absence of stable network infrastructure [6]. Addi-
tionally, xANETs support SDG 11 (sustainable cities and
communities) by enabling effective communication in urban
environments and disaster-stricken regions [7]. This ensures
that communication networks can be rapidly established in
emergencies, enhancing response capabilities and laying a
robust foundation for urban intelligence and sustainable devel-
opment. The high flexibility and scalability of xANETs make
them the preferred solution for communication in dynamic
environments where conventional networks fail to operate [8].
However, the characteristics of xANET present the following
challenges for effective network management.

• Firstly, nodes can join and leave the network at any mo-
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ment. Therefore, network management approaches must
rapidly detect changes in the status of these nodes and
promptly update the network topology for automatic re-
configuration [9]. This involves effective node monitoring
and management policies to ensure the network can adapt
flexibly to changes in a dynamic environment.

• Secondly, many nodes in xANET may run with limited
energy. As a result, minimizing network management
overhead is essential for optimizing energy efficiency
[10]. To achieve efficient energy utilization, reducing the
number of nodes involved in sending, receiving, and
processing is necessary [11]. However, this objective
conflicts with the periodic updating requirements of the
network topology.

• Thirdly, security is of utmost importance when the x-
ANET is employed in any context. Network manage-
ment should integrate highly robust security measures to
counter various threats, including eavesdropping, sabo-
tage, and intrusion [12]. Therefore, network management
of the xANET should integrate encryption and authentica-
tion mechanisms to ensure secure communications [13].
When implementing encryption and authentication mech-
anisms, attention should be paid to their adaptability and
flexibility to accommodate different application scenarios
and security requirements.

• Fourthly, intelligent and automated management systems
become crucial because of the dynamic variability of
xANET [14]. The network management approach can
effectively monitor the performance of various devices
in xANET and adaptively configure them according to
different application scenarios and requirements to ensure
real-time and efficient scheduling of various network
resources [15]. This enables higher-level network man-
agement and reduces the burden of manual management.

The conventional simple network management protocol
(SNMP) adopts centralized management. When the network
scale becomes large, various query information will generate
too much signaling overhead, which is not suitable for xANET
management [16]. With the development of intelligent technol-
ogy, policy-based network management (PBNM) and intent-
driven network management (IDNM) methods have emerged.
However, the PBNM system requires establishing complex
management policies [17]. It lacks a detailed and unified
standardized expression method, and the management policies
are static, which cannot adapt to the dynamic changes and
complexity of xANET [18]. IDNM introduces automated and
intelligent management methods to separate managers from
network management and can meet the high dynamic and
adaptive management requirements of xANET [19].

A. Motivation for this Survey

As a wireless ad hoc network covering air, space and
ground, xANET has become an indispensable core component
of future mobile communication technology. Its character-
istics are that nodes in the network can move freely, and
the topology changes dynamically at any time. xANETs are
mainly employed in emergency, temporary, military mobile
communications and other fields. Compared with conventional

networks, xANETs are highly dynamic, limited resources, and
poor security [20] [21]. These characteristics make xANET
management more complex. Therefore, beginners entering this
field should possess a solid foundation in network configura-
tion protocols, wireless communication technologies, and net-
work optimization techniques. At the same time, the rapid de-
velopment of emerging technologies such as software-defined
network (SDN), artificial intelligence (AI), blockchain, and
intent-driven network (IDN) has accelerated network automa-
tion and intelligence, offering new approaches for managing
complex networks [22]. Researchers should master and apply
these emerging technologies to propose more intelligent and
efficient network management approaches.

Current network management approaches include SNMP,
PBNM, and IDNM [23]. Each has its advantages and disad-
vantages in different xANET scenarios. Conventional SNMP
is often unable to effectively handle the management tasks of
a large number of devices and massive data, which may cause
performance bottlenecks and delays, limiting the scalability
and efficiency of network management [24]. The PBNM
approach uses static management policies and rules, which
cannot adapt to dynamically changing network environments
and requirements [25]. As an emerging network management
approach, IDNM allows administrators to define high-level
intents without focusing on low-level configuration details,
simplifying the network management process. Additionally,
IDNM employs a closed-loop verification mechanism to en-
sure that the network consistently adheres to the configurations
and automatically adjusts based on real-time state [26]. Such
intelligent and automated management is well-suited to the
complex demands of xANET management, enabling it to
maintain efficient and stable operations in a continuously
evolving network environment.

Therefore, the main motivation of this survey is to pro-
vide a comprehensive survey of the xANET management
approach, including xANET characteristics and applications,
management concepts and challenges, the evolution of network
management protocols and current research on xANET man-
agement. The survey also introduces the remaining challenges
and future research directions for xANET management.

B. Related Survey Work

In recent years, researchers have investigated a variety of
issues concerning xANETs. Among them, a large number of
research results have been accumulated in the field of xANET
management. However, most of the current work primarily
focuses on individual management functionalities, and there
is still a lack of a comprehensive summary report of xANET
management capabilities. The topics of these research papers
are summarized as follows.

In the realm of fault management, the study by [27]
investigated fault management between layers in the SDN
but did not consider other management issues. Another work,
[28] reviewed various frameworks to address faults in wireless
sensor networks, including cartelized, distributed, hierarchical,
and hybrid. In configuration management, [29] provided a
detailed exploration of utilizing a swarm of UAVs for network
management in the 6th generation (6G) mobile communication
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TABLE I: COMPARISON WITH EXISTING SURVEYS AND TUTORIALS

Research
direction

Research
field Ref. Main content Limits

Management
approach

Fault
management

[27] The cross-layer fault management problems
and approaches in SDN.

It did not consider other management issues
in SDN.

[28] Various frameworks to address faults in
wireless sensor networks.

It did not explore the effectiveness of
frameworks in dynamic environments.

Configuration
management

[29] Utilizing a swarm of UAVs for network
management.

The implementation scheme in complex
configuration management was not

considered.

[30] The QoS requirements for VANET and the
existing QoS routing protocols.

The dynamic adjustment of configuration
policies was not explored.

Performance
management

[31] Monitoring network traffic and intent state to
optimize network performance.

It did not examine scalability in large-scale
dynamic networks.

[32] Selecting monitoring points and optimizing
the location to improve network performance.

The possibility of dynamically adjusting
monitoring points was not addressed.

Security
management

[33] The network security situation awareness
technology.

It did not explore adjusting defense strategies
for new security threats.

[34] The automatic security configuration
technology.

It did not discuss dealing with multi-level
security policy conflicts.

Management
protocol

Configuration
[36] ANMP concept and three-layer management

structure.
It did not discuss protocol performance in

dynamic environments..

[37] The application and management functions of
SNMP in IoT scenarios.

It did not consider the complexity of IoT
scenarios.

Policy
[18] Policy refinement schemes in PBNM. It did not explore adjusting the management

policy dynamically.

[38] PBNM system offered automated policy
implementation.

The policy conflict management and
scalability issues were not considered.

Intent
[35] The latest developments and applications of

IDN.
It did not explore the policy conflict handling

and adjustment capabilities.

[39]
IDNM approach achieves automated network

management by transforming intents into
implementable policies.

The deployment of IDNM in dynamic
networks was not considered.

networks. Within VANETs, [30] provided an overview of
key quality of service (QoS) requirements in VANETs and
classified existing QoS routing protocols. However, it did not
explore how to dynamically adjust the configuration policy to
ensure QoS in resource-limited scenarios.

Regarding performance management, [31] explored how to
improve the overall performance of the network by monitoring
network traffic and intent states, detecting network perfor-
mance bottlenecks and adopting reroute policies in the SDN
environment. However, they did not examine scalability in
large-scale dynamic networks. [32] studied select monitoring
points in hybrid SDN network architecture to optimize the link
delay measurement method, but adjusting monitoring points in
a dynamic environment was not addressed. In security man-
agement, [33] reviewed network security situation awareness
techniques covering the three stages: perception, understand-
ing, and prediction. However, the ability to adapt to novel
threats in real-time and self-learn was not discussed in detail.
[34] reviewed the related technologies in network security
configuration automation, covering firewall rule management
and access control list (ACL) configuration to more advanced
policy-based automatic security configuration methods. How-
ever, it did not discuss how to effectively deal with the multi-
level security policy conflict or adapt the system in a dynamic

environment.
Additionally, some literature reviews network management

protocols, primarily including SNMP, PBNM, and IDNM.
However, there is still lack of a comprehensive exploration
of the concepts and classifications associated with these pro-
tocols. While authors in [35] summarized some management
protocols, it was notable that these works did not conduct
an exhaustive examination and reporting on the development
of network management protocols. For instance, the ad hoc
network management protocol (ANMP) was an SNMPv3-
compatible one that employed clustering concepts and a three-
layer management structure [36]. In the context of SNMP, [37]
provided a comprehensive summary of the application and
management functions of SNMP in internet of things (IoT)
scenarios. SNMP is operated by polling device state infor-
mation (such as CPU utilization, bandwidth usage, etc.) and
transmitting these data to a centralized management platform
while also enabling remote configuration and management of
devices. However, as the number of IoT devices continued to
increase and network structures became increasingly complex,
the limitations of SNMP became more apparent.

With the evolution of intelligent systems, PBNM has be-
come a well-known approach to address complex network
management tasks. [18] reviewed existing policy refinemen-
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Fig. 1: Structure of this survey.

t schemes, categorizing them into rule-based transforma-
tion, classification-based refinement, case-based reasoning,
and logic-based approaches. Described in [38] was a PBNM
system specifically designed for ad hoc networks. This system
offered the capability to express network requirements through
high-level policies and automated implementation through
intelligent agents in the network.

Furthermore, the emergence of IDN technology further
elevates the intelligence of network management protocols.
In [35], the authors summarized the latest developments and
applications of IDN, extensively reviewing and classifying
relevant works in the current research landscape. However,
the application of IDN in network management was not deeply
discussed. The intent was a user-expressible and understand-
able language form. As exemplified by [39], these high-level
intents could map to multiple configuration policies. IDNM
achieved automated network management by transforming
intents into implementable policies and combining them with
PBNM. IDNM, in terms of management paradigms and con-
cepts, was a further development beyond PBNM.

As shown in Table I, we provide a comparative summary
of the contents of existing surveys and tutorials. Although
existing research has made progress in the field of xANETs
management, there are still several shortcomings. First, most
studies focus on isolated management issues, lacking in-
depth exploration of the multi-dimensional and comprehen-
sive management requirements in the complex and highly
dynamic xANETs. Second, there is currently no survey that
systematically reviews the evolution of existing management
protocols. Most research emphasizes optimizing individual
protocols or their application in specific scenarios. Current
studies have yet to fully integrate the technical characteristics
of xANETs to provide comprehensive technical assessments
that can guide the design and development of next-generation
network management protocols.

C. Contribution and Organization

As outlined in Section I-B, to address the aforementioned
shortcomings, this survey presents the first systematic re-
view of the characteristics and management requirements of
xANETs. It provides an in-depth analysis of the complex
challenges in xANETs management from the perspectives of
fault management, configuration management, performance
management, and security management. Furthermore, this sur-
vey explores the evolution of existing management protocols,
including SNMP, PBNM, and IDNM, focusing on their techni-
cal transition towards automation and intelligent management.
By synthesizing these research efforts, this survey establishes
a theoretical foundation for developing future xANETs man-
agement protocols and offers strong support for the design
and implementation of next-generation network management
protocols. In particular, the main contributions of this work
are the following:

• First, we systematically introduce the characteristics and
applications of the xANET, including their common and
different characteristics, as well as the applications of
multiple xANETs coexisting.

• Second, the survey consolidates xANET management
requirements from the perspectives of fault managemen-
t, configuration management, performance management,
and security management. It also extensively discusses
the challenges currently faced by xANET management.

• Third, to address the aforementioned challenges, we
investigate the developmental trajectory of the existing
management protocols, encompassing SNMP, PBNM,
and IDNM. We compare their architectures and concepts,
illustrating their gradual evolution towards automation
and intelligence.

• Fourth, we conduct a comprehensive survey of net-
work management protocols in xANETs, evolving from
configuration-based to policy-based and intent-driven ap-
proaches.
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• Finally, we discuss the remaining challenges fac-
ing xANET management, including automation, cost-
effectiveness, and QoS assurance, along with discussions
on future research directions.

Fig. 1 gives the structure of this paper. In Section II, we
introduce the characteristics and applications of the xANET.
Then, in Section III, we summarize the basic concept and
challenges of xANET management. Section IV highlights the
evolution of network management protocols, including SNMP,
PBNM, and IDNM. In Section V, we survey the management
research for xANET, covering configuration-based, policy-
based and intent-driven approaches. Section VI discusses
remaining challenges and future research directions. Finally,
we conclude this paper in Section VII.

II. THE CHARACTERISTICS AND APPLICATIONS OF
XANET

As an emerging network architecture, the space-air-ground
integrated network necessitates high flexibility and adapt-
ability, particularly in unplanned scenarios, where it must
autonomously establish and maintain itself [40]. xANET has
become an indispensable component within the space-air-
ground integrated network. As illustrated in Fig. 2, xANET
is subdivided into multiple sub-domains, including MANET,
VANET, FANET, and SANET, according to the specific usage
scenarios. In this Section, we introduce the characteristics and
applications of xANET. By analyzing the characteristics of
xANETs and the applications of multiple xANETs coexisting,
network management can be implemented more effectively to
ensure that specific communication requirements are effective-
ly met. Section II-A summarizes the common characteristics of
xANET, and Section II-B discusses the different characteristics
of xANET. Furthermore, Section II-C considers the applica-
tions of xANET, and Section II-D summarizes and discusses
this Section.

A. The Common Characteristics of xANET

As a self-organizing, decentralized, and multi-hop wireless
network, xANET relies exclusively on the mutual coordination
among nodes to achieve wireless connectivity. This commu-
nication framework discards the centralized structure present
in conventional networks, creating a flexible and robust com-
munication infrastructure [41]. While xANETs may exhibit
diversity in various application scenarios, they collectively
share some common characteristics that ensure the smoothness
and reliability of network communication.

• Self-organization: xANETs exhibit the distinctive charac-
teristic of self-organization, enabling nodes to collaborate
autonomously and form a network without central control
[42]. This decentralized capability allows the network
to be dynamically established and reconfigured in real-
time, at any location, and under diverse environmental
conditions. Nodes can independently manage tasks such
as routing, load balancing, and resource allocation, adapt-
ing to changes in network topology or node availability
[43]. This attribute is particularly advantageous in rapid
deployment scenarios like disaster recovery or military
operations. It ensures seamless communication in highly

Fig. 2: Illustrations of xANET.

dynamic and unpredictable environments, fulfilling ro-
bust, on-demand connectivity requirements.

• Dynamics: xANETs are characterized by highly dynamic
behavior, where nodes can join or leave the network
flexibly and unpredictably. These nodes may move at
varying speeds and follow different mobility patterns,
leading to constant fluctuations in network topology [44].
The dynamic nature of xANETs results in frequent and
unpredictable topology changes influenced by various
factors such as node mobility, environmental conditions,
and wireless channel variations. The constantly shifting
topology affects key network parameters like link sta-
bility, communication paths, and bandwidth availability,
making it difficult to predict the timing, frequency, and
scale of these changes [45]. These dynamic variations
necessitate adaptive routing protocols and real-time re-
source management to maintain reliable communication
and optimize network performance under highly variable
conditions.

• Multi-hop Communication: Multi-hop communication is
a fundamental communication pattern in xANETs, where
data is transmitted across multiple intermediate nodes to
reach the destination [46]. Each node functions as both
a source and relay, forwarding packets to neighboring
nodes in a store-and-forward manner. This decentral-
ized forwarding mechanism enables xANETs to extend
communication beyond the direct transmission range of
individual nodes, making the network highly adaptable in
dynamic environments with frequently changing topolo-
gies [47]. The multi-hop architecture also provides fault
tolerance. If some nodes move or go offline, alternative
paths can be dynamically discovered and established
using routing recovery or on-demand routing protocols,
ensuring continuous connectivity.

• Distributed Network Control: In xANETs, nodes function
simultaneously as hosts and routers, with each node
having equal status within the network. A distributed
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control approach allows nodes to make independent
decisions, enabling each node to handle and forward
data autonomously [14]. By using localized information
and algorithms, nodes can autonomously manage routing
tasks, dynamically adapting to changes in network condi-
tions, such as node mobility or topology variations. This
decentralized control mechanism significantly improves
the network adaptability to frequent topology changes,
as nodes can quickly recalculate routing in response to
disruptions or mobility. The absence of a single point
of failure makes xANETs inherently robust and resilient,
ensuring that the network continues to operate effectively
even when individual nodes fail, experience outages, or
are compromised [48].

In conclusion, with their notable features, xANETs offer a
flexible, adaptive, and robust solution in the field of communi-
cation. These features make xANETs particularly well-suited
for dynamic and infrastructure-less environments. However,
the heterogeneous nature of xANETs, encompassing various
node types with differing capabilities and application-specific
requirements, introduces unique challenges. To ensure opti-
mal performance, adjustments to routing strategies, resource
management protocols, and security mechanisms must be
made to address the specific requirements of each application
environment.

B. The Different Characteristics of xANET

Due to the diverse node types and extensive application
scenarios covered by xANETs, they exhibit varied and distinc-
tive features. The heterogeneous nature of nodes, with varying
capabilities in terms of mobility, power, and computational re-
sources, combined with the diverse operational environments,
enables xANETs to adapt dynamically to different domains
and complex environments [49].

1) MANET: As a type of ground network, MANET refers
to a network where mobile wireless nodes connect in a self-
organizing manner within their communication range with-
out relying on fixed infrastructure for communication [50].
Each node in the network operates both as a host and a
router, enabling it to dynamically forward data to other nodes
while maintaining its communication capabilities [51]. This
decentralized approach allows MANETs to adapt to topol-
ogy and node mobility changes, making them suitable for
various applications, such as emergency response operations,
military communications, and remote area networking, where
traditional infrastructure may be unavailable or impractical. In
comparison to conventional wireless communication networks,
MANET exhibits the following characteristics.

• Short Network Survival Time: MANET is primarily used
to fulfill temporary communication requirements, where
the network is dynamically formed to support ad hoc
communication for a specific duration or task [52]. Once
the usage is complete, the network environment is au-
tomatically dismantled. Therefore, the survival time of
MANET is relatively short compared to other networks.
The survival time of MANET is heavily influenced by
factors such as node mobility, battery life, and the overall

mission duration, which directly impact the network abil-
ity to maintain connectivity and sustain operation [53].

• Resource Constraints: The MANET terminals often in-
clude small, lightweight devices such as portable com-
puters, handheld devices, or smartphones. These mobile
terminals generally have limited system resources, includ-
ing constrained memory and low processing power, which
can impact their ability to handle large-scale data process-
ing or complex computations [54]. Additionally, these ter-
minals typically rely on consumable energy sources, such
as batteries, which introduce further challenges in terms
of energy efficiency and network longevity [55]. The re-
liance on battery power necessitates energy management
policies, as the depletion of energy resources can lead
to node failures, ultimately affecting the network overall
performance, connectivity, and operational lifespan.

2) VANET: VANET is a specific form of MANET in which
vehicles serve as mobile nodes operating within road traffic
environments. While VANETs share general characteristics
with conventional wireless networks, such as decentralization,
distributed architecture, self-organization, scalability, and the
ability to form temporary, flexible networks, they also exhibit
unique characteristics due to their specific operational scenar-
ios that differ from the MANET [56].

• Rich Sensing Information: Vehicles in VANETs are e-
quipped with various sensors that provide valuable aux-
iliary information to enhance network functionality [57].
These sensors, in conjunction with advanced technologies
such as global positioning system (GPS) and geographic
information system (GIS), allow nodes to acquire precise
data about their geographic location, speed, and direction,
as well as real-time road conditions [58]. Integrating
sensor data and geographic technologies is critical in
enabling location-based services, improving routing effi-
ciency, and supporting safety applications. By leveraging
this rich data set, VANETs can deliver more reliable and
context-aware communication, enhancing overall network
performance in vehicular environments.

• Low Energy Constraint: VANET nodes benefit from the
onboard power sources of vehicles, effectively eliminat-
ing the typical energy constraints found in other types of
xANETs [59]. As vehicles are powered by their engines,
they can continuously generate the necessary electrical
power to support network operations. This abundant
power supply allows VANET nodes to operate without
the need for energy-saving mechanisms, which are often
critical in battery-powered networks like MANETs [60].
Consequently, energy consumption is a less significant
factor in the design of VANET protocols, allowing the
focus to shift toward optimizing other performance as-
pects such as communication reliability, low latency, and
high data throughput.

• Predictable Motion Trajectories: The operating environ-
ment for VANETs is primarily urban roadways, where
the road network structure constrains vehicle movement.
This results in relatively predictable mobility patterns
[61]. Moreover, using vehicle-mounted GPS devices and
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advanced navigation software enables the accurate pre-
diction of a vehicle trajectory, destination, speed, and
direction [62]. These tools provide real-time data that
allow network protocols to anticipate node movements,
optimize routing decisions, and improve communication
efficiency.

3) FANET: FANET is a specialized type of aerial network
consisting of a multi-hop MANET architecture formed by a
cluster of UAVs. With its exceptional scalability and resilience,
FANET enables efficient information sharing and coordination
among network nodes, making it highly suitable for dynamic
and complex environments such as battlefields or disaster
response scenarios [63]. While FANET shares common char-
acteristics with MANETs, it introduces unique demands due
to the highly maneuverable nature of UAV nodes.

• Limited Node Energy: Most small and medium-sized
UAVs in FANET are powered by batteries with limited
energy storage capacity [64]. Given the relatively low
energy density of current battery technologies and the
constrained payload capacity of these UAVs, their op-
erational flight time is significantly restricted [65]. The
energy constraints directly affect the UAVs ability to
maintain network connectivity, perform multi-hop relays,
and execute complex maneuvers. As a result, energy
consumption and management become key considerations
in FANET management protocol design, influencing de-
cisions on flight path optimization, duty cycling of nodes,
and power-efficient communication policies.

• Limited Communication Bandwidth: In FANET, wireless
communication quality is susceptible to noise, collisions,
and routing control overhead. These factors can degrade
the performance of the network and reduce the available
communication bandwidth to levels lower than theoretical
maximums [66]. Under heavy network loads, these issues
can lead to congestion, packet loss, and increased laten-
cy, severely impacting data transmission reliability and
throughput among UAVs. Consequently, it is necessary to
develop robust congestion control mechanisms, efficient
routing protocols, and adaptive communication strategies
to ensure smooth and reliable data exchange in such
environments.

• Real-time Data Transmission: The multi-hop transmission
characteristic of FANETs can lead to various interfer-
ences during data transmission, such as signal fading,
collisions, and increased routing overhead [67]. These
interferences can result in packet delays and significant
latency. However, achieving low-latency data transmis-
sion in FANET is crucial for effectively using UAVs in
applications [68]. FANETs need optimized management
protocols to meet these requirements that minimize delay,
enhance route stability, and reduce overhead.

4) SANET: As a crucial form in space-based networking,
SANET is a self-organizing network of interconnected satel-
lites designed to facilitate wide-area communication in space
[69]. SANET offers global coverage, enabling communication
across distant and remote locations to meet diverse communi-
cation requirements [70]. SANET provides a reliable global

communication solution for various applications, including
scientific research, military communication, and global in-
ternet connectivity. Maintaining continuous, high-bandwidth
communication makes it an essential solution for scenarios
requiring persistent global coverage and robust data transmis-
sion across large geographical areas [71].

• Wide Coverage: While ground networks have rapidly
developed, they are limited to only 20% of the Earth’s
land area and 5% of the ocean area [72]. In contrast,
SANETs typically consist of dozens or even hundreds
of satellites in various orbits, providing global coverage
[73]. This makes SANET suitable for applications that
require communication in remote or disaster-stricken ar-
eas. By leveraging the advantages of satellite technolo-
gy, SANETs can maintain connectivity where terrestrial
infrastructure is inadequate or non-existent, facilitating
essential services such as emergency response, remote
sensing, and global data access, even in challenging
environments.

• Diverse Applications: With the advancement of infor-
mation technology, conventional ground networks have
become insufficient to meet information demands for
reliable and high-speed communication. SANETs have
gradually entered various emerging fields, providing cru-
cial technical support for applications such as satellite
navigation, space target observation, information trans-
mission, and deep space exploration [74]. By utilizing ad-
vanced satellite constellations and innovative networking
protocols, SANETs enable efficient data exchange and
enhance operational capabilities [75].

• High Communication Latency: SANETs often encounter
longer communication delays than terrestrial networks
due to the distance between satellites. The delay in satel-
lite systems can be divided into fixed delay and dynamic
delay [76]. Specifically, for every 1000 km increase in
satellite altitude, the one-way delay for a single hop
increases by 20ms [77]. This latency can accumulate in
multi-hop communication scenarios, leading to increased
end-to-end delays that must be carefully managed to
ensure the effectiveness of time-sensitive applications,
such as real-time data transmission and remote sensing
operations.

These diverse forms of xANETs collectively constitute the
core components of the space-air-ground integrated network
system. They provide essential and crucial support for achiev-
ing highly flexible and adaptive communication, ensuring
the stable operation of the network in diverse and dynamic
environments. Although these networks share some common
characteristics, such as decentralization, dynamic topology,
and autonomy, their differences arise from the scenarios and
applications they face. Specifically, as illustrated in Table II, a
deeper understanding of their similarities and differences can
be gained by comparing their features.

C. The Applications of xANET

As task requirements become increasingly complex, the
coexistence of various types of xANET is crucial for effective
mission execution [78]. For instance, in surveillance tasks, the
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TABLE II: THE COMPARISON OF MANET, VANET, FANET AND SANET

Network type MANET VANET FANET SANET

Overview Mobile nodes establish
connections.

Vehicles are mobile
nodes. UAVs are mobile nodes. Satellites are mobile

nodes.

Node type Mobile node Vehicle node UAV node Satellite node

Node mobility Low Medium to high High Low

Mobile model Random movement
model.

Regular movement
model.

The conventional model
and the special

movement model.

The satellite moves along
a predefined orbital path.

Node density Low High Very low Very low

Topological
change rate Slow Fast Fast Slow

Radio propagation
model

Line of sight (LoS) may
not be accessible near

the ground.

LoS may not be
accessible when close to

the ground.

LoS is accessible for
most cases when higher

than the ground.

LoS is accessible for
most cases in orbit.

Energy limit

Most nodes are
battery-powered and

need to consider energy
saving.

Most nodes are powered
by vehicles with low
energy constraints.

Small UAVs have power
consumption limitations.

Nodes are powered by
solar panels or

sustainable energy
sources.

Calculate ability High High Limited High

Node positioning GPS

GPS, assisted global
positioning system
(AGPS), difference
global positioning

system (DGPS)

GPS, AGPS, DGPS,
inertial measurement unit

(IMU)
GPS

Service type
support

Military
communications,

emergency rescue, field
survey.

Traffic management,
vehicle safety, intelligent

transportation.

UAV monitoring,
surveying, agriculture,

logistics.

Scientific research,
military communications,

global Internet.

collaboration between FANET and MANET achieves compre-
hensive coverage of target areas and facilitates real-time data
transmission through low-latency wireless links. The rapid
deployment capabilities of FANET allow it to adapt flexibly to
dynamic environments, such as those encountered in disaster
response or military operations. At the same time, MANET
establishes stable communication links among ground nodes,
ensuring swift data aggregation and processing [79].

Moreover, in specific communication tasks, the integration
of SANET with FANET leverages the broad coverage offered
by satellites alongside the agility of UAVs to ensure efficient
information transfer [80]. The global perspective satellites en-
able data to be transmitted over extensive geographic regions.
At the same time, FANET can quickly adjust to complex
terrains, ensuring rapid data flow between network edges and
centralized nodes. This coexistence model enhances network
robustness and improves mission flexibility and responsive-
ness.

By fully utilizing the unique functionalities provided by
different xANETs, this coexistence approach allows for a more
comprehensive methodology in task management, addressing
diverse operational requirements. However, this diversified
coexistence also presents a series of technical challenges for
network management.

• Interoperability Issues: The differences in protocols, stan-
dards, and communication mechanisms among various x-

ANETs pose significant challenges in achieving seamless
communication [81]. Developing robust interfaces and
integration strategies is essential to ensure compatibility
and collaboration among different systems.

• Resource Management Complexity: Coordinating re-
source allocation among multiple xANETs can lead to re-
source conflicts and inefficiencies [82]. Effective resource
management strategies must be implemented to optimize
the utilization of shared resources, such as bandwidth,
power, and computational capabilities.

• Management Overhead: The complexity of managing
multiple types of xANET can significantly increase oper-
ational costs [83]. Network administrators should develop
advanced management tools and strategies to effectively
monitor and control these heterogeneous systems.

The coexistence of various xANETs is becoming increasing-
ly vital for meeting the demands of complex tasks. However,
this also introduces unique technical challenges that must be
addressed through effective network management strategies
to ensure optimal performance and security. By leveraging
innovative solutions and technological advancements, the full
potential of xANET can be realized, leading to more efficient
and reliable task execution.
D. Summary and Discussion

Depending on the specific application scenarios, different
types of xANETs exhibit distinct characteristics and functional

This article has been accepted for publication in IEEE Communications Surveys & Tutorials. This is the author's version which has not been fully edited and 

content may change prior to final publication. Citation information: DOI 10.1109/COMST.2025.3545254

© 2025 IEEE. All rights reserved, including rights for text and data mining and training of artificial intelligence and similar technologies. Personal use is permitted,

but republication/redistribution requires IEEE permission. See https://www.ieee.org/publications/rights/index.html for more information.

Authorized licensed use limited to: UNIVERSITY OF VICTORIA. Downloaded on April 27,2025 at 05:07:36 UTC from IEEE Xplore.  Restrictions apply. 



9

requirements, with variations in aspects such as calculating
ability and network topology. This section summarizes the
common and different characteristics of various types of
xANETs and discusses the applications of multiple xANETs
coexisting. Analyzing these characteristics provides a founda-
tion for identifying the challenges faced in xANET manage-
ment, laying the groundwork for addressing these challenges
effectively.

III. BASIC CONCEPT AND CHALLENGES OF XANET
MANAGEMENT

The characteristics of xANET and its wide range of appli-
cation scenarios clarify the functions of xANET management
and introduce a series of challenges to network management.
This Section delves into the basic concepts and challenges
of xANET management. Section III-A summarizes the basic
concept of xANET management in terms of fault management,
performance management, security management, and config-
uration management. Section III-B discusses the challenges
of xANET management based on the characteristics and
management concepts of xANET. Section III-C summarizes
and discusses this Section.

A. Basic Concept of xANET Management

Network management is an exceedingly complex and chal-
lenging task involving diverse tasks, depending on the specific
application. The ISO/IEC 7498-4 document defines five fun-
damental functions of network management known as FCAPS
management, which includes fault management, configuration
management, accounting management, performance manage-
ment, and security management [84]. In the case of xANET,
its design aim is to facilitate dynamic, self-organizing com-
munication between nodes rather than pursuing commercial
objectives. Given the constant changes in network topology,
dynamic additions and departures of nodes, and limitations in
resources and wireless transmission, the management focus
is predominantly on fault management, configuration man-
agement, performance management, and security management
[85].

It is important to note that resource and energy management
are critical components that intersect with these four man-
agement areas [86][87]. For instance, effective resource man-
agement falls under performance management, which involves
optimizing bandwidth and computational resources to enhance
overall network efficiency. Similarly, energy management can
be considered part of configuration and performance man-
agement, where configuring network parameters to minimize
energy consumption helps sustain the operation of energy-
constrained devices. Therefore, while we primarily emphasize
fault management, configuration management, performance
management, and security management, we acknowledge that
resource and energy management are essential for effectively
operating xANETs in unstable environments, safeguarding
communication security and enhancing network performance.

1) MANET Management: The management of MANETs
involves the effective monitoring, control, and optimization of
various aspects. This encompasses activities aimed at ensuring
the stability and performance of MANET to meet diverse

communication requirements. Due to the unique character-
istics of MANET, such as node mobility, dynamic network
topology, and limited resources, network management in this
environment becomes inherently more intricate.

• Fault Management: Nodes connect and disconnect more
frequently in MANET, so rapid fault detection and re-
covery are critical. Critical indicators involve the time
required to identify faults, the network downtime length,
and the fault recovery effectiveness [88]. Automatic rout-
ing recalculation is one of the possible solutions, as it
helps identify alternate paths, and continuous monitoring
of node states enables quick detection and isolation of
failures. Furthermore, fault management leverages re-
source management by reassigning resources, such as
bandwidth and power, from failed nodes to nearby nodes,
optimizing network resilience under dynamic conditions
[89].

• Performance Management: Performance managemen-
t aims to optimize MANET operations by ensuring effi-
cient data transmission and resource utilization. Through-
put, delay, and packet delivery rates are among the es-
sential performance indicators [90]. Solutions encompass
network topology monitoring to track node locations and
connectivity, allowing adaptive routing path adjustments.
In addition, performance management involves resource
allocation, balancing bandwidth among nodes to meet
varying communication requirements, and energy man-
agement policy to maintain network connectivity over
longer durations [91]. For example, energy-aware routing
protocols adjust paths based on node battery levels,
preventing network segments from becoming isolated due
to node depletion [92].

• Configuration Management: Configuration management
ensures that nodes are set up to meet specific tasks
and environmental conditions. Evaluating metrics include
the duration of configuration processes, adaptability to
dynamic conditions, and efficient resource usage [93].
Autoconfiguration protocols are part of the solution-
s, allowing nodes to dynamically acquire configuration
parameters based on the current state of the network
[94]. Configuration management allocates bandwidth and
power based on node roles and network requirements,
optimizing MANET’s ability to respond to fluctuating
demands. Resource-aware configuration protocols help
balance the network load, adjusting bandwidth and power
distribution to avoid bottlenecks and improve overall
efficiency [95].

• Security Management: MANET faces threats like mali-
cious attacks, eavesdropping and data tampering. Security
management employs multi-layered strategies, with key
performance metrics including response time to security
breaches, data integrity rates, and system availability [96].
Solutions include encryption to ensure data confiden-
tiality, authentication methods to verify node legitimacy,
and access control mechanisms to restrict unauthorized
connections [97]. Resource and energy management are
also integral. For instance, energy-efficient encryption
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protocols are deployed to conserve node battery while
providing necessary security, helping ensure data integrity
and confidentiality without compromising the network’s
connectivity and resource availability [98].

2) VANET Management: VANET management encompass-
es managing various resources, services, and communication
processes within the network. Its primary objective is to ensure
the stability and performance of the communication network
between vehicles and roadside units, meeting the operational
requirements for urban traffic and road safety.

• Fault Management: The dynamic nature of vehicle move-
ment leads to frequent connections and disconnections,
necessitating efficient fault management. Key indicators
include the time to detect faults, the accuracy of lo-
calization, and the length of service interruptions [99].
Possible solutions include real-time monitoring of net-
work topology to identify faults and utilizing efficient
resource reallocation to redirect energy and bandwidth to
maintain communication continuity [100]. For instance, if
a roadside unit loses connectivity, neighboring units may
redirect energy resources or extend their transmission
range temporarily to cover the affected area, supporting
critical tasks like cooperative driving and real-time traffic
updates [101].

• Performance Management: Performance management en-
sures that the VANET provides high-quality services
under all conditions to ensure efficient data transmission
and resource utilization. Significant metrics for evaluation
include how effectively bandwidth is used, the level of
delay, overall throughput, and packet delivery success
[102]. Performance management begins with monitoring
changes in network topology to gain insights into vehicle
locations and connectivity relationships. By implement-
ing real-time monitoring systems, performance issues can
be swiftly identified, allowing timely interventions [103].
Actions may include optimizing routing paths, increasing
bandwidth, or dynamically adjusting resource allocation
to resolve identified bottlenecks, ultimately enhancing the
network’s efficiency and responsiveness.

• Configuration Management: Effective configuration man-
agement ensures the correct and efficient setup of vehicles
and nodes in VANET, which includes managing energy-
efficient communication parameters to minimize power
consumption and avoid conflicts. Performance indica-
tors for configuration management may involve the time
required for setup, uniformity across nodes, and the
occurrence of errors [104]. Centralizing settings ensures
uniformity in critical network parameters and reduces
configuration error risk. Additionally, automatic config-
uration protocols help balance resource allocation based
on network demands [105]. By maintaining configuration
backups and setting up energy-saving modes for low-
priority vehicles, the network can enhance availability and
ensure critical services remain operational [106].

• Security Management: Security management in VANETs
protects against unauthorized access and malicious activ-
ities, such as disinformation and denial-of-service (DoS)

attacks [107]. Important performance metrics include
response time to security incidents, false positive rates,
and system availability [108]. By integrating resource
management into security protocols, such as limiting
bandwidth for unverified nodes or temporarily lowering
transmission power, VANET can reduce vulnerabilities
while conserving energy. Real-time traffic monitoring
helps identify suspicious activities early, allowing for
rapid response and the reallocation of energy resources.
Security policies are continuously updated, integrating
resource-saving measures to adapt to evolving securi-
ty needs without compromising network sustainability
[109].

3) FANET Management: FANET management involves the
comprehensive administration of routing and path optimiza-
tion, sensor data management, UAV status monitoring, and
flight plan management. Due to the dynamic nature of UAVs,
effective network management necessitates the continuous and
adaptive adjustment of routing protocols and data transmission
optimization based on the UAV positions, mission require-
ments and current environmental conditions.

• Fault Management: Faults can occur at all levels, from
hardware failures to communication link problems, poten-
tially impacting mission execution. System performance
can be gauged through fault detection speed, recovery
duration, and availability. This process involves automat-
ed monitoring of UAV status and communication links
to ground stations or other UAVs [110]. By employing
real-time monitoring systems, the exact location of the
failure can be determined, and the cause analyzed. Flight
path adjustments or switching to alternate communication
links can be employed as solutions to maintain mission
continuity. Additionally, effective resource managemen-
t helps reallocate available bandwidth and processing
capabilities during fault recovery, ensuring that critical
communications can continue uninterrupted [111].

• Performance Management: Performance management fo-
cuses on optimizing the efficiency and performance of
the FANET. Essential performance measures include alti-
tude stability, speed consistency, throughput, and latency.
Continuous monitoring of flight performance enables the
assessment of UAV flight status, such as altitude, speed,
attitude stability, and hovering ability [112]. This data
is vital for planning optimal routing to ensure the UAV
operates at peak performance while executing its mission
[113]. Furthermore, to improve real-time performance,
performance management also includes optimizing data
transmission and energy management policies, ensuring
critical information is delivered to designated locations
as quickly as possible, minimizing energy consumption
and prolonging the UAV’s operational endurance [114].

• Configuration Management: FANETs require dynamic
configuration of UAV flight plans, sensor settings, and
communication parameters based on mission require-
ments and environmental conditions. Metrics such as
configuration precision, responsiveness to environmental
changes, and resource utilization efficiency are impor-
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tant [115]. For instance, the UAV flight plan may need
frequent adjustments in search and rescue missions to
effectively cover a specific area [116]. Configuration
management can be achieved remotely, allowing for real-
time adjustments of UAV settings and parameters during
flight. This dynamic configuration ensures that UAVs
can adapt to changing mission objectives and optimizes
resource utilization.

• Security Management: The security management of
FANET encompasses identity authentication and access
control, key management, and data encryption [117].
Crucial metrics for security include the frequency of
unauthorized access attempts, the speed of responses to
incidents, and the reliability of data integrity during trans-
mission. Identity authentication and access control aim
to prevent unauthorized nodes from joining the network
[118]. Key management is responsible for generating,
distributing, updating, and revoking keys, thus facilitating
secure communication in dynamic environments [119].
Data encryption uses lightweight encryption algorithms
to prevent data theft and tampering [120]. The FANET
security management system enhances resilience, securi-
ty, and self-healing capabilities in complex and dynamic
environments by integrating advanced technologies such
as blockchain and AI.

4) SANET Management: SANET management encompass-
es global resource allocation, optimization of delay-sensitive
applications, bandwidth management, and security monitoring
of communication links. Network management should opti-
mize data transmission paths for delay-sensitive applications
to reduce latency.

• Fault Management: Satellites may encounter failures such
as space radiation and collision threats, leading to com-
munication interruptions and functional anomalies. Eval-
uating performance involves measuring the time taken for
fault detection, recovery efficiency, and periods of com-
munication downtime. Fault management involves real-
time monitoring of satellite status and communication
link stability and identifying and locating faults [121].
In the event of a failure, the system must automatically
switch to backup satellites or adjust communication paths
to ensure continuity of communication. Research has
shown that machine learning (ML) techniques can en-
hance fault detection and diagnosis capabilities in satellite
systems. By analyzing satellite telemetry data, machine
learning algorithms can automatically detect abnormal
behaviors, thereby reducing reliance on manual monitor-
ing and improving the efficiency and accuracy of fault
management [122].

• Performance Management: SANETs require continuous
monitoring of satellite performance and resource utiliza-
tion, measuring parameters such as latency, bandwidth
utilization and signal strength [123]. Significant perfor-
mance indicators are throughput levels, the rate of packet
loss, and energy consumption efficiency. Performance
management is crucial in identifying resource bottleneck-
s, optimizing resource allocation, and enhancing network

efficiency. Furthermore, it facilitates energy management
by ensuring that satellite operations are energy-efficient,
prolonging satellite lifespan and optimizing operational
costs [124]. By monitoring and improving performance
indicators, this management policy not only enhances
user experience but also ensures the reliability and speed
of data transmission.

• Configuration Management: Satellite and terminal equip-
ment configurations may change frequently to adapt to
various tasks and communication requirements. Config-
uration management ensures that these configurations
are correct and consistent to meet communication re-
quirements [125]. This requires flexible configuration
management tools and automation techniques for fast and
accurate configuration changes. Key indicators include
the precision of configurations, system responsiveness to
modifications, and the optimal utilization of resources.
Additionally, resource management is essential to dynam-
ically allocate configuration settings based on real-time
usage and operational requirements, ensuring efficient
resource utilization across the network [126].

• Security Management: SANET communication involves
sensitive information, making security managemen-
t paramount. Security management includes authentica-
tion mechanisms to ensure that only legitimate users
and devices can access the network, thereby limiting the
resources and operations available to users and prevent-
ing unauthorized access [127]. It also requires ongoing
monitoring for potential intrusions and malicious attacks,
and implementing defensive measures to protect the net-
work. Moreover, energy management practices must be
integrated into security protocols to ensure that security
measures do not excessively drain satellite resources, thus
maintaining overall operational integrity [24].

5) Summary and Discussion: As illustrated in Table III,
different types of xANETs have distinct requirements, per-
formance metrics, and solution approaches regarding fault
management, performance management, configuration man-
agement, and security management. Appropriate management
policies should be devised in practical applications based on
specific network requirements and operational environments,
with their effectiveness evaluated using key performance met-
rics. These solution approaches collectively aim to enhance the
reliability, performance, adaptability, and security of xANETs,
ensuring stable network operation in complex and dynamic en-
vironments while meeting the diverse communication quality
demands of various application scenarios.

B. Challenges of xANET Management

As highlighted in the preceding sections, xANETs are inher-
ently highly dynamic and formed through wireless links. Due
to the mobility of nodes, these wireless links are susceptible to
failures, or connections may be lost due to fluctuating wireless
links. Consequently, the management of xANETs confronts
numerous challenges.

1) MANET Management: The high mobility of nodes and
the dynamic evolution of the topology in MANETs make con-
ventional network management methods challenging to apply
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TABLE III: XANETS MANAGEMENT REQUIREMENTS

Management type Fault management Configuration
management

Performance
management Security management

MANET

Requirements Rapid fault detection
and recovery.

Ensure that the node
configuration meets the
task and environment.

Ensure efficient data
transmission and

resource utilization.

Prevent malicious
attacks, eavesdropping

and data tampering.

Performance
metrics

Fault identification
time, network

downtime, fault
recovery efficiency.

Configuration duration,
adaptability, resource

utilization.

Throughput, delay,
packet delivery rate.

Response time to
breaches, data integrity

rates, and system
availability.

Solution
approaches

Routing recalculation,
continuous monitoring,
resource reassignment.

Autoconfiguration
protocols, resource

allocation.

Network topology
monitoring, resource

allocation.

Encryption,
authentication, access

control.

VANET

Requirements Avoid frequent
connections and
disconnections.

Manage node
parameters and

automatic configuration.

Ensure high-quality
services and efficient

data transmission.

Prevent unauthorized
access and malicious

activities.

Performance
metrics

Fault detection time,
localization accuracy,
service interruption

length.

Setup time, uniformity,
and error occurrence.

Bandwidth utilization,
delay, throughput, and

packet delivery success.

Response time to
incidents, false positive

rates, and system
availability.

Solution
approaches

Real-time monitoring,
resource reallocation.

Centralized settings,
automatic configuration

protocols.

Real-time monitoring,
optimized routing,
dynamic resource

allocation.

Resource allocation,
real-time traffic

monitoring, updated
security policies.

FANET

Requirements Avoid hardware failure,
communication link

problems.

Dynamic configuration
of UAV flight plans,
sensor settings, and

parameters.

Optimize the efficiency
and performance of the

FANET.

Implement identity
authentication, access

control, and data
encryption.

Performance
metrics

Fault detection speed,
recovery duration,
overall availability.

Configuration precision,
responsiveness,

resource utilization.

Altitude stability, speed
consistency,

throughput, latency.

Frequency of
unauthorized access
attempts, response

speed, data integrity.

Solution
approaches

Real-time monitoring,
flight path adjustment,
resource reallocation.

Remote real-time
adjustments based on
mission requirements.

Flight performance
monitoring, optimized

routing, and energy
management policies.

Blockchain, AI,
lightweight encryption

algorithms.

SANET

Requirements Avoid communication
interruption and

functional anomalies.

Frequent configuration
changes to adapt to the

requirements.

Ensure the reliability
and speed of data

transmission.

Avoid loss of sensitive
information.

Performance
metrics

Fault detection time,
recovery efficiency,

communication
downtime.

Configuration precision,
system responsiveness,

resource utilization.

Latency, bandwidth
utilization, signal

strength, packet loss
rate, energy

consumption.

Unauthorized access
attempt.

Solution
approaches

Real-time monitoring,
backup satellite

switching, ML-based
fault detection.

Flexible configuration
tools, automation
techniques, and

dynamic resource
allocation.

Resource bottleneck
identification,

energy-efficient
operations.

Authentication
mechanisms, intrusion

monitoring,
energy-efficient security

measures.

directly [55]. Therefore, innovative management solutions are
necessary for MANET management to adapt to the continu-
ously changing environment, ensuring stability, performance,
and security. Addressing these challenges requires a deep un-
derstanding of node mobility, dynamic topology changes, and
limited resources. It is important to adopt flexible and adaptive
management policies to maintain effective communication in
MANETs.

• Node Mobility: The emergence of 6G networks intro-
duces unprecedented requirements for ultra-low laten-
cy and enhanced reliability, aiming to support an ar-

ray of high-demand applications [129]. However, in the
context of MANETs, high-speed node movement leads
to frequent changes in network topology, complicating
stable links’ maintenance. While 6G technologies bring
advanced features, including high-precision positioning
and rapid handover capabilities, sustaining continuous,
reliable communication remains a formidable task in such
highly dynamic environments [130]. Therefore, MANET
management systems need capabilities for real-time mon-
itoring and adaptive topology adjustments to ensure the
network remains functional and resilient across complex
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scenarios.
• Resource Optimization: Massive connectivity of 6G sig-

nificantly amplifies the resource management demand-
s in MANETs, especially within ultra-dense environ-
ments [131]. The computational and energy resources
of MANET nodes are typically limited, creating a need
for efficient and adaptive resource allocation. While 6G
introduces capabilities like edge computing and resource
virtualization to enhance resource management, the fre-
quent changes in node availability and the potential for re-
source conflicts among nodes add complexity to resource
allocation and management [132]. Therefore, MANET
management systems should have fine-grained spectrum
and computational resource management capabilities.

• Security and Privacy: While 6G introduces advanced se-
curity technologies, such as quantum key distribution, dis-
tributed authentication, and error recovery mechanisms,
the decentralized and self-organizing nature of MANETs
still exposes nodes to potential threats [133]. Frequent
topology changes and the lack of fixed infrastructure
mean that security measures should be adaptable and dis-
tributed across the network. To safeguard communication
in this dynamic environment, MANET management ap-
proaches should implement dynamic, distributed security
policy updating that responds in real time to changes in
network topology.

• Automation and Intelligence: In highly dynamic envi-
ronments, MANETs are inherently difficult to manage
manually due to their decentralized nature and frequent
topology changes. AI-enhanced technologies offer critical
support for automation, minimizing the need for human
intervention [134]. However, given the unstructured da-
ta and complex, rapidly evolving network topologies,
MANET management approaches should achieve high
precision and stability in self-organization and automated
decision-making [135]. To ensure effective operation,
these management approaches should dynamically adjust
communication parameters and resource allocations in
response to real-time network changes.

2) VANET Management: The high speed of vehicles and
the real-time requirements in VANETs present significant
challenges for network management. Effectively managing
VANETs requires addressing the continuous changes in vehi-
cle positions while ensuring stable communication connection-
s, real-time data transmission, and security. While 6G intro-
duces enhanced connectivity, ultra-low latency, and AI-driven
adaptability, managing VANETs requires ongoing attention to
specific challenges.

• High-speed Mobility: The rapid movement of vehicles on
highways requires instantaneous transmission of traffic
information and robust safety mechanisms. Although 6G
provides low latency and improved handover techniques,
the challenge of maintaining stable communication links
remains critical [136]. A fast and reliable communica-
tion management mechanism is essential, as even brief
communication interruptions may lead to severe disrup-
tions. Therefore, network management approaches should

implement robust strategies to ensure continuous connec-
tivity and real-time data integrity in high-speed scenarios.

• High-Density Environments: In urban settings, the dense
concentration of vehicles heightens the risk of signal
interference and resource contention. While 6G offers
advanced spectrum sharing and interference managemen-
t technologies, the challenge of effectively managing
these resources in high-density scenarios persists [137].
Ensuring reliable and efficient data transmission amidst
competing signals and potential congestion requires in-
novative spectrum allocation strategies and adaptive in-
terference suppression techniques.

• Automated Management: The dynamic nature of VANET-
s, characterized by the continuous influx and departure
of vehicles, complicates manual network management.
Even with the automation capabilities provided by 6G,
the complexity of real-time configuration management
remains a challenge [138]. The management system must
adapt to rapidly changing network conditions, ensur-
ing seamless integration of new vehicles and consistent
network performance. Practical automated configuration
tools are essential for maintaining network continuity and
optimizing resource use in this evolving environment.

3) FANET Management: The dynamic changes in com-
munication topology and the real-time task requirements of
UAVs render network management exceptionally complex in
FANETs. Effectively managing FANETs necessitates over-
coming the continuous changes in UAV positions and address-
ing dynamic relationships among UAVs, all while ensuring
network stability, communication reliability, and adaptability
to aerial environments.

• Three-dimensional Dynamic Topology: The three-
dimensional movement of UAVs complicates network
management due to frequent changes in position and
orientation. While 6G enhances positioning accuracy and
communication capabilities, the challenge of real-time
fault management remains [139]. Continuous monitoring
of UAV positions, speeds, and altitudes will still be essen-
tial, and effective communication path adjustments must
be made based on mission requirements. The need for fast
fault detection and recovery mechanisms persists, as any
disruption in connectivity can have critical implications
for mission success.

• Real-time Communication and Dynamism: The dynamis-
m and operational diversity of UAVs require advanced
network management for real-time path planning and
rapid configuration adjustments. Although 6G supports
ultra-low latency communication, the challenge lies in
maintaining efficient data transmission under various
flight conditions [140]. Performance management must
evolve to address the complexities introduced by dynamic
environments and changing operational demands.

• Security and Privacy: The sensitive nature of data in-
volved in UAV missions underscores ongoing security
challenges. While 6G brings enhanced security features,
the risk of unauthorized access and data leakage still
exists. Robust measures such as advanced encryption,
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secure data transmission, and strong UAV identity authen-
tication will continue to be critical for protecting sensitive
information, particularly as threats evolve in increasingly
complex operational landscapes [141].

• Automated Management: As FANETs grow more com-
plex with the integration of more UAVs, automated
network management capabilities will be essential. Al-
though 6G introduces AI-driven tools for autonomous
path planning and fault recovery, the challenge of adapt-
ing to dynamic environmental conditions and diverse task
requirements remains [142]. Management systems must
intelligently respond to changes in real time, ensuring
continuity and performance without excessive reliance on
manual intervention.

4) SANET Management: Global resource allocation, dy-
namic satellite orbits, and complex communication links con-
tribute to the complexity of SANET management. Effectively
managing SANETs requires overcoming continuous changes
in satellite positions and orbits while ensuring communication
stability on a global scale, optimizing delay-sensitive applica-
tions, and ensuring the security of communication links [143].

• Link Stability: The dynamic nature of satellite posi-
tions and environmental conditions significantly impacts
communication links. While 6G enhances positioning
accuracy and communication protocols, real-time mon-
itoring of satellite trajectories and automated switching
capabilities remain essential for ensuring link stability
[144]. Continuous communication is critical for both fault
management and performance optimization, particularly
in scenarios where satellite movements can disrupt estab-
lished connections.

• Dynamic Configuration Management: Different geo-
graphical regions and mission requirements necessitate
adaptable network configurations. The ability to remotely
and dynamically adjust configurations to meet evolving
communication demands is vital for reducing manual
intervention and enhancing network responsiveness, es-
pecially in rapidly changing operational environments.

• Performance Optimization: Effective real-time bandwidth
management, route optimization, and data compression
techniques are essential to maximize satellite resource
utilization. Although 6G introduces improved communi-
cation capabilities, the ongoing challenge lies in ensuring
efficient and reliable data transmission across diverse
applications, particularly those sensitive to latency [145].
Optimizing performance in real-time remains a critical
aspect of SANET management.

• Security and Privacy: The transmission of sensitive data
within SANETs necessitates robust security measures.
As 6G networks introduce enhanced security protocols,
the need for comprehensive security management re-
mains. Key measures such as data encryption, identity
authentication, access control, and advanced defensive
technologies are crucial for protecting data integrity
and maintaining user privacy in satellite communications
[146].

• Automation and Intelligence: SANETs require automat-

ed capabilities for state monitoring, satellite switching,
configuration management, performance optimization,
and security control [147]. While 6G facilitates greater
automation, the ongoing challenge is to ensure that
these systems can reliably adapt to various environments
and mission requirements. The integration of AI-driven
decision-making tools will be essential for enhancing
network reliability and efficiency in the face of complex
operational dynamics.

5) Summary and Discussion: As outlined above, the core
challenges of managing xANETs encompass several aspects.
First, the dynamic nature of the network poses significant
challenges, as the frequent movement of nodes and contin-
uous changes in network topology require the management
approach to be highly adaptable and flexible. Second, real-
time responsiveness and reliability are critical, particularly
in mission-critical scenarios where the network must quickly
react to changes and ensure accurate and timely data trans-
mission. Additionally, efficient resource utilization is another
key challenge. The limited spectrum, bandwidth, and energy
resources in xANETs must be efficiently allocated and opti-
mized to ensure long-term network stability. Lastly, scalability
is also a core challenge in managing xANETs. As the number
of nodes increases, network management approaches should
provide robust scalability to handle the complexity and de-
mands of large-scale networks.

C. Summary and Discussion

In this section, we introduce the basic concepts of xANETs
management and the numerous challenges it faces. Our analy-
sis reveals that the key issues xANETs management protocols
must address include efficient collection of network manage-
ment information, real-time topology updates, and automated
handling of dynamic network configurations. To effectively ad-
dress these challenges, new network management approaches
must be adopted. These approaches should not only feature
efficient data collection and adaptive processing mechanisms
but also possess robust real-time decision-making capabilities.
This will enable xANETs management systems to rapidly
adjust in response to constantly changing network conditions,
ensuring the stability and efficiency of communications.

IV. EVOLUTION OF NETWORK MANAGEMENT PROTOCOL

The dynamic, distributed, and wireless characteristics of
xANET pose several challenges to the most commonly used
network management protocol, SNMP. Recent efforts have
presented different types of management protocols. In this
Section, we summarize these network management protocols,
including SNMP, PBNM, and IDNM. For each protocol, we
introduce its architecture and concepts. At the same time, the
advantages and disadvantages of each protocol are analyzed
based on the xANET scenario. Fig. 3 shows the level of intel-
ligence of these network management protocols [19]. Section
IV-A investigates the SNMP, Section IV-B recommends the
PBNM, and Section IV-C introduces the IDNM. In Section
IV-D, we provide the summary and discussion of the Section.
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Fig. 3: The intelligent level of network management
protocols [19].

A. Simple Network Management Protocol, SNMP

SNMP is the most predominant network management pro-
tocol that operates in the centralized management mode.
This protocol is responsible for managing all network nodes
through a single manager [16]. The SNMP comprises a
range of specifications and protocol families, including SNMP
protocol, database structure, and data objects. A network
management system based on SNMP adopts a client-server
(C/S) structure consisting of the network management sys-
tem (NMS), the network managed object, the agent process,
and the communication protocol [24]. Fig. 4 illustrates the
network management object based on SNMP. In this system,
the NMS utilizes the SNMP protocol to retrieve information
from the managed object, and the software agent embedded
in the managed object sends the data to the NMS via the
SNMP protocol. Additionally, the management information
base (MIB) is used to access data, which further enhances
the efficiency and effectiveness of the network management
system based on SNMP [148].

• NMS: The NMS is essential for network administrators,
providing tools for configuration and data collection.
Beyond manual oversight, it can automate data collection
through management programs, thus streamlining opera-
tions. By receiving reports from agents, the NMS allows
for real-time monitoring and proactive management of
network performance [149]. Administrators can set alerts
and thresholds to preemptively address potential issues,
ensuring a reliable and efficient network infrastructure.

• Managed Object: Managed objects, which include de-
vices like routers, switches, and hosts, are configured to
support SNMP parameters that facilitate the collection
and reporting of critical performance data [24]. This con-
figuration enables network administrators to gain insights
into the operational status of these devices, allowing
for timely interventions before performance degradation
occurs.

• Agent: The agent functions as a communication bridge
between the NMS and managed objects, responding to
requests from the NMS and providing essential perfor-
mance data [37]. Additionally, agents can proactively
report significant network events, enabling swift identifi-
cation and resolution of issues.

Fig. 4: SNMP structure.

• Communication Protocol: The SNMP is a comprehen-
sive communication protocol that encompasses both the
definition and identification of management information,
as well as the communication protocol for exchanging
this information between various entities within the net-
work. The definition and identification of management
information include the structure and identification of
management information (SMI) and MIB [150]. SMI
specifies the naming conventions and usage for managed
objects, while MIB serves as a standardized repository
for managing network devices [151]. MIB-II, defined
in RFC1213, is currently the standard used in SNMP
and establishes unique object identifiers for managed
instances, organized in a hierarchical tree structure [15].
The SNMP communication protocol is critical in facili-
tating efficient communication between different entities.
SNMP employs a variety of data operations, including
Get, Getnext, Set, Response, and Trap [36]. These op-
erations facilitate smooth data transmission between the
NMS and the managed devices.

As networks evolve, particularly with the emergence of
6G technologies, the role of SNMP is increasingly under
scrutiny. The growing complexity and data volume in xANETs
presents significant challenges for SNMP. While effective in its
simplicity, SNMP may struggle to adapt to these new demands.

One of the primary concerns with SNMP is its centralized
management architecture [152]. This centralized approach
does not effectively accommodate the decentralized nature of
future network architectures, particularly in dynamic environ-
ments where devices frequently join and leave the network.
As the number of managed devices increases, the volume of
data generated can overwhelm SNMP’s polling-based model,
leading to excessive signaling overhead.

Furthermore, the polling mechanism to SNMP is not de-
signed for the real-time adaptability that xANETs demand.
In xANETs characterized by dynamic topologies and rapidly
changing conditions, the ability of SNMP to manage and
respond to real-time events is limited. Its reliance on peri-
odic queries can introduce latency, making it unsuitable for
applications requiring immediate feedback.

As the network landscape shifts towards more pro-
grammable and flexible architectures, integrating SNMP with
SDN and network function virtualization (NFV) frameworks
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Fig. 5: Different abstraction levels of policy [157].

presents both challenges and opportunities. While SNMPv3
enhances security through improved authentication and en-
cryption, it often finds itself overshadowed by protocols better
suited for the complexities of network management. Protocols
such as NETCONF/YANG and RESTCONF are increasingly
favored in SDN and NFV contexts due to their programma-
bility and ability to manage complex configurations more
efficiently [153].

In summary, while SNMP has served as a foundational
tool for network management, its limitations in scalability,
real-time adaptability, and integration with emerging network
architectures highlight the need for more advanced protocols.
Future network management protocols can meet the evolving
demands of future networks.

B. Policy-based Network Management, PBNM

PBNM is a network management approach that involves
defining high-level management objectives in terms of policies
implemented in the network. This approach empowers network
administrators to specify policies customized to the unique
requirements of the network, which ensures that network
resources and services are allocated in an optimized manner
to achieve the desired objectives [154].

1) Policy Basics: Policies serve as the basis of the PBNM
system, providing the necessary structure to guide the net-
work’s operations effectively. Each policy consists of a series
of conditions and actions, in the form of IF {conditions}
THEN {actions} [155]. Conditions are used to determine
whether to execute a particular set of actions based on the
description or objects of the network. Upon triggering a policy
rule, specific rules dictate the execution of one or more
corresponding actions.

The design and implementation of policies can substantially
influence network performance. Hence, it is of utmost impor-
tance to formulate and execute policies that align with the
specific objectives and requirements of the network. However,
the complexity inherent in policy design can pose challenges.

Fig. 6: PBNM architecture.

During the network management process, policies are dynam-
ic, and they evolve from initial formulation to final execution
by the device [156]. Depending on the level of abstraction,
policies can be categorized as bottom-level policies, middle-
level policies and high-level policies, as illustrated in Fig. 5
[157].

• Bottom-level Policy: It focuses on individual network
devices, which can be further classified into device-level
policies and instance-level policies [158]. The device-
level policy defines a group of devices with similar
functions, outlining the policies that apply to the group.
On the other hand, instance-level policies are directly
applied to the specific operation implementation of the
device, such as the command line interface (CLI).

• Middle-level Policy: It is independent of the device and
cannot be directly utilized to operate the device. It is fur-
ther divided into system-level policies and management-
level policies [159]. System-level policies refer to the
information model, such as the policy information model
formulated by the IETF. Meanwhile, the management-
level policy pertains to a generic or specific data model.

• High-level Policy: It is a business-level policy charac-
terized by business terms. These policies are directly
interfaced with users, and their descriptions and repre-
sentations typically use a user-friendly representational
language model similar to natural language [160]. High-
level policies are not associated with specific configura-
tion details and device operations.

Specifically, the expression of management policy can be
classified into three distinct categories [161]. Table IV sum-
marizes the content between different policy expressions.

• Event-Condition-Action (ECA) policy: These policies
outline the rules that dictate the functioning of the system
[162]. The rules are enforced by policy decision points
(PDPs). Whenever an event occurs, the PDP examines
if any policies include this event within their events
section. When an event of a policy occurs, the policy
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TABLE IV: THE EXPRESSION CONTENT OF THE POLICY

Type Content Overview

ECA

Event Events serve as triggers for policies and represent noteworthy asynchronous occurrences in
related domains.

Condition Conditions are employed to verify the truthfulness of specific expressions before executing
the designated action.

Action Actions encompass various network management operations of configuring and monitoring
network elements or services.

ACL

Subject Subject is the entity requesting the decision.

Request Request describes the parameters of the request that needs to make a decision.

Target The target is the object on which the principal requests permission to operate.

Conditions Policy can specify conditions that limit the decision environment.

Permit/Deny It determines whether to allow or deny the request.

Configuration
User policy User policies are expressions of high-level goals and objectives.

Configuration policy These policies encompass configuration information for networks, services, or protocols.

is activated. If there are multiple events, the priority of
these events must be considered, and conflicts during the
policy-triggering process must be resolved.

• ACL Policy: ACL policies specify and enforce whether a
particular entity is authorized to perform specific actions
[163]. These policies are enforced by PDPs, which pro-
vide decisions in response to policy enforcement points
(PEPs). ACL policies specify the target, including the
resource (the entity being accessed), the subject (the
entity accessing the resource), and the action (the action
performed by the subject and target), conditions (which
describe conditions that allow or disallow access) and
results ("allow" or "reject") [164].

• Configuration Policy: Configuration policies define spe-
cific parameters for network protocols, services and el-
ements [165]. It can be divided into user policy and
Configuration Policy. User policies express high-level
goals and objectives. These policies include configuration
information for software components, which impose op-
erational constraints [166]. Configuration policies contain
configuration details for network protocols, elements, or
services, such as routing and QoS.

To conclude, policies are crucial in managing behavior
in the PBNM system, and the design of effective policies
is paramount to ensuring system performance and security.
By continually improving and optimizing policies, network
management systems can achieve efficiency, security, and
better adaptability to the evolving intents of networks.

2) PBNM: In view of the shortcomings of SNMP, the
IETF standardized PBNM as a more effective approach for
managing and controlling large-scale networks [167]. The
adoption of PBNM represents a significant transformation in
network management, shifting the focus from "how to achieve"
to "achieve goals". This approach allows administrators to
focus primarily on the goals of network management and the
necessary abstract behaviors to achieve those goals rather than
getting involved in the intricate configuration and management

operations of network devices [168]. As a result, admin-
istrators can more intuitively reflect their decision-making
through policy formulation. The IETF has defined the PBNM
architecture, including basic modules such as policy manage-
ment tool (PMT), policy repository (PR), PDP, PEP, common
open policy service (COPS), and lightweight directory access
protocol (LDAP) [17]. The relationship of each module is
shown in Fig. 6.

• PMT: PMT is the primary policy input module in the
entire PBNM system. It provides a user-friendly policy
editing interface to build and modify policies [169].
Additionally, it also checks and confirms the policy to
ensure that there are no conflicts with any other policies
in the system.

• PR: The PR module is responsible for storing policy
information. It can be implemented as a directory server
or a database server [170]. In addition to storing the
policy information edited by the administrator, it can also
store other network information and system parameters.

• PDP: PDP is a logical entity and the core component of
the policy control system. The performance of a policy
is evaluated by the PDP, which ensures the execution of
the appropriate policy based on its assessment [171].

• PEP: PEP is the network element entity responsible for
implementing the policies determined by the PDP. It is
responsible for feeding back information to the PDP,
reporting network state information and policy implemen-
tation [172].

• COPS Protocol: The COPS protocol is used to commu-
nicate policy information in the response-request mode
between the PDP and the PEP [173]. COPS establishes a
TCP connection and uses the C/S communication. COPS
allows PDP to actively send configuration information
to PEP or notify the deletion of invalid configuration
information.

• LDAP: The LDAP provides a standard means of ac-
cessing the PR. The PDP/PEP in the PBNM framework
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TABLE V: THE TYPE OF INTENTS

Intent type Project Content Ref.

Technical

Merlin It can express the intent related to the specified path of data packets, data packet
classification, and processing functions. [178]

PGA It can express routing, flow monitoring and access control-related intents. [179]

Janus It supported more dynamic intent representations such as time-varying, triggering, and QoS. [180]

Pyretic It realized related business intents through network programming language of an imperative
nature. [181]

Non-technical
Charting Request described the parameters of the request that needs to make a decision. [182]

LUMI It can refine and deploy advanced policies in large-scale heterogeneous networks. [183]

accesses the policy and network information in the PR
according to LDAP [174].

Despite its potential, PBNM is not without limitations. As
xANETs evolve with increasingly complex tasks and highly
dynamic environments, the management complexity faced by
PBNM protocols has rapidly escalated. Policy management
should address multi-dimensional demands across diverse n-
odes and tasks, complicating the creation, verification, conflict
detection, and resolution of policies. Additionally, interdepen-
dencies between policies can increase management complex-
ity, creating further challenges for network administrators.

Furthermore, the PBNM architecture typically relies on
a centralized PDP to analyze and enforce policies [175].
However, as the number of nodes in xANETs grows, the load
on the PDP increases significantly. In large-scale networks
requiring rapid response, the centralized control model may
introduce latency, which can inhibit decision-making speeds
and make it challenging to meet the real-time requirements of
dynamic environments.

Additionally, although PBNM can be applied to policy man-
agement within SDN/NFV environments, its relatively static
policy configurations and fixed management structures limit its
flexibility in adapting to real-time orchestration and dynamic
resource allocation. In situations where network conditions
frequently change, policies struggle to adjust promptly, leading
to execution delays that degrade overall service quality.

In summary, while PBNM holds considerable advantages in
conventional network management, its applicability is limited
in future dynamic and virtualized environments. Future man-
agement approaches should incorporate real-time monitoring
and response mechanisms, as well as more flexible policy
definitions and management methods, to improve adaptability
and responsiveness. These advancements would enable PBNM
to meet the demands of complex xANETs environments bet-
ter, optimizing performance in highly dynamic and resource-
diverse settings.

C. Intent-driven Network Management, IDNM

As PBNM continues to standardize and evolve, a new
network management approach has emerged called IDNM.
This approach enables users to specify their desired outcomes
or objectives while allowing the underlying network infrastruc-
ture to determine the best way to achieve them [19]. This can

enhance the efficiency of network management in the xANET,
which is inherently complex and dynamic. Therefore, the
IDNM is a promising approach for improving the management
of the xANET.

1) IDN Basics: IDN is designed to simplify the deployment
and management of network services and applications based
on high-level requirements. The core concept of IDN is the
intent, which is a declarative description of the network re-
quirements. Intent serves as a high-level abstraction of policy,
allowing users to specify their requirements more intuitive and
natural manner [39]. By leveraging intent translation, policy
mapping, intent verification, and state-aware technologies,
IDN can automatically derive and configure the network state
that aligns with the intent [176]. The intent and IDN are further
described as follows.

Intent: The intent represents the specific requirements for
various network services. Essentially, intent provides a higher-
level abstraction of network configuration, abstracting away
the low-level implementation details [177]. Numerous re-
searchers have conducted various studies on intent, which can
be categorized into external and internal intent according to
its source [23]. External intent refers to the desired purpose
directly expressed by the user, which can be expressed in
natural language, voice, and other forms. The internal intent
refers to the potential demand within the network.

Furthermore, intents can be mainly classified into technical
intents and non-technical intents. Technical intent is mainly
aimed at network administrators with professional network
knowledge. They can participate in network management and
application development using the programming languages of
northbound interfaces [178–181]. In contrast, non-technical
intent is closer to natural language, which is convenient for
users to understand and for the network to parse [182][183].
Table V illustrates the research progress of technical and non-
technical intents.

For instance, Merlin [178] was a technical intent language
that could express the intent related to the specified path of
data packets, data packet classification, processing functions,
and set bandwidth requirements. PGA could express routing,
flow monitoring, and access control-related intents [179]. It
can support dynamic intents but not QoS intents and can
express and realize the creation of virtual networks. In [180],
it supported more dynamic intent representations such as time-
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varying, triggering, and QoS intents. Pyretic realized related
business intents through network programming language of
imperative nature [181].

To achieve non-technical intent description, the expression
of tuples to divide the basic unit of intent description had
been proposed [182]. Tuples typically consist of keywords
such as objects, operations, and ranges. Objects generally refer
to resource nodes, such as nodes A and B, which are common
objects in tuples. Operations refer to the type of action,
such as node A and node B performing link communication
and other operations. The ranges are used to constrain the
operation or represent the constraints on resource attributes
such as bandwidth and delay in the network. The authors in
[183] proposed an innovative intent framework called LUMI
for refining and deploying advanced policies in large-scale
heterogeneous networks. It utilizes a DialogFlow chat interface
for user interaction, and the generated intents can be exported
as JSON files.

As a new network model, IDN has been proposed in several
studies and related experiments. The ultimate goal of IDN is
to facilitate network management and reduce the burden on
network administrators by liberating users from the complexity
of underlying network configurations [26]. Users can submit
intent requirements, and the network system will automatically
complete the configuration and realization of intents.

At present, IDN has attracted significant attention from
various communities, including the standards community, a-
cademia, and open-source communities. The open networking
foundation (ONF) was the first to propose IDN in 2015. It
defined the key characteristics of "intent" in network manage-
ment, outlining the role and attributes of the intent interface
and its primary implementation architecture [184]. In 2017,
the authors in [185] provided a specific definition of IDN,
including four key modules: translation and verification, auto-
matic implementation, network state awareness and assurance,
and dynamic optimization or repair. The IDN architecture
white paper of Cisco defined three important components of
IDN: intent translation, intent realization, and service assur-
ance [186]. Meanwhile, the IETF had discussed use cases
for IDN, including intents focused on network measurement
and network slicing [187]. Additionally, there are some IDN
efforts also ongoing in other forums, including at ETSI [188]
and in the wireless space [189]. Recently, a new network
architecture called state-action-intent (SAI) was proposed in
[190], which combines AI technology with various functional
modules of IDN. This approach has the potential to enhance
the capabilities of IDN, making it even more efficient and
reliable.

In IDN, administrators can express their intent, which can be
translated into multiple network policies to realize their intent.
Network policies are subsequently translated into instructions
that configure and operate devices using the current network
management architecture. The relationship between intent,
policy, and configuration is depicted in Fig. 7 [191]. As net-
work scale and technical complexity increase, the continuous
improvement of abstraction helps shield intricate technical
details. It enables network management at the highest level
of abstract intent, creating a mapping from "business intent"

Mapping

Mapping

Abstract

Abstract

Fig. 7: The relationship between intent, policy, and
configuration.

to "system policy" to the final "detailed configuration".
IDN mainly includes four modules that work together

seamlessly to achieve the desired network behavior: the intent
translation module, policy mapping module, intent verification
module, and state awareness module [161]. The intent trans-
lation module converts natural language expressions of intent
into network-recognizable intent. The policy mapping module
combines the network state with the intent to convert it into
corresponding configuration policies. The intent verification
module ensures that the policies are accurately executed.
The state awareness module is responsible for continuously
monitoring network state information to ensure the realization
of the intent. The entire operation process of IDN is closely
tied to intent, and users only need to describe their desired
state without describing how to realize that intent [192] [193].

In conclusion, IDN is an emerging network architecture that
can simplify network management and improve network per-
formance. The extensive research and development efforts by
various communities demonstrate its potential to revolutionize
network management and pave the way for the development
of more advanced network architectures in the future.

2) IDNM: As mentioned above, IDN offers an innova-
tive approach to network management. The authors in [19]
introduced IDN into network management, termed IDNM.
This management approach enables administrators to clearly
express their intents and requirements through interaction
with the management system. The authors in [23] presented
an intent-driven autonomous network management scheme
and built the IDNM prototype. The prototype subsequently
analyzes these intents automatically and transforms them into
configurable policies. These policies not only possess adaptive
capabilities to manage network conditions in real time but also
align with established performance metrics, ensuring the sta-
bility and efficiency of the network in dynamic environments.

As shown in Fig. 8, IDNM mainly consists of three layers,
namely the application layer, management layer and infrastruc-
ture layer [113]. This model aligns network operations with
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Fig. 8: Intent-driven xANET management system.

the observation-orientation-decision-action (OODA) loop, dy-
namically adjusting policies based on real-time feedback.

• Application Layer: It comprises management intents
within the xANET. The sources of management intents
are categorized into two categories: intents output by
managers and need to be fed back by the network.

• Management Layer: It autonomously processes intent,
policy and configuration, forming a closed loop that
minimizes manual intervention. Key modules include the
intent translation, policy, configuration, and guarantee
modules.

• Infrastructure Layer: It consists of network nodes and
resources in MANET, VANET, FANET and SANET. N-
odes execute the policies from the management layer, and
real-time feedback allows the system to adjust policies as
network conditions evolve.

Management Layer contains intent translation, policy, con-
figuration and guarantee modules [113]. These four modules
form a closed loop that enables autonomous configuration
management of the network and eliminates the need for human
intervention.

• Intent Translation Module: It converts natural language or
structured intent expressions into network-recognizable
formats, including intent resolver and conflict resolu-
tion techniques. This module refines intent expressions,
mapping them to optimal configurations in line with
the latest network state. The authors in [160] classified
intent refinement from various perspectives, such as the
target users, refinement schemes, and input methods.
Furthermore, knowledge graph-enabled intent-driven net-
work [194] proposed a knowledge graph-based intent
translation technique. The authors in [195] implemented
a structured intent module and a clear representation
of network information using graph-based techniques to
solve the intent conflict.

• Policy Module: It comprises the PR and policy genera-
tion. Policies are logical commands that trigger configu-
ration actions and are stored in the PR as ECA rules.
When the policies in the PR cannot fully realize the
management intent, AI technologies are used to gener-
ate new policies that better align with the management
intent. The authors in [196] converted the intents and
policies of network administrators into specific network
configuration and operation instructions. The authors in
[176] decomposed intents into a hierarchical policy struc-
ture using predefined policy templates and introduced a
closed-loop feedback mechanism, employing a finite state
machine (FSM) to execute policies and deploy intents.

• Configuration Module: It contains policy deployment and
network configuration, where the configuration policies
are sent to the network nodes that require configuration
and connection using standard interfaces. From the per-
spective of the OSI seven-layer model, the configuration
management in xANET mainly pertains to the lower three
layers, namely the physical layer, the data link layer
and the network layer. To achieve policy configuration
in xANET, a local management node must be set in each
subnet to share the configuration tasks in network man-
agement [197]. The local management node configures
the remaining nodes in the subnet.

• Guarantee Module: It contains fault monitoring and net-
work state information. Feedback-driven lifecycle verifi-
cation further ensures that policies respond to network
changes. In [198], verification techniques for IDN were
clearly defined and classified from different perspectives.
A full-lifecycle verification framework with feedback is
proposed to verify the access control policies of network
functions.

Despite its numerous advantages, IDNM faces a series of
challenges in practical application. First, the highly dynamic
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TABLE VI: COMPARISON OF NETWORK MANAGEMENT PROTOCOLS

Characteristics SNMP PBNM IDNM

Management Complexity Simple, but unsuitable for
complex networks.

Moderate, supports
policy-driven management.

Complex, but highly
automated.

Configuration Flexibility Low, relies on manual
configuration. Moderate, partially automated. High, supports intent-driven

automation.

Dynamic Adaptability Low, slow response, requires
manual intervention.

Moderate, some policies can be
adjusted.

High, real-time adjustments,
automatically adapts to

network changes.

Intelligent Capability Low, based on a simple MIB
structure.

Moderate, policy-based on
predefined rules.

High, leverages AI/ML for
intelligent decision-making.

Scalability Limited, suitable for
small-scale networks.

Moderate, supports medium to
large-scale networks.

High, suitable for large-scale
and complex networks.

Fault Recovery Capability Low, requires manual
intervention.

Moderate, supports limited
automated recovery.

High, features automatic
detection and self-healing.

Security Basic security mechanisms,
limited support.

Moderate, policies can enhance
security.

High, supports advanced
security policies and real-time

threat response.

Applicable Scenarios Suitable for simple, static
networks.

Suitable for medium-sized
enterprise networks.

Suitable for dynamic, complex,
large-scale networks.

Suitability for xANETs
Management IDNM>PBNM>SNMP

and heterogeneous nature of xANETs increases the complexity
of management. The IDNM approach must handle various
network nodes, task requirements, and resource constraints,
making the expression, translation, and execution of intents
more challenging. IDNM management technology requires
high adaptability and generalizability to address diverse sit-
uational demands effectively.

Second, the scalability of the IDNM management architec-
ture is crucial. As network scale and management demands
grow, IDNM must support extensive upper-level management
demands and complex lower-level policy configurations. It
should rapidly detect and adapt to real-time changes in net-
work states, dynamically adjusting management policies to
ensure stability and efficiency in network performance.

Finally, while IDNM can leverage the flexible resource
orchestration capabilities of SDN/NFV technologies and their
dynamic resource allocation, effectively managing intent with-
in these novel network architectures remains a pressing chal-
lenge [189]. It is essential to ensure that intents are accurately
translated into specific configuration policies to achieve seam-
less and efficient integration.

Therefore, future research on IDNM should focus on op-
timizing the architecture’s generalizability and dynamic re-
sponsiveness. Developing more intelligent intent translation
and policy generation mechanisms will better address the
varying demands within xANETs, further enhancing network
adaptability and intelligence.
D. Summary and Discussion

As network management demands continue to evolve, Sec-
tion IV reviews three approaches: SNMP, PBNM, and IDNM.
Table VI presents a detailed comparison of the characteristics
and practical performance of each approach. IDNM stands out

in terms of flexibility, intelligent management, and dynamic
adaptability, making it clearly more aligned with the complex
requirements of xANETs management and more effective in
addressing the challenges of a constantly changing network
environment.

V. NETWORK MANAGEMENT IN XANET: FROM
CONFIGURATION-BASED TO INTENT-DRIVEN APPROACHES

This Section carefully surveys existing work in the
field of xANET management, focusing on approaches from
configuration-based to policy-based to intent-driven. Section
V-A provides an overview of MANET management. Section
V-B summarizes the current work of VANET management.
Section V-C focuses on FANET management, and Section
V-D delves into the status of SANET management. Section
V-E provides the summary and discussion of this Section.
By summarizing these works, we aim to comprehensively
understand the current work of xANET management and
provide a deeper understanding of future development.

A. MANET Management

Due to the constant mobility of nodes and the dynam-
ic changes in network topology, MANET management has
become exceedingly complex. In this dynamic environment,
effective MANET management is crucial for ensuring network
performance and reliability. As illustrated in Table VII, a
substantial body of literature has already delved into and dis-
cussed MANET management issues from various perspectives,
aiming to identify effective solutions that can adapt to this in-
tricate environment. In this work, we provide a comprehensive
overview of the current research from the standpoint of SNMP,
PBNM, and IDNM management protocols.
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TABLE VII: THE OVERVIEW OF THE MANET MANAGEMENT

Management
protocols Overview Limits Ref.

SNMP

The ANMP introduced cluster-based and hierarchical
structures to improve scalability.

The hierarchical structure increases message
overhead, reducing its responsiveness. [199]

A management system using static and mobile
agents to monitor node status and manage resources.

Mobility introduces extra complexity and control
overhead in managing agents. [200]

An SNMP-based management framework was used
to optimized routing protocols like AODV and DSR.

The polling nature and message congestion limit the
scalability and performance. [201]

SNMP framework was extended to integrate QoS
metrics based on QoRA.

Frequent data collection for QoS monitoring
introduces additional overhead. [202]

It provided an overview of current network
management architectures and major trends.

SNMP exists high message overhead or the absence
of management functionality in certain nodes. [203]

PBNM

PBNM simplifies network management by
predefined policies to monitor and trigger actions.

PBNM requires significant initial effort to define
policy and leads to rigidity. [17]

A policy-based security management framework
defines the security policies.

It may fail to account for novel security threats not
considered during policy formulation. [204]

The PAIT method incorporates policies into message
metadata to control message access.

PAIT introduces delays in message transmission as
each message undergoes policy validation. [205]

A policy-based trust management framework
monitored nodes and isolated malicious nodes.

Continuous monitoring and policy adjustments may
strain devices with limited processing power. [206]

A colored time petri net model integrated
context-awareness into policy management.

Constant monitoring of context information is
resource-intensive. [207]

A policy-based route framework applied policy rules
into route selection. This approach can lead to suboptimal route selection. [208]

It integrates security and QoS considerations into
routing policies.

Maintaining accurate trust evaluations can be
resource-intensive. [209]

P2P technology is applied to network management
to manage tasks across multiple domains.

Frequent changes can impact network stability and
the timeliness of management tasks. [168]

A policy-based clustered routing framework collects
node information to implement routing policies.

Mobile agents for collecting and distributing policy
data can introduce delays and additional load. [210]

IDNM

PEMR model adjusts routing strategies based on SLA
and real-time network conditions. Intent-based routing increases processing overhead. [174]

A QoS-guaranteed routing protocol incorporates
QoS parameters to optimize routing selection. It may require significant processing resources. [211]

CONAIR architecture selected optimal
communication links by real-time QoS evaluation. Continuous QoS monitoring can introduce overhead. [212]

A hybrid congestion control policy considered
network state and packet loss to refine congestion.

The reliance on dual-layer metrics increases
computational and communication overhead. [213]

1) SNMP: The SNMP is a widely adopted protocol for net-
work management, facilitating the exchange of management
information between network managers and agents. SNMP-
based methods have been applied to MANETs to create
lightweight protocols compatible with SNMP’s foundational
structure, addressing the need for adaptability in resource-
limited, highly dynamic environments. In an early approach,
the authors in [199] proposed the ANMP, by introducing
cluster-based and hierarchical structures while maintaining
SNMP’s protocol data unit (PDU) and MIB structures. The
cluster-hierarchy approach of ANMP was innovative for im-
proving scalability in MANETs. However, it encountered
challenges related to message overhead and responsiveness
under high mobility conditions, limiting its applicability in
very large or fast-moving networks.

In an alternative approach to MANET management, the au-
thor in [200] introduced a MANET management system based
on agents (NMSA). This method employed both static agents
(SA) and mobile agents (MA) to monitor node status and
manage resources autonomously in dynamic environments.
The strengths lie in its use of mobile agents, which adapt to
network topology changes by relocating and cooperating with
other agents, providing resilience against node failures. How-
ever, while the mobility and intelligence of agents enhance
flexibility, they also introduce additional control overhead and
complexity, as agents require protocols to prevent redundant
or conflicting actions in highly dynamic networks.

Building on the conventional SNMP framework, [201]
proposed an SNMP-based management framework explicitly
tailored for MANETs. This framework optimized routing
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protocols like AODV and DSR to address the overhead, la-
tency, and network throughput issues typical in MANETs. By
adapting routing protocols, the framework aimed to enhance
routing efficiency, though improvements were limited by the
fundamental constraints of SNMP, such as its polling-based
nature and potential message congestion in dense networks.
The framework was further extended in [202] to integrate QoS
metrics, incorporating a QoS routing algorithm based on ant
colony optimization (QoRA). This algorithm enabled adaptive
routing by collecting real-time QoS data such as latency,
bandwidth, and packet loss, then dynamically updating routing
tables to optimize network performance. While QoRA was
effective at improving stability and efficiency, its reliance on
frequent data collection could introduce overhead, particularly
in bandwidth-constrained environments.

The evolution of network management architectures in
MANETs has led to a spectrum of approaches, including
centralized, distributed, and hybrid models [203]. It introduces
significant trends in MANET management, transitioning from
SNMP-based approaches to PBNM and eventually embracing
self-management to address the dynamic nature and resource
scarcity challenges in MANETs. The SNMP-based hierarchi-
cal management model provides a more accurate execution
of complex tasks in management and decision-making. How-
ever, there exists high message overhead or the absence of
management functionality in specific nodes. The policy-based
approach is the second available model, which provides this
functionality by implementing and executing policies defined
by network administrators. Alternatively, the complexity of
establishing the control makes its implementation challenging.
The third model is referred to as the self-management model.
One drawback of this method is that it may be overly com-
plex for computing nodes with limited resources, and sensor
nodes might require specialization for specific management
functions.

Overall, while SNMP-based and agent-based models offer
foundational frameworks for MANET management, emerging
trends indicate a need for highly adaptable, efficient, and
intelligent solutions to accommodate the inherent challenges of
MANET environments. The integration of adaptive algorithms
and decentralized management mechanisms remains crucial
to advancing MANET performance and sustainability in real-
world applications.

2) PBNM: Conventional network management approach-
es are effective for individual devices, such as the SNMP.
However, if the number of hosted nodes is significantly large,
this can become a resource-intensive process. PBNM offers
a promising solution to address these challenges, particularly
in the dynamic and resource-constrained environments. It
simplifies management in large-scale systems by automating
the execution of predefined policies that monitor network
conditions and trigger actions autonomously [17]. However,
a key limitation is the initial effort required to define a
comprehensive set of policies that can handle the wide range
of network conditions in dynamic environments. Additionally,
predefined policies can lead to rigidity if conditions change
unpredictably, potentially causing operational inefficiencies.

The authors in [204] proposed a policy-based security man-

agement framework for message protection, defining security
policies that automatically enforce actions like encryption
and authentication. This framework enabled real-time security
adaptation based on network conditions, providing robust
protections for data confidentiality and integrity. However, the
framework’s dependency on predefined policies might limit
its effectiveness against novel security threats that were not
accounted for during initial policy formulation. [205] proposed
a policy-based information transfer (PAIT) method, which
incorporated policies into message metadata to control mes-
sage access and restrict certain nodes from receiving sensitive
data. The message creator specified the nodes, both recipients
and restricted nodes. Although PAIT provided strong privacy
controls, its policy-driven approach may introduce delays in
message transmission, particularly in dense networks where
each message must undergo additional policy validation at the
receiving end, which could impact real-time communication
needs.

A distributed policy-based trust management framework
was further designed for monitoring node behavior to enforce
trust and security in MANETs [206]. By using predefined
policies to identify and isolate malicious nodes, the system
enhanced the security and resilience against insider threats.
The distributed framework allowed it to operate effectively
in a decentralized network. However, it could be resource-
intensive, as continuous monitoring and policy adjustments
may strain devices with limited processing power.

The authors in [207] presented a colored time petri net mod-
el that integrated context-awareness into policy management,
enabling real-time adjustments based on dynamic changes in
MANETs. The model formalized the policy execution process
using colored time petri nets, allowing for flexible adjustment
and updating of policies based on dynamic network changes
and context information. While this approach enhanced adapt-
ability, the constant monitoring of context information could
be demanding in terms of processing power and bandwidth,
potentially impacting network efficiency in resource-limited
devices or highly active networks.

MANET nodes may have multiple routes to a destination,
each with different reliability and security characteristics. The
authors in [208] designed a policy-based route framework
that applied policy rules related to security and connection
reliability requirements to route selection. By assessing trust-
worthiness and stability across available routes, this mod-
el selected routes through authenticated, trusted nodes with
low failure rates. This approach ensured data security and
connection reliability. However, it may inadvertently lead to
suboptimal route selection in dynamic environments where
trusted nodes are not always available, limiting routing flex-
ibility and efficiency in rapidly changing networks. In the
realm of trust-based routing, [209] integrated security and
QoS considerations into routing policies, enabling the network
to make routing decisions based on trust levels and QoS
parameters. However, maintaining accurate trust evaluations
could be resource-intensive, requiring frequent updates and
verifications that may impose additional computational and
communication overhead.

The authors in [168] reviewed the application of peer-to-
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peer (P2P) technology in network management, referred to as
P2P-based network management (P2PBNM). P2PBNM lever-
aged a decentralized approach, constructing overlay networks
with strong self-organizing properties to manage tasks across
multiple management domains. However, frequent changes in
node connectivity can impact overall network stability and
the timeliness of management tasks. A policy-based clustered
routing framework was designed, in which mobile agents
collected node status information and implemented routing
policies based on real-time data [210]. By clustering nodes and
using mobile agents, this framework distributes routing and
management tasks efficiently, reducing overhead and balancing
loads. The clustering model allows nodes to predict resource
availability based on neighboring patterns, but the overhead
introduced by mobile agents in gathering and distributing
policy data could cause delays and additional network load.

In conclusion, PBNM provides automation and adaptability
to manage the complexities of MANET, significantly reduc-
ing manual intervention and enhancing system security and
reliability. However, PBNM’s reliance on predefined policies
can lead to insufficient responsiveness in rapidly changing
conditions. Additionally, techniques such as distributed trust
management, P2P architectures, and mobile agent technology
enhance network resilience and scalability through decentral-
ization and dynamic resource allocation. However, they in-
troduce additional bandwidth and computational costs. Future
research should focus on the deep integration of dynamic pol-
icy updates and environment-aware mechanisms to develop a
more intelligent and resource-efficient management framework
for MANETs.

3) IDNM: IDNM empowers networks to autonomously
handle configuration, optimization, and repair in response
to high-level objectives set by administrators. For example,
the authors in [174] introduced a performance and event
management routing (PEMR) model designed to adjust routing
strategies based on SLA requirements and real-time network
conditions. The adaptive routing capabilities include rapid
rerouting and automatic recovery. This model supports each
node in making decisions autonomously, driven by predefined
intents and monitored network information, which optimizes
response times and network resilience. However, intent-based
routing may increase processing overhead, which could impact
scalability in larger MANETs.

The application of IDNM in MANETs shows promising
advancements, particularly in enhancing QoS. In [211], a QoS-
guaranteed routing protocol for WSN-MANET was proposed,
which embedded QoS requirements within the routing process.
This was achieved by incorporating QoS parameters directly
into the cost function, optimizing routing selection for var-
ious applications. While this approach enables precise QoS
management and path optimization, it may require significant
processing resources, particularly in MANETs with frequent
topology changes.

To address congestion issues, an advanced and dynamic
congestion-aware intent-based routing (CONAIR) architecture
was introduced, which efficiently selected optimal communi-
cation links by evaluating QoS parameters in real-time [212].
This proactive approach enabled the network to predict and

mitigate congestion before it occurred, thus enhancing relia-
bility and reducing delays. However, continuous QoS monitor-
ing can introduce overhead in highly dynamic environments
where resources are constrained. Further refining congestion
management, a novel hybrid congestion control policy was
presented that considered the network state and packet loss
[213]. By factoring in both current network conditions and
application-layer intents, this approach enables robust conges-
tion management that aligns closely with upper-layer service
expectations. However, its reliance on dual-layer metrics may
increase computational requirements.

Through mechanisms like adaptive routing, QoS optimiza-
tion, and congestion-aware resource management, IDNM helps
MANETs maintain efficient performance and reliability under
dynamic conditions. However, the inherent characteristics of
MANETs, such as frequent topology changes and limited
bandwidth, significantly complicate real-time intent translation
and adaptive decision-making processes. Balancing resource
overhead with network management performance is a critical
challenge. Developing lightweight intent translation models
and efficient decision algorithms will be essential for achieving
robust, scalable IDNM frameworks within MANET.

B. VANET Management

In the face of challenges such as mobility, security, and re-
source demands, managing VANETs becomes highly intricate.
Effectively addressing the dynamic changes in network topol-
ogy and the instability of routing paths is crucial, especially
when ensuring communication among vehicles and maintain-
ing network performance. To tackle these management issues,
researchers have proposed a series of protocols, as shown in
Table VIII, including SNMP, PBNM, and IDNM. The design
of these protocols aims to monitor and control VANET, achiev-
ing effective management of network performance, status,
and behavior. Through the implementation of these protocols,
network administrators can continuously monitor the network
performance and status, taking necessary actions to ensure
reliability and security while optimizing resource utilization
and management.

1) SNMP: SNMP, a protocol widely utilized for managing
fixed networks, is instrumental in enabling NMS to collect
operational data from managed devices by issuing requests
through defined SNMP messages. This process relies on the
MIB, which outlines all accessible management objects for
monitoring and controlling network devices. The NMS over-
sees overall network functionality, sustaining connectivity and
device status across the network. However, applying SNMP
to VANETs presents unique challenges, given the intermittent
connectivity and high variability.

To address these limitations, the authors in [214] introduced
an SNMP-based vehicular delay-tolerant network (VDTN)
model. This model adapted SNMP for VANETs by implement-
ing a delay-tolerant architecture. SNMP could gather load-
related data from VDTN nodes and leverage a centralized
NMS to manage distributed devices efficiently. While effective
for delay-tolerant scenarios, this model has limitations in envi-
ronments where real-time data access is essential, potentially
delaying response actions during critical incidents. Building
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TABLE VIII: THE OVERVIEW OF THE VANET MANAGEMENT

Management
protocols Overview Limits Ref.

SNMP

VDTN model adapts SNMP for VANET by
implementing a delay-tolerant architecture.

It causes delays in real-time data access during
critical incidents. [214]

It explores MIB specifications for OBUs. Increased data volume from continuous sensor
monitoring lead to network performance overhead. [215]

SNMP is used to execute atomic processes via
functional service modules.

Reliance on limited message types restricts
adaptability for complex network tasks. [216]

The QoRA integrates SNMP for optimal routing
paths and congestion management.

It added computational complexity and the
requirement for constant SNMP manager access. [217]

PBNM

A policy enforcement framework used DNF for
expressive access control and a conflict resolution

mechanism.

Complexity may lead to overhead and potential
delays in enforcing policies. [218]

Policy-based security mechanisms include access
control, data encryption, and key management.

Complexity and processing overhead may introduce
delays.

[219]
[220]

A distributed resource management solution uses
XACML and smart contracts to manage policies.

Dependency on smart contracts introduces latency
and resource consumption challenges. [221]

PBNM for managing QoS and QoE for video
streaming, improving reliable routing in the IOV. It required substantial computational resources. [222]

[223]

IDNM

A automation framework incorporates an intent-based
traffic offloading solution.

The reliance on SDN added complexity in managing
edge device configurations and vulnerability risks. [224]

The ACO-AODV protocol used intent-based
networks for routing and network parameter selection.

Maintaining accurate intent tracking in real-time
introduces additional overhead. [225]

LocJury scheme controls malicious location access
by predicting and monitoring location access intents.

Dependency on virtual currency limited scalability
and acceptance. [226]

IUCB algorithm enables long-term optimal task
offloading while meeting URLLC constraints. It requires significant computational resources. [227]

The intent-based network control framework
configures network policies using intent controllers.

Coordination between SDN controllers and policies
complicates management and execution processes. [228]

upon SNMP adaptations in VANETs, [215] explored a method
for creating and testing MIB specifications in on-board units
(OBUs). These specifications were designed to allow fast,
secure access to sensor data from vehicles, addressing con-
figuration and error management challenges. However, the
increased data volume from continuous sensor monitoring may
introduce overhead, impacting network performance if not
managed efficiently.

Further extending the application, [216] explored SNMP
role in executing atomic processes through functional service
modules. Utilizing MIB to transmit management information
with sufficient semantic context provided a structured ap-
proach to process execution, simplifying service management
in distributed networks. However, reliance on limited message
types may restrict its adaptability to diverse network tasks,
posing a challenge in handling more complex service demands.

On another note, the authors in [217] proposed the quality of
service routing algorithm (QoRA) to address congestion issues
in ad hoc networks. Leveraging ant colony optimization, Qo-
RA sought optimal routing paths while avoiding congestion,
integrating SNMP and QoRA units to ensure path selection
based on real-time quality data. While this approach enhances
routing reliability, it added computational complexity and
required constant SNMP manager access.

SNMP has been adapted for use in VANET to facilitate

effective network management. These studies highlight the
adaptability of SNMP in VANET. However, continuous com-
munication may not align well with the sporadic connectivity
of vehicular environments, potentially leading to delays in
data collection and response. Moreover, the increased vol-
ume of data from various sensors can create overhead. As
VANETs evolve, future research must focus on developing
more adaptive management mechanisms that can handle the
dynamic nature of these networks while minimizing latency
and resource consumption to ensure robust and responsive
network management.

2) PBNM: PBNM offers a flexible framework that enables
network administrators to guide network behavior by defining
policies. In the dynamic context of VANET, which is marked
by frequent node mobility and fluctuating communication
conditions, PBNM becomes essential for effective network
management. Administrators can formulate policies tailored
to various traffic scenarios, thus facilitating adaptive vehicle
communication and mobility management.

The authors in [218] proposed a policy enforcement frame-
work for secure data dissemination. This framework empow-
ered highly mobile data-sending vehicles and strategically
positioned roadside units (RSUs) to establish access control
policies, thereby safeguarding data transmission collabora-
tively. A notable feature of this framework is its use of
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disjunctive normal form (DNF) to articulate expressive access
control policies that cater to diverse data security needs.
Moreover, the inclusion of a conflict resolution mechanism
based on confidence-weighted priorities allows the system to
adapt dynamically in the face of conflicting policies, ensuring
both system stability and data security. However, while this
framework enhances security, its complexity may lead to
increased overhead and potential delays in policy enforcement.

Additionally, [219] introduced policy-based security mecha-
nisms, including access control, data encryption, and key man-
agement, to tackle security challenges within VANETs. Anoth-
er paper proposed a policy-based approach for detecting and
mitigating malicious behavior by analyzing the communication
history among vehicles to evaluate their creditworthiness and
trustworthiness [220]. While these security measures enhanced
the overall integrity of the network, they could introduce
additional complexity and processing overhead, which may
impact real-time decision-making.

In a different approach, the authors in [221] proposed a
distributed resource management solution for VANETs uti-
lizing smart contracts. This method employed secure policy
deployment processes and access control policies grounded
in the extensible access control markup language (XACML)
standard. By leveraging the XACML framework, this approach
facilitated the entire lifecycle of access control policies, includ-
ing creation, updating, revocation, and evaluation. Although
this method enhanced the robustness and flexibility of resource
management, the reliance on smart contracts could introduce
latency and resource consumption challenges in real-time
environments.

Furthermore, the authors in [222] emphasized QoS man-
agement for video streaming in VANET, delving into various
QoS and quality of experience (QoE) metrics. Additionally,
the SURFER1 and SURFER2 protocols were improved upon
the ROAMER protocol for the internet of vehicles (IOV),
thereby offering more secure and reliable routing options
[223]. While these enhancements can significantly improve the
performance of video streaming applications, they may also re-
quire substantial computational resources, potentially limiting
their applicability in resource-constrained environments.

In summary, PBNM plays a pivotal role in enhancing the
adaptability and efficiency of VANETs by enabling network
administrators to define and implement policies that govern
network behavior. However, the inherent complexity of im-
plementing and managing numerous policies can lead to in-
creased overhead, potentially resulting in delays and resource
inefficiencies. Future research on management approaches
should balance effective network management with resource
constraints.

3) IDNM: IDNM automates the configuration, optimiza-
tion, and management of network resources by leveraging the
intent information generated by nodes within the network. This
approach leads to more intelligent and efficient network oper-
ations. In VANETs, IDNM identifies and understands diverse
intents of vehicles, such as lane changing, deceleration, or
acceleration. By continuously monitoring the real-time intents
of vehicles, IDNM improves traffic management, reducing
congestion and enhancing overall traffic flow. Additionally, it

optimizes network resource allocation based on the intents and
communication requirements of vehicles, thereby facilitating
real-time communication among vehicles and driving the con-
tinuous development of intelligent transportation systems.

Currently, relevant researchers have successfully integrated
IDNM into VANETs. For instance, the authors in [224]
introduced a novel automation and orchestration framework
utilizing SDN control from edge networks to vehicles. This
framework incorporated an intent-based traffic offloading so-
lution that enhanced QoE through instantiated policy settings.
However, the reliance on SDN introduced complexities in
managing edge device configurations and required robust
security measures against potential vulnerabilities.

In the context of IoV, the network topology dynamically
changes based on the driver’s destination, intents, vehicle
movements, and road structures. The authors in [225] pre-
sented the ACO-AODV routing protocol, which employed
an intent-based network for real-time selection of optimal
network parameters. However, while this method improved
routing selection, it may also introduce additional overhead
due to the complexity of maintaining accurate intent tracking
in real time.

For IoCV, location served as the foundational data for
various mechanisms and functionalities. Existing location
privacy protection mechanisms (LPPMs) mostly relyed on
biased threat models and lack adaptability to IoCV scenarios.
The location privacy protection scheme, named LocJury, was
introduced to monitor and predict the intent of location access
by transforming given commands or business intents into
executable operations, generating location access connections
and relevant traffic [226]. Effectively controlling malicious
location access through a virtual currency-based regulatory
mechanism, LocJury provided an innovative security solution
for IoCV scenarios. However, its dependency on virtual cur-
rency may raise concerns regarding scalability and acceptance
among users in diverse scenarios.

In the field of air-ground integrated vehicular edge comput-
ing (AGI-VEC), the authors in [227] introduced the intent-
aware learning-based confidence (IUCB) algorithm. IUCB
enabled user vehicles (UVs) to learn long-term optimal task
offloading policies while meeting long-term ultra-reliable low
latency communication (URLLC) constraints. This intelligent
task management mechanism enhanced the efficiency of AGI-
VEC systems but required significant computational resources,
which could be a challenge in resource-constrained vehicular
environments. The intent-based network control framework
was designed for data dissemination in the ecosystem of
vehicular edge computing [228]. This framework configured
network policies using intent-based controllers according to
application requirements. However, it necessitated coordina-
tion between SDN controllers and intent-based policies, which
could complicate the overall management and execution pro-
cesses.

In summary, IDNM is increasingly applied in VANETs
to facilitate intelligent and efficient network operations. By
leveraging real-time intent information from vehicles, IDNM
enables adaptive routing and traffic offloading strategies that
respond dynamically to changing vehicular intents. However,
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the dynamic nature of vehicular environments introduces com-
plexity in accurately tracking and interpreting vehicle intents
in real-time. Additionally, as the demand for resource efficien-
cy increases, IDNM should balance computational overhead
with effective decision-making capabilities. Future research
directions should focus on enhancing the adaptability of the
IDNM approach and improving intent translation accuracy to
safeguard vehicular communication.

C. FANET Management

As the size of the FANET continues to grow, network
management faces numerous challenges. Node management
becomes incredibly complex due to the extensive number of
nodes and their wide distribution within the FANET. Tasks
such as state monitoring, configuration, maintenance, and fault
diagnosis of nodes become increasingly challenging. The dy-
namic nature of the FANET also presents challenges in topolo-
gy management, as nodes frequently move, join, and leave the
network, resulting in frequent changes in the network topology.
Real-time adjustments to the network topology architecture
are critical to ensure reliable and effective data transmission.
In addition, resource management and route management are
also crucial issues that require attention in FANET manage-
ment. Currently, researchers have proposed several effective
solutions, as shown in Table IX, including SNMP, PBNM,
and IDNM. These solutions are vital in resolving FANET
management issues and providing reliable technical support
for the stable operation and efficient communication of the
FANET. By implementing these protocols, network managers
can monitor the state of the nodes, diagnose faults, and adjust
network topology in real-time, ensuring optimal performance
of the FANET.

1) SNMP: As a standard management framework, SNMP
enables network administrators to monitor FANET nodes in
real-time, execute configuration changes, and troubleshoot
issues. This provides an effective means for network managers
to ensure the stable operation and efficient communication
of FANETs. The study in [229] extensively explored the
application of the SNMP, demonstrating its capability not
only to collect data such as traffic statistics and topological
information but also to facilitate network configuration.

SNMP was employed through agents to monitor QoS pa-
rameters specifically targeting UAV systems [230]. The proto-
col retrieved essential QoS data, including routing information
from the cloud to UAVs, incoming and outgoing packet counts,
and network interface statistics. This application highlighted
the critical function of SNMP in maintaining network perfor-
mance and ensuring service quality. However, it may struggle
to provide real-time updates in environments where UAVs
frequently change locations or operational states.

The authors in [231] provided a detailed exploration of
cluster-based control plane message management. It empha-
sized that SNMP enables controllers to predict UAV informa-
tion through UAV contextual data. This capability facilitated
intelligent UAV management without necessitating constant
real-time control messages. However, this method faced chal-
lenges in accuracy if the context information was outdated

or insufficiently granular, potentially leading to suboptimal
decision-making.

On another note, the QoRA algorithm was presented to pre-
vent congestion during data transmission [232]. The algorithm
utilized two components to address congestion, leveraging
SNMP and the MIB to determine optimal routing aligned with
QoS requirements. However, it may introduce additional com-
plexity in managing the MIB, requiring careful configuration
and maintenance.

Despite its advantages, SNMP is not without its challenges.
As discussed in [233], a cause for concern emerged in 2022
when SNMP encountered severe vulnerabilities. These vulner-
abilities resulted in successful DoS attacks that compromised
UAV operations, highlighting an urgent need for ongoing
enhancements in SNMP security. The identification of five
specific vulnerabilities that could lead to successful attacks
emphasizes the necessity for proactive security measures, as
the reliance on SNMP for critical network management tasks
could expose networks to significant risks. A total of five pro-
tocol vulnerabilities that could lead to successful DoS attacks
were identified, emphasizing the imperative for ongoing efforts
to enhance SNMP protocol security.

In summary, studies have demonstrated SNMP utility in
managing QoS parameters for FANET, facilitating intelligent
control without the need for constant real-time updates, and
optimizing data transmission paths to prevent congestion.
However, the reliance on a centralized model can lead to bot-
tlenecks in highly dynamic environments typical of FANETs.
Future research should focus on enhancing SNMP security
protocols and exploring decentralized management approaches
that could mitigate these risks while maintaining effective
network management capabilities.

2) PBNM: The introduction of PBNM has significantly
changed FANET management. Network administrators can au-
tomatically configure, adjust, and maintain the FANET based
on predefined policies, providing an efficient and sustainable
management approach for the complex FANET.

One of the major challenges in FANETs is maintaining
robust communication links among UAVs, primarily due to
their high mobility and dynamic topologies. Given that ex-
isting routing protocols partially fail to detect changes in
network topology, a novel SDN-based hybrid dynamic routing
policy was proposed in [4]. This policy integrated topology
control, data collection, and routing computation within the
SDN controller, meeting multiple requests from UAVs and
effectively addressing network dynamics to accomplish tasks
collaboratively. However, it introduced overhead associated
with the management of the SDN controller and the re-
quirement for continuous monitoring, potentially impacting
response times under extreme conditions.

Conventional MANET technologies are overly complex
and unable to construct and dynamically adapt to application
requirements rapidly. The work by [234] further highlighted
the potential of SDN combined with blockchain technology,
resulting in a UAV network called SUV. The SUV architecture
decoupled the control and data planes for each UAV, allowing
for a logically centralized but physically decentralized control
structure. However, it faced challenges such as the complexity
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TABLE IX: THE OVERVIEW OF THE FANET MANAGEMENT

Management
protocols Overview Limits Ref.

SNMP

SNMP enables monitoring, configuration, and
troubleshooting of FANET nodes.

Centralized SNMP models lead to bottlenecks in
highly dynamic environments. [229]

SNMP was used to monitor QoS parameters. It struggles to provide real-time updates. [230]

SNMP enables intelligent management by predicting
UAV information using contextual data.

Accuracy issues arise when contextual data is
outdated or insufficiently granular. [231]

The QoRA algorithm uses SNMP to determine
optimal routing aligned with QoS requirements. It introduces complexity in managing the MIB. [232]

SNMP faced critical vulnerabilities that led to DoS
attacks, highlighting security concerns. Vulnerabilities in SNMP lead to DoS attacks. [233]

PBNM

A SDN-based routing policy integrates topology
control, data collection, and routing computation.

It introduces overhead from SDN controller
management and requires continuous monitoring. [4]

The SUV architecture decouples control and data
planes.

Blockchain implementation and ensuring network
security is complex. [234]

The policy-based protocol uses policy definitions
and traffic engineering to optimize routing.

The reliance on policy definitions and routing
overhead limits its effectiveness. [235]

A policy-based distributed mechanism encompassed
policy definition and attack detection components.

The effectiveness relied on the detection of spoofing
attempts and required computational resources. [236]

IDNM

IMF system used technologies like intent translation,
policy management, and state awareness.

It relied on accurate intent detection and robust
policy verification mechanisms. [113]

The FMS system used standardized intent languages
for air-to-air and air-to-ground communications. Reliance on standardized protocols limited flexibility. [237]

A traffic intent-aware protocol allocated time slot
allocation based on traffic intent.

It only considered the allocation of time slot
resources. [238]

of implementing blockchain for real-time applications and
ensuring network security.

In wireless self-organizing networks, strategic communi-
cation and configuration management are highly complex,
especially in dynamically distinguishing different flow types
and their routing to ensure desired performance. To address
this challenge, a policy-based routing protocol was introduced
for FANET, which was built upon the Babel routing protocol
[235]. It encompassed policy definition, routing selection, and
traffic engineering. By identifying policies based on the type-
of-service field, the enhanced Babel protocol allowed for the
selection of optimal paths according to application require-
ments. However, the reliance on accurate policy definitions
and potential routing overhead during high-traffic conditions
could limit its effectiveness.

Moreover, most FANET applications depend on GPS-based
location information, which is shared with other UAVs, ground
control stations, and central service operators in real-time.
However, GPS spoofing is a typical attack in FANET, lead-
ing to erroneous navigation solutions in global navigation
satellite system (GNSS) receivers. To mitigate this risk, the
authors in [236] proposed a policy-based distributed detection
mechanism that encompassed both policy definition and attack
detection components. This mechanism improved flight safety
by enabling FANETs to recover their intended paths during
GPS spoofing attacks. However, its effectiveness relied on the
timely and accurate detection of spoofing attempts, and the im-
plementation may require additional computational resources

from UAVs.
In summary, by allowing network administrators to define

and implement policies that govern various aspects of network
operations, PBNM enhances the adaptability of FANETs to
rapidly changing environments. However, there remain some
challenges in ensuring security, minimizing overhead, and
maintaining robustness in dynamic environments. Addressing
these challenges will be critical for the continued evolution
and effectiveness of PBNM in FANET applications.

3) IDNM: IDNM represents an advanced approach to net-
work management, enabling automatic configuration and op-
timization of network resources by comprehending the intent
information of network nodes. This innovation introduces new
possibilities for enhancing FANET management. IDNM not
only addresses complex network tasks but also dynamically
adjusts the network topology based on the intent of UAVs,
providing a more intelligent and adaptive solution for network
management.

The authors in [113] introduced an intent-driven network
management system (IMF) specifically designed for FANETs.
This system enhanced the automation of network management
through technologies such as intent translation, policy manage-
ment, policy verification, and state awareness. By converting
high-level network management intents at lower-level UAV
nodes into machine-operable policies, the IMF effectively
simplified the complexity of network management. However,
the success of this approach heavily relied on the accuracy
of intent translation and the robustness of policy verification
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mechanisms.
Furthermore, the functionalities of the FANET management

system enable ground operators to focus on higher-level tasks,
allowing for the holistic management of extensive UAVs. In
response to the limitations of existing UAV operations, which
often isolate flights to confined airspace, the authors in [237]
introduced an integrated two-tier autonomous mode UAV flight
management system (FMS) structure. This FMS facilitated
collaborative operations by enabling UAVs to communicate
through standardized intent languages across air-to-air and
air-to-ground channels. However, the reliance on standardized
protocols may restrict flexibility in diverse operational scenar-
ios, potentially leading to inefficiencies if the protocols do not
adapt well to specific mission requirements.

Additionally, the authors in [238] applied IDN technology
to FANET, proposing a dynamic resource allocation protocol
based on traffic intent awareness. This protocol dynamically
adjusted time slot allocation parameters based on traffic intent,
featuring self-analysis and self-configuration capabilities to
meet the practical demands of FANETs. However, it depended
on accurate and timely detection of traffic intents and only
considered the allocation of time slot resources.

In summary, IDNM facilitates the translation of high-level
operational intents into actionable policies at the UAV level,
thereby reducing the complexity of network management and
allowing ground operators to focus on strategic oversight
rather than low-level configurations. However, the accuracy
and robustness of related technologies are crucial, as incorrect
interpretations can lead to inefficient resource utilization or
communication breakdowns. Furthermore, ensuring the flex-
ibility of communication protocols to accommodate diverse
operational scenarios remains a challenge.

D. SANET Management

Compared with conventional terrestrial networks, SANETs
have many different problems, such as transmission delay,
node mobility and power limitations. As illustrated in Table X,
various innovative management methods and architectures
have been proposed by researchers to address the automation,
intelligence, and complexity aspects of satellite network man-
agement.

1) SNMP: The SNMP demonstrates outstanding perfor-
mance in LAN/WAN and network interface monitoring. How-
ever, it encounters significant challenges in configuration man-
agement and control, particularly within satellite networks
characterized by long transmission delays, high node mobility,
and limited power resources. These inherent complexities
render conventional static management systems inadequate for
the dynamic nature of satellite communications.

Recent research has sought to enhance the SNMP to ad-
dress the unique requirements of satellite networks better.
The authors in [239] developed a multi-element multi-domain
network management protocol (MMMP). This protocol em-
phasized a holistic approach to network management by
segmenting tasks into platform management, user manage-
ment, performance management, security management, node
management, and business management. The MMMP im-
proved overall network management efficiency by allowing

for tailored strategies across different domains, though its
complexity may lead to increased overhead in resource-limited
environments.

Another contribution, the authors in [240] proposed an
SNMP-based spacecraft network monitoring system designed
for real-time status monitoring of spacecraft networks. This
system not only collected configuration and performance da-
ta from key nodes but also supported remote monitoring,
fault detection, and resource allocation. While this applica-
tion demonstrates SNMP’s versatility in maintaining network
stability and efficiency, it may struggle with latency issues
inherent to satellite communications, which could delay the
response times for critical management tasks. Moreover, the
SNMP was utilized to collect data from different platforms,
facilitating fault detection and diagnosis in satellite networks
[241]. However, reliance on SNMP for comprehensive fault
management may be limited by the scalability.

Moreover, the authors in [242] discussed a distributed
network traffic detection architecture based on SNMP. This
architecture allowed for near-real-time collection of traffic
and related information specifically for the Beidou navigation
satellite system. While this solution enhanced data gathering
capabilities, it may introduce additional complexity and laten-
cy in processing, thereby potentially impacting overall network
performance.

In summary, SNMP has been adapted for SANET to address
the unique challenges posed by satellite communication, such
as long transmission delays, high node mobility, and limited
power resources. However, the static nature may hinder its
effectiveness in rapidly changing environments, necessitating
the development of more adaptive management solutions.

2) PBNM: In order to enhance automation and intelligence
in satellite network management, the authors in [243] proposed
a multi-layered management framework. This framework in-
corporated global and local controllers. This setup enabled
centralized control, mobile management, resource allocation,
and business management in an integrated satellite-terrestrial
network. A significant advantage of this multi-layered ap-
proach lied in its hierarchical design, which balanced cen-
tralized control with the adaptability of local controllers,
thus optimizing response times for resource and mobility
management. However, the architecture may face scalability
challenges, especially in dense network deployments, as the
central controllers can become bottlenecks if not properly
distributed.

Further exploring policy-based management, the authors in
[170] developed a dynamic hierarchical structure that integrat-
ed an LPDP between the PDP and PEP. By configuring LPDP
on satellite network management agents with administrative
capabilities, LPDP could facilitate the exchange of policy
information with PEP, resulting in enhanced network manage-
ment efficiency. This hierarchical model provided localized
policy decisions, which was beneficial in minimizing laten-
cy for time-sensitive operations. However, additional LPDP
nodes could increase the overhead for policy synchronization,
especially in fast-changing network environments.

The authors in [244] successfully applied policy network
management to integrated satellite information networks. It
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TABLE X: THE OVERVIEW OF THE SANET MANAGEMENT

Management
protocols Overview Limits Ref.

SNMP

A MMMP segmented tasks into multiple domains. Increased complexity leads to higher overhead. [239]

An SNMP-based network monitoring system could
monitor status, detect faults, and allocate resources.

Satellite communication latency can delay SNMP’s
response time.

[240]
[241]

A SNMP-based traffic detection system designed for
the Beidou navigation satellite system.

It may introduce additional complexity and latency in
processing. [242]

PBNM

A multi-layered management framework incorporated
global and local controllers. The architecture may face scalability challenges. [243]

A hierarchical structure integrates an LPDP to
facilitate the exchange of policy information.

Additional LPDP nodes increase the overhead for
policy synchronization. [170]

A satellite network management architecture uses
XML-based policy descriptions.

XML’s verbosity led to increased processing times
and bandwidth use. [244]

A policy-driven resource allocation framework
combined with a DRL model.

DRL models required extensive training data and
computational resources. [245]

IDNM

An intent-driven CoX scheme uses intent
decomposition, collaborative intent management, and

cooperative resource management.

It led to overhead in managing intent and resource
coordination. [246]

An intent-driven architecture for satellite network
service management provided a user-centric and

customizable service delivery mechanism.

Customization process introduced latency and
required additional computational resources. [247]

Intent-driven network addressed resource
management issues in LEO satellite networks.

It faltered in unforeseen situations or during extreme
network conditions. [248]

An intent detection method analyzed user
requirements and airborne interfaces.

It required substantial initial calibration and ongoing
adjustments. [249]

designed a policy-based network management architecture
tailored for satellite networks using XML-based policy de-
scriptions. This customization to satellite networks allowed
for greater specificity in managing satellite information flows
and addressing unique operational constraints, such as power
limitations and orbital mechanics. While XML offered flexi-
bility and readability, its verbosity led to increased processing
times and bandwidth use, which could be a disadvantage in
bandwidth-constrained satellite links.

To further adapt to dynamic conditions and user demand-
s, the authors in [245] proposed a policy-driven resource
allocation framework combined with a deep reinforcemen-
t learning (DRL) model. This framework allowed for the
dynamic optimization of resources such as bandwidth and
power by adjusting resource allocation policies based on
real-time network conditions and communication demands. A
notable benefit of this approach was its self-learning capability,
enabling adaptive and efficient resource management in het-
erogeneous satellite networks. However, DRL models often
require extensive training data and computational resources,
which could be challenging to gather and process in real-time
satellite operations.

In summary, through a multi-layered management frame-
work, PBNM effectively addresses the high node dynamics
and long delays in satellite networks, enabling intelligent
network management and adaptive resource allocation. How-
ever, the complexity of PBNM may lead to issues of policy
consistency and synchronization, particularly in scenarios with
frequent node changes. Additionally, the delays that may be

introduced during policy formulation and execution, especially
on bandwidth-constrained satellite links, could impact the
quality of real-time communication.

3) IDNM: The authors in [246] addressed the challenge of
resource scarcity in space networks by proposing an intent-
driven CoX scheme aimed at more effectively aligning re-
sources with tasks. This scheme offered several advantages, in-
cluding coordinated intent decomposition, collaborative intent
management, and cooperative resource management. These
features enable the network to meet complex task demands and
provide on-demand network services. However, the complexity
of implementing such a scheme may lead to overhead in
managing intent and resource coordination, particularly in
rapidly changing environments.

To address the complexities and efficiency challenges intro-
duced by service function chains (SFC) in satellite networks,
the authors in [247] proposed an intent-driven architecture for
satellite network service management and an SFC deployment
scheme. This scheme not only provided a user-centric and
customizable service delivery mechanism but also significantly
enhanced the flexibility of service delivery and deployment.
The main advantage of this architecture was its ability to
adapt services based on user requirements. However, the
customization process may introduce latency and require ad-
ditional computational resources, potentially affecting overall
performance.

Addressing resource management issues in LEO satellite
networks, the authors in [248] integrated intent-driven net-
work with resource management. This integration reduced
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the complexity of manual operations, enabling intelligen-
t resource management policies. The approach simplified
decision-making processes and improved efficiency, but it
could falter in unforeseen situations or during extreme network
conditions.

Furthermore, the authors in [249] proposed a universal
intent detection method within the framework of intent-driven
satellite networks. It analyzed various characteristics, such as
user service quality requirements and airborne interfaces for
different satellite types, achieving a more intelligent manage-
ment approach to the satellite network. However, it required
substantial initial calibration and ongoing adjustments to ac-
count for varying network conditions and user expectations.

In summary, IDNM can enhance the flexibility and scalabil-
ity of SANET, enabling on-demand network services, efficient
SFC deployment, and intelligent resource management. How-
ever, the variability in user demands and network conditions
may complicate the adaptive nature of IDNM, and the dynamic
characteristics of SANETs impose reliability requirements on
intent-based decision-making.

E. Summary and Discussion

In this section, we survey the research progress on various
network management approaches applied in different xANET
scenarios. In general, IDNM demonstrates superiority over
SNMP and PBNM. IDNM adopts a more intelligent man-
agement protocol, which enables real-time monitoring and
prediction of network state and automates troubleshooting
and performance optimization. These capabilities significantly
enhance the reliability and efficiency of the network. Addition-
ally, IDNM can support multiple types of network nodes and
devices, providing flexibility in addressing the various com-
plexities of xANET. From a practical application perspective,
the IDNM protocol is better adapted to meet the management
requirements of xANET. It can enhance network reliability
and performance, thereby facilitating the rapid development
and utilization of the network. By leveraging the intelligent
and automated management capabilities of IDNM, network
administrators can promptly respond to changes in network
conditions and maintain better control over the network,
thereby improving the user experience and total network
performance.

VI. REMAINING CHALLENGES AND FUTURE RESEARCH
DIRECTIONS

As discussed in the sections summarized earlier, we have in-
vestigated the concept, challenges, and approaches for xANET
management. Nevertheless, there are remaining challenges and
novel research directions, such as automation, low overhead,
and QoS guarantees. Section VI-A discusses the remaining
challenges, and Section VI-B proposes the future research
directions of xANET management. Section VI-C provides the
summary and discussion of this Section.

A. Remaining Challenges

The management of xANETs presents a unique set of
challenges due to their highly dynamic and decentralized
nature. Unlike traditional wired networks, xANETs consist of

mobile nodes with constantly changing positions, intermittent
communication links, and varying network conditions. As
a result, the network management protocols must be agile,
adaptable, and resource-efficient to handle the diverse and
rapidly evolving requirements. In this subsection, we discuss
the important technical challenges of network management for
the xANETs.

1) Automation: Automation remains one of the most press-
ing challenges in xANET management. The highly dynamic
and unpredictable nature of the network topology makes
manual configuration of xANETs impractical, highlighting
the need for fully automated network management systems.
One of the most significant challenges in automating xANET
management is the frequent and unpredictable failures that
occur across various layers of the protocol stack. These
failures could range from physical layer disruptions due to
environmental factors to higher-layer failures related to routing
and application performance [250]. Each of these failure points
requires tailored mechanisms to detect, diagnose, and recover
from them, which further complicates the automation process.
Fast failure recovery mechanisms are crucial to maintaining
QoS guarantees, especially in mission-critical scenarios where
delays in recovery could lead to severe service degradation.
Therefore, the inherent challenges of dynamic topologies,
unpredictable failures, and limited resources make achieving
full automation a technically demanding task.

2) Low Overhead: In high-density xANETs, where a large
number of nodes are continuously moving, the volume of
control traffic required for maintaining network awareness
can become overwhelming. This leads to a scalability issue,
as the sheer amount of control messages increases with the
number of nodes. As the density of nodes rises, the frequency
of these control messages also increases [251]. The control
traffic overload can result in network congestion, which in turn
degrades the overall service quality, causing delays in routing
decisions, increased packet loss, and diminished throughput.
Also, constant updates are necessary to keep the network state
current and to enable dynamic adaptation, but overly frequent
updates can lead to excessive control overhead. Therefore,
striking a balance between timely network awareness and
minimizing control traffic overhead is a key challenge.

3) Quality of Service Assurance: Ensuring QoS in xANETs
is especially challenging due to the heterogeneous nature,
variable node mobility, and diverse application requirements
across different domains. Traditional QoS mechanisms such
as RSVP and DiffServ face limitations when applied to
xANETs. RSVP, which is designed to reserve bandwidth
for applications, is particularly inefficient in xANETs due
to its reliance on end-to-end signaling and the requirement
for stable routes between nodes [252]. DiffServ assumes a
relatively stable network with predictable traffic flows and
well-defined node behaviors, which is not the case in highly
mobile and unpredictable environments like xANETs [253].
Therefore, the network management protocol should adjust
the QoS parameters based on real-time network conditions
and the specific requirements of the applications running on
the network.

As xANETs continue to evolve and expand, network man-
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agement will remain a significant technical challenge. Au-
tomating network operations, ensuring low overhead while
maintaining network awareness, and providing reliable QoS
assurance in dynamic environments will be crucial for enabling
the effective deployment and operation of xANETs. Address-
ing these challenges will be key to achieving scalable, effi-
cient, and resilient network management for next-generation
xANETs.

B. Future Research Directions

As the fields of xANETs continue to evolve, it becomes
evident that the future of network management must be inter-
twined with the latest advancements in emerging technologies.
The ability to effectively manage the growing complexity,
dynamic nature, and heterogeneity of xANETs will increas-
ingly depend on the integration of advanced computational
tools such as AI, generative AI (Gen-AI), edge computing,
blockchain, terahertz (THz) Communication and advanced
antenna technologies. These technologies hold the potential
to significantly enhance the adaptability, efficiency, and in-
telligence of network management systems, enabling them to
handle the vast and unpredictable dynamics of future xANETs
autonomously. In this subsection, we discuss future research
directions that focus on how xANETs can leverage these
technologies to address their ongoing management challenges.

1) AI-Driven Network Management for Dynamic Adap-
tation: One of the most promising directions for xANET
management is the integration of AI-based systems to man-
age network behavior autonomously. Traditional methods of
network configuration and optimization are often based on
predefined rules or algorithms. They are not flexible enough
to cope with the dynamic and rapidly changing nature of
xANETs. Particularly, ML and deep learning (DL) offer a
powerful solution to this challenge by enabling systems to
learn from data, adapt to network changes, and optimize
decisions in real-time [254].

• Topology Discovery and Network Optimization: AI al-
gorithms can be applied to optimize network topolo-
gies in real-time, learning from the ongoing changes
in node positions, link quality, and other environmental
conditions [255]. These AI algorithms can continuously
adjust routing, power control, and bandwidth allocation
decisions based on the network current state, maximizing
throughput, minimizing latency, and ensuring reliability
without requiring manual intervention.

• Failure Prediction and Recovery: AI models can be
used to predict network failures before they occur by
analyzing patterns in network behavior and correlating
them with potential failure events. By utilizing predictive
modeling, these systems can preemptively adjust routing
protocols or reallocate resources to prevent disruptions.
For example, by learning from historical data, AI systems
can anticipate failure based on the node’s mobility pattern
and proactively adjust the network configuration, thus
reducing downtime and improving network resilience
[256].

2) Leveraging Generative AI for Adaptive Network Con-
figuration: Gen-AI, which includes advanced models like

generative pre-trained transformers (GPT) and other large-
scale neural networks, can significantly contribute to net-
work management tasks in xANETs. When trained on mas-
sive amounts of network data, Gen-AI models can generate
network configurations and recommend optimized strategies
based on dynamic input.

• Automated Policy Generation and Configuration: Net-
work management often involves complex decision-
making processes, such as the assignment of resources,
setting priorities for traffic, or defining security poli-
cies. Traditionally, these tasks require extensive human
intervention, especially in dynamic environments where
network parameters are constantly changing. The deploy-
ment of Gen-AI models has already begun to revolution-
ize the way complex network decisions are made [257].
Gen-AI models can generate context-specific network
policies that reflect real-time conditions and allow for
rapid adjustments to network configurations.

• IDNM: IDNM can be used to autonomously translate
high-level operational goals or intents into low-level
network configurations. For example, Gen-AI models
can understand the specific requirements of applications
running in an xANET, such as low latency for real-
time communications or high bandwidth for data-heavy
services, and automatically generate appropriate QoS
policies, routing decisions, and resource allocations [258].

3) Integrating Edge and Cloud Computing: The decentral-
ized and distributed nature of xANETs makes it challenging
to rely solely on a centralized control system for network
management. Integrating edge computing and cloud-based
resources into the xANET management framework presents
a promising avenue for future research.

• Edge-AI for Localized Decision Making: By combining
AI with edge computing, the network management sys-
tem can offload specific tasks to edge devices located
closer to the nodes [259]. This setup reduces the de-
pendency on distant centralized servers, thereby lowering
latency and enabling faster decision-making processes.
Edge-AI can be helpful for local network health mon-
itoring, failure detection, and autonomous configuration
without requiring global coordination.

• Cloud-Assisted Global Network Orchestration: While
edge computing handles localized tasks, cloud computing
can provide global network orchestration [260]. By using
cloud resources, the management system can gain a
comprehensive view of the entire xANET. Cloud-based
orchestration also allows for inter-network cooperation,
where multiple xANETs can collaborate on resource
sharing, improving coverage and ensuring seamless inter-
network operation [81].

4) Blockchain for Trust and Security: Security and trust
issues remain critical for xANET management, especially as
the network becomes more autonomous and decentralized. The
integration of blockchain technology could provide a robust
solution for ensuring data integrity, secure communication,
and trustworthy decision-making within the network [261]. In
scenarios where xANETs are highly decentralized and involve

This article has been accepted for publication in IEEE Communications Surveys & Tutorials. This is the author's version which has not been fully edited and 

content may change prior to final publication. Citation information: DOI 10.1109/COMST.2025.3545254

© 2025 IEEE. All rights reserved, including rights for text and data mining and training of artificial intelligence and similar technologies. Personal use is permitted,

but republication/redistribution requires IEEE permission. See https://www.ieee.org/publications/rights/index.html for more information.

Authorized licensed use limited to: UNIVERSITY OF VICTORIA. Downloaded on April 27,2025 at 05:07:36 UTC from IEEE Xplore.  Restrictions apply. 



33

many independent nodes, blockchain can enable trustless
collaboration. By recording all actions and decisions in a
distributed ledger, blockchain ensures that network operations
are transparent and verifiable, preventing malicious actors from
compromising the network’s integrity [262].

5) Terahertz Communication: xANETs have stringent ap-
plication requirements for high bandwidth and low latency.
THz communication can provide extremely high bandwidths,
supporting higher data transmission rates and reducing con-
gestion during data transmission, thereby ensuring the efficient
flow of data in large-scale, high-density xANET deployments
[263]. Additionally, the high frequency of the THz band
offers shorter wavelengths, enabling more precise direction-
al transmission, effectively reducing signal interference and
attenuation, and improving the signal quality and coverage
[264].

6) Advanced Antenna Technologies: The highly dynam-
ic characteristics of xANETs pose significant challenges to
network stability and communication quality. Advanced an-
tenna technologies, such as RIS and MIMO, have become
crucial for optimizing the performance of xANETs. Massive
MIMO improves spatial diversity by increasing the number of
antennas, which enhances signal quality and communication
reliability [265]. Particularly in areas with high node densi-
ty and mobility, MIMO technology can effectively improve
network throughput and coverage, helping the network adapt
to complex environments and dynamic changes. Meanwhile,
RIS uses software-controlled metasurfaces to manipulate the
propagation path of electromagnetic waves intelligently, pro-
viding stronger interference resistance in environments with
severe multipath interference and signal attenuation. This
optimizes signal quality and coverage in the network [266].
Additionally, combining RIS technology with AI allows for
the intelligent adjustment of signal reflection paths, further
enhancing network adaptability and resource utilization.

C. Summary and Discussion

With the development of xANETs, we have explored the
key challenges and future research directions in this section.
The dynamic and decentralized nature of xANETs introduces
significant challenges, including automation, low overhead
management, and QoS assurance. Future research should focus
on leveraging emerging technologies such as AI, Gen-AI,
large models, edge computing, blockchain, THz Communi-
cation and advanced antenna to address these challenges. The
ongoing development of these technologies will be crucial for
the evolution of self-organizing, self-healing networks capable
of efficiently managing resources and ensuring QoS in next-
generation communication systems.

VII. CONCLUSION

The xANETs are complex and dynamic systems with vari-
ous mobile nodes interacting to perform communication tasks.
The management of these networks is encountering significant
challenges, as the nodes are highly mobile, and there is no
central node to manage their operations. While conventional
approaches such as SNMP are still utilized, they become
less effective as xANET becomes more extensive and more

complex. Autonomous approaches are an improvement over
conventional approaches. In this paper, we provided a survey
of the network management approach evolution for xANET,
from configuration-based to policy-based and intent-driven
approaches. We began with the characteristics and applications
of xANET, including their common and different character-
istics, and the application of multiple xANETs coexisting.
Subsequently, we provided a comprehensive overview of the
concepts and challenges associated with xANET management.
Next, we highlighted the evolution of management protocols
from architectures and concepts, including SNMP, PBNM,
and IDNM, respectively. Moreover, the paper surveyed the
management research from different protocols in xANET. We
overviewed the existing literature on network management
approaches employed in various scenarios within MANET,
VANET, FANET and SANET. Notably, each approach offers
distinct advantages, but it is clear that IDNM stands out as
the most promising protocol, as it enables autonomous, adap-
tive, and scalable management that aligns with the needs of
large-scale and highly dynamic xANETs. Finally, our survey
concluded with remaining challenges and future research di-
rections that need further investigation. We believe that future
research on network management approaches will incorporate
emerging technologies such as AI to achieve more intelligent,
resilient, and self-optimizing network management.
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