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Abstract—1In this paper, we consider a buffer-aided multiuser
multiple-input single-output (MISO) network consisting of one
multi-antenna access point (AP) and multiple single-antenna
users, in which the AP is provisioned with data buffers for
temporarily storing the data for each user either from the upper
layer applications or the message by the AP. The data for one
specific user must be kept confidential from all other unintended
users. For such a system, we aim at maximizing the long-term
average achievable secrecy rate region by carefully designing the
flow control, the information signal and artificial noise beamform-
ing, as well as the user selection. To address this issue, we first
transform the time average optimization problem into a real-
time one by using the Lyapunov optimization framework. Then
it is proposed to decompose the optimization problem into several
sub-problems by using the optimization decomposition technique.
Although the information signal and artificial noise beamforming
sub-problem is non-convex, we show that it can be decomposed
into a two-stage optimization problem to effectively solve it by
using the exact line search and DC (difference of two convex
functions) algorithms. Moreover, we extend the average secrecy
rate region maximization problem to the worst-case scenario,
in which all unintended users are colluding in eavesdropping.
Our analysis discloses that, there exists an inherent tradeoff
between the average achievable secrecy rate region and the
average queueing length. It is shown that a better average secrecy
rate region can be realized by fully taking advantage of the
buffer-aided transmission potentials in the MISO network, if a
certain queueing delay is tolerable.

Index Terms—Buffer-aided MISO network, artificial noise
beamforming, secrecy rate region, eavesdroppers.
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I. INTRODUCTION

WING to the broadcast nature of the wireless medium,

information transmission by legitimate users over wire-
less channels is vulnerable to eavesdropping attacks by unin-
tended receivers. On the other hand, the secure transmis-
sion of private data in wireless communications becomes
increasingly important and highly desirable. To this end,
physical layer security techniques have attracted considerable
research attention [1]-[9]. Unlike the crypto-based security
system that relies on a trustable key distribution system via
a separate secure channel, physical layer security ensures
secure transmission of private data by utilizing the physical
characteristics of wireless channels. Wyner has shown in [10]
that perfect secure communication is theoretically achiev-
able as long as the wireless channel of the eavesdropper is
weaker than that of the legitimate user. However, the secrecy
transmission rate might be very low or even zero when the
wireless channel of the authorized user is poor. Subsequently,
the artificial noise based secure transmission protocol was
proposed to enhance the secrecy rate, in which artificially
generated noise will be intentionally introduced to confuse
the eavesdroppers [11]-[16]. In addition, the multi-antenna
transmission technique provides us an alternative solution to
improve the secrecy rate by exploiting the spatial degree of
freedom [17]-[24]. For instance, with multi-antenna, effective
information signal beamforming technique can be utilized to
weaken the received signal at eavesdroppers, resulting in a
higher secrecy rate. In [11], it is proposed to weaken the
channel of eavesdropper by using a portion of the available
power to generate artificial noise, which gives rise to the
improved secrecy rate. The secrecy rate maximization problem
was studied in [17], in which the transmitter is equipped with
multi-antennas so that it can design an effective beamforming
scheme to enhance the intended user’s received signal. The
secrecy outage probability in downlink wireless networks
with randomly located eavesdroppers was analyzed in [24],
in which the transmit antenna selection and the artificial noise
signal were jointly considered to strengthen secrecy.

Physical layer security techniques for multiple-user
MISO systems have attracted many research efforts
in [4], [12], [13], [15]-[23]. These works aim at either

maximizing the secrecy rate [21]-[23] or minimizing the
power consumption [16], [19], [20]. In these works, legitimate
users might be potential eavesdroppers. When the channel
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state information (CSI) of eavesdroppers are known, the
optimal information signal beamforming and artificial noise
beamforming can be jointly designed to maximize the secrecy
rate [15], [17], [20]. Recently, the secrecy rate maximization
with imperfect CSIs was investigated to show how to devise
robust secure beamforming schemes in [12], [18], [19].
The maximum ratio transmission (MRT) based information
signal beamforming and zero-forcing (ZF) based artificial
noise beamforming schemes were proposed to cope with
uncertainties in CSIs of eavesdroppers in [11], [13], [16].
Although there are well-established algorithms to design the
signal beamforming and artificial noise beamforming scheme,
most of the research results focused on how to maximize
the secrecy sum rate or the secrecy rate of a specific
legitimate user. The heterogeneous data arrival process was
not considered yet, which may make the beamforming design
unsuitable for the actual application requirements. This is
exactly the first motivation of our work in this paper.
Meanwhile, the buffer-aided transmission strategy can
enable better scheduling transmission according to the under-
lying CSI, the buffer state information and the energy con-
sumption status in either the physical layer or the link
layer [25]-[31]. In the buffer-aided communication system,
the data traffic from other nodes or upper layer applications
can be stored in the data buffer at first, and then will be adap-
tively transmitted, hence giving rise to a higher transmission
efficiency in terms of either a better throughput or less energy
consumption at the expense of some increase in the queue-
ing delay. In the multiple relay cooperative non-orthogonal
multiple access networks, a novel prioritization-based buffer-
aided relay selection scheme was proposed in [31], and it was
shown that applying buffers at relays can further improve the
achievable throughput. Recently, some works began to study
the impact of data buffer on the secure communication, and
their efforts were mainly focused on secure relay networks
[32]-[36]. In [33], the transmit power and link selection were
jointly optimized to maximize the average secrecy rate for the
buffer-aided energy harvesting relay network. A link adaptive
selection scheme was proposed in [34], and it is shown that the
buffer-aided relaying can significantly improve the achieved
security. Considering the advantages of buffer-assisted trans-
mission, a new max-ratio relay selection scheme was pro-
posed for the multi-relay network to optimize the secrecy
transmission in [36], in which all the possible source-to-relay
and relay-to-destination links are compared to select the relay
with the maximum signal-to-eavesdropper channel gain ratio.
Although the buffer-aided transmission has shown its great
potential in improving communication performance, to the best
of authors’ knowledge, the effect of data buffer on the secure
transmission in the multiuser MISO system has not been
studied before. In addition, for such a MISO network, when
the AP is equipped with data buffers to temporarily store the
users’ data, three basic questions should be addressed: (i) how
to design an appropriate flow control scheme to ensure the sta-
bility of the data queues? (ii) how to develop an efficient infor-
mation signal beamforming and artificial noise beamforming?
(iii) how to select the user at each time slot based on current
data queue backlog and CSI to improve the secrecy rate? These
questions motivate our research reported in this paper.
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We focus on a buffer-aided multiuser MISO system,
in which one AP is provisioned with the data buffers for
temporarily storing the data for each user either from the upper
layer applications or the message by the AP itself. To improve
the achievable secrecy rate of all users, we consider both
the information signal beamforming and artificial noise beam-
forming design. In addition, different users may have quite
different confidential traffic arrival rates, for instance, in prac-
tical email/text message transfer and video conferencing trans-
mission. To effectively adapt to heterogeneous data traffics,
different confidential data arrival processes by different users
are also considered in this paper. Based on the aforementioned
problem formulation, the opportunistic scheduling problem is
formulated to maximize the average secrecy rate region, i.e.,
the maximum heterogeneous data traffic arrival rate region
that the system can support, subject to the short-term (peak)
and long-term (average) power consumption, as well as data
queue causality constraints. To address the issue, we transform
the aforementioned time-average optimization problem into a
queue stability problem and then decompose it into several
sub-problems to obtain the adaptive transmission scheme. The
main contributions of the paper are summarized as follows,

o An adaptive transmission scheme is proposed in this
paper to effectively improve the long-term average
secrecy rate by carefully designing the information signal
and artificial noise beamforming, flow control, and user
selection. Moreover, we extend the average secrecy rate
region maximization problem to the worst-case scenario,
in which all unintended users are colluding in eaves-
dropping. Furthermore, it is shown that the proposed
beamforming scheme is superior to the superposition of
the MRT and ZF beamforming scheme.

o It is proposed to transform the information signal and
artificial noise beamforming design problem into an
equivalent problem by using semidefinite relaxation,
which will be further decomposed into a two-stage opti-
mization problem. We show that the external problem
can be solved by employing a one-dimensional search,
while the internal problem can be handled by using a
DC (difference of two convex functions) programming
algorithm.

o An inherent tradeoff between the average secrecy rate
region and the average queueing size is disclosed to
show that, the proposed adaptive transmission scheme can
achieve the near-optimal average secrecy rate, if a certain
queueing delay is tolerable.

The remainder of this paper is organized as follows.
Section II presents the system model. In Section III, we present
the adaptive transmission scheme design to maximize the aver-
age achievable secrecy rate region. In Section IV, we discuss
the worst-case scenario, in which all unintended users collude
in eavesdropping. Numerical results are presented in Section V
to verify the effectiveness of the proposed scheme. Finally,
Section VI concludes our work in this paper.

All the boldface letters represent vectors (lower case) or
matrices (upper case). |x| denotes the magnitude of a complex
variable x, ||x|| denotes the /,-norm of a complex vector x.
Tr(A) denotes the trace of a matrix A. A > 0 denotes that
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Fig. 1.

Multiuser MISO system model.

the matrix A is positive semidefinite. The superscript ()7
and (-)7 denotes the conjugate transpose and the transpose,
respectively. det(A) and rank(A) denotes the determinant and
rank of a matrix A, respectively.

II. SYSTEM MODEL AND PROBLEM FORMULATION
A. Network Model

As shown in Fig. 1, let us consider a downlink network
consisting of a multi-antenna AP and K single-antenna users,
in which the AP is assumed to be equipped with N antennas.
Let Uy and £ = {1,2,..., K} denote the k-th user and the
set of users in the MISO system, respectively. All users are
supposed to receive the corresponding confidential information
from the AP in a time division multiple access (TDMA)
manner. We assume that the AP is provisioned with K data
buffers, which are used to temporarily store the data for each
user either from the upper layer applications or the message
by the AP. As depicted in Fig. 1, there is a flow controller to
control the amount of data actually placed in K data buffers.
In the time-slotted system, let Ax(f) denote the amount of data
bits for Uy from upper layer applications or the message by the
AP at time ¢. The amount of data bits for Uy that are actually
placed in the corresponding data buffer at time 7 is denoted
by ai(t). Note that if ax(t) < Ax(¢), the AP will send an
acknowledgment to the upper layer to inform that some data
has been dropped because the current arrival rate of Uy is
slightly higher, thus the arrival rate in the next time slot should
be reduced accordingly. Let Q(¢) denote the data queue state
of Uy in time slot ¢. In this paper, we assume that the data
queue size is large enough such that the overflow probability of
buffer is negligible. In Lemma 3 and Theorem 1, we will show
that, there exists an upper bound on the data queue length,
namely, there is no overflow if the data buffer size is large
enough. All the involved links are assumed to be block fading
such that the channel coefficients remain unchanged in each
time slot, but may change independently from one time slot to
next. Let h f? (t) € CN*! denote the channel coefficient vector
between the AP and Uj;. Meanwhile, we assume that the AP
can acquire perfect CSIs and all channels are reciprocal.

We assume that at most one user can be selected for trans-
mission in each time slot. K binary variables of {dx(¢) € {0, 1},
k € K} are used to indicate whether the corresponding user
is scheduled for transmission in the ¢-th time slot. di(¢) = 1
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if Uy is scheduled during time slot ¢, otherwise dy (1) = 0.
Due to the broadcast nature of the wireless channel, those
K — 1 unscheduled users can still receive the scheduled user’s
signal from the AP, resulting in the threat of eavesdropping.
So in our proposed scheme, the AP regards all the unsched-
uled users as potential eavesdroppers to avoid the possible
information disclosure. In addition, to enhance the security of
the MISO system, we assume that the AP can use part of
its transmit power to generate the artificial noise to interfere
with unscheduled users. When Uy is scheduled to receive the
confidential data from the AP in time slot #, the transmit signal
by the AP can be given by

xi(t) = wi (t)sk (1) + 2 () qr (1), (1)

where sx(¢) and g (#) denotes the transmit symbol and artifi-
cial noise symbol for Uy with E[|sx(r)1?] = E[|gx(1)*] = 1,
respectively. wi(r) € CN*! and zx(r) € CV*! stands for
the information signal and artificial noise beamforming vector,
respectively. The received signal at U; can thus be given by

yi(t) =hi()xe(t) +n;(t), i €k, (2)

where n;(t) ~ CN(0, 1) is independent identically distributed
(i.i.d.) additive white Gaussian noise.

Given wy(¢) and zx(¢), the achievable secrecy rate at Uy is
given by [37]

ki _ _ ot
Ry (1) = (Ck(1) iglca{?k}Ce,z(t)), (3)

where (-)T = max{-, 0} and

i (D wi (1)) )
L+ [hy(0)z(0)* )
|hi (D wi (1))
1+ [hi(1)zi (1)
Cr(t) and C,;(t) stands for the mutual information at the
scheduled user Uy and at the non-intended user Uj;, respec-
tively. Once Uy is selected to receive the confidential data
from the AP, the AP will extract data of U from the corre-
sponding data buffer. For each secure transmission, we assume
that the AP uses the codebook C(Z”Ck(’),Z”Rsk ) 1), where
the codebook contains 2"*(®) independently and identically
generated codewords, Z”Rsk ) is the number of confidential
message to be transmitted, and »n is the codeword length. All
27Ck(0) codewords are firstly equally partitioned into MRS ()
bins. To send confidential message w € {1,...,2”Rsk(’)},
one codeword si(f) will be randomly selected from bin w
to transmit over the wireless channel [32]. Thus, the actual
confidential message payload of Uy for the secure transmission
is Ré‘ (1), and max; e\ (k) Ce,i (t) can be regarded as the security
overhead. In addition, since the amount of actual departure
data of U does not exceed the confidential data stored in its
data buffer, i.e., the actual departure secrecy rate equals to
min{Qx(¢)/7T, Rf (1)}, the evolution of data queue at Ug can

be given by [34]

+
0kt +1) = (0 + ) ~dkREOT) . (6)

where 7 is the duration of one time slot. For simplicity,
we assume a normalized unit time slot, i.e., 7 = 1.

Cr(r) = log, (1 + )

ce,i(z)=10g2(1+ ) i e K\ (k). 5
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B. Problem Formulation

Our objective is to maximize the average secrecy rate region
subject to the average and peak transmit power constraint of
the AP and the practical constraint on data queue causality.
Since the AP is equipped with data buffers to store the data for
the corresponding user, an appropriate flow control scheme is
required to ensure the stability of all data queues, i.e., the size
of data queues cannot increase to infinity over time. When the
perfect CSI and buffer state information are assumed available
at the AP, we focus on designing the optimal information
signal beamforming vector, the artificial noise beamforming
vector, flow control, and user selection scheme to maximize
the average secrecy rate region. The achievable secrecy rate
region can be obtained by maximizing the following average
weighted secrecy sum-rate for all possible weighting coeffi-
cients ; € [0, 1] and Zle O =1 [29], [38],

T—-1 K
PO: max Orai (t
a (1), wy 1),z (1),di (1) T~>OO T IZ(;](Z:‘ k k()
st.Cl: Qut+1)= (Qk(t) T an(t)
—d k +
KRG ()) . Vk,t,
C2: 0 <ar(t) < Ax(t), Vk,t,
T 1 K
€3 lim —Zde(r)(nwk(r)n
—oo T
+ Nzl ?) =

C4: lweOI? + Nz < P, V1,k,
C5: di(t) €{0,1}, Vk,t,
K

Dy =1, v,

where P and P is the maximum allowed long-term average
transmit power budget and the peak transmit power at the AP,
respectively. C1 stands for the practical data queue evolution
constraint. C2 indicates that, during each time slot, the amount
of data for each user actually placed in the corresponding data
buffer cannot exceed the amount of data from the upper layer
applications or by the AP. C3 and C4 stands for the long-term
average and peak transmit power constraint, respectively. C5
and C6 specify the user selection constraint in each time slot.

Since the feasible set of C3 is non-convex, and di(¢) is
binary, the above time average optimization problem PO is
non-convex. It is very difficult to directly solve it by using
traditional convex optimization tools. In the next section,
we will transform the above time average problem into a real-
time optimization problem by using Lyapunov optimization
framework, and then decompose it into several sub-problems
to separately obtain the effective flow control, the information
signal and artificial noise beamforming vector, as well as the
user selection strategy.

III. ADAPTIVE TRANSMISSION DESIGN

A. Virtual Queue for Average Power Consumption

To incorporate our analysis into the Lyapunov optimization
framework, we define E(¢) as the average power consumption

IEEE TRANSACTIONS ON INFORMATION FORENSICS AND SECURITY, VOL. 15, 2020

virtual queue, and its queue evolution is given by

N\
E(t+1)= (E(t) +P() — P) Vi, %)

where P(¢) is the transmit power of the AP at time ¢, and

K
PO = D" ) (1w 1P+ 112 0)1). @®)
k=1

It is worth noting that the virtual queue size E(r) grows as the
transmit power of the AP increases. This indicates that, when
E(¢) is large enough, the AP should reduce its transmit power
to fulfill the average power constraint C3.

Lemma 1: If all the data queues Qi (t), k € K, and the
virtual queue E(t) are rate stable, i.e., limy_ Qk—T(Tl =
lim7_, E—(TTl = 0, we have the following relationships

T—1
fim —Zak(t) < lim —de(t)Rk(t) Vk e K, (9)
=0

T-1
lim = » P() <P 10
Proof: See Appendix A. |

Lemma 1 implies that, we can transform the average power
consumption constraint into a virtual queue stability problem.
Moreover, from (9), one may easily observe that, all the
confidential message stored in the data buffer can be safely
sent out if the data queue is rate stable. Thus, the original
optimization problem PO can be transformed into maximizing
the average weighted secrecy sum-rate under the constraints
of stabilizing all queues, which can be effectively solved by
employing the Lyapunov optimization framework.

B. Lyapunov Optimization Framework

Based on the data queue and virtual power consumption
queue states, we define the following quadratic Lyapunov
function

'S o 7 s Sy

L(©®) = 5 ;Qk(t) +SEM v, D
where ¢ > 0 is a weighting coefficient and @(r) =
[01(r), O2(t), ..., Qk(t), E(t)] represents the concatenated
vector of all involved queues at the beginning of time slot
t. The value of L(®(t)) measures the current backlog of
all queues, which grows with the increase of Qy(r) and
E(t). The Lyapunov drift represents the expected change of
Lyapunov function in two consecutive time slots, which can
be expressed as

A(O(1)) =E[L(O(t + 1)) — L(O®))[O1)], vz, (12)

where the expectation is taken over the randomness of CSIs
and transmission control decisions. For the given current queue
state @ () in each time slot, we should minimize the Lyapunov
drift to ensure the stability of all queues. Meanwhile, our
objective is to maximize the achievable secrecy rate region.
Thus we can follow the Lyapunov optimization framework to
minimize the following Lyapunov drift-plus-penalty

13)

K
AO(1)) — VE[Zekak(t)

k=1

@(z)},
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where V > 0 is a non-negative weighting coefficient. It is
worth noting that the Lyapunov drift-plus-penalty is a multi-
objective function, in which, the first item is to ensure all
queues are stable, while the second item is the desired objec-
tive function. By minimizing the Lyapunov drift-plus-penalty,
the stability of all queues and the maximum achievable secrecy
rate region can be achieved at the same time [25], [26]. More-
over, we can realize a tradeoff between the queue stability and
the achievable secrecy rate region by effectively controlling the
parameter V.

Lemma 2: The Lyapunov drift-plus-penalty function has the
following upper bound,

K
A(O(1)) — V]E[Zekak(t) ®(t)}
k=1
< B+ QE[a() - R 0|0 |

kelC

K
+5E(t)1E[P(t)—i>y®(t)] —VIE[ > Orar ()

k=1

®(t)},
(14)

where B = %(Z,le (A% + Iéé‘z) +¢ép? —i—fl_’z) is a constant

independent of 'V, Ay and RK stands for the maximal arrival
rate and the maximal secrecy rate of Uy, respectively.
Proof: See Appendix B. [ ]
Lemma 2 provides us with an upper bound on the Lya-
punov drift-plus-penalty. Based on the Lyapunov optimization
framework, our transmission control decision is to minimize
the above upper bound instead of directly minimizing the
Lyapunov drift-plus-penalty. In each time slot #, for the
given CSI and queue states @(r), we will make transmission
control decisions on the flow control, the information signal
beamforming and artificial noise beamforming, and the user
selection by solving the following optimization problem:

K
P1: min : t(a 1) —d tRkt)
. PR ggko k(1) = di ()RS (1)

K
— VD bkar(t) + EE@) P (1)
k=1
s.t. C2,C4, C5, and C6.

One may notice that we have transformed the time average
optimization problem PO into a real-time optimization prob-
lem P1. In addition, the time average power consumption
constraint C3 has been transformed into the queue stability
problem of E(¢). However, P1 is still a non-convex optimiza-
tion problem. Next, we will decompose P1 into several sub-
problems to design the effective flow control scheme, the infor-
mation signal beamforming, the artificial noise beamforming,
and the user selection policy, respectively.

C. Flow Control Scheme

It is worth noting that, the flow control variable ax(?) is
independent of other optimization variables in P1, thus we

3315

can obtain the effective flow control scheme by decomposing
P1 into the following optimization sub-problem:

K

P2: min : z (Qk(t) — HkV)ak(t)

ak(t) =1

s.t. 0 < ax(t) < Ax(t), Vk,t.

With the linear objective function and linear constraint condi-
tions, P2 is a standard linear programming problem, and the
optimal solution can be obtained at the boundary only. Thus,
we can derive the optimal flow control scheme in Lemma 3.

Lemma 3: The optimal flow control scheme of Uy is
given by

a(t) = [Ak(t), if Qr(t) <6V, )

0, otherwise.

From Lemma 3, we may observe that the data of Uy will be
placed in the data buffer only when Qx(¢#) < 6;V. Once the
data queue length exceeds 6V, the AP will stop to receive the
data of Uy for the sake of data queue stability. In other words,
the data queue length at AP for all K users can be effectively
controlled via controlling the value of V.

D. The Design of Information Signal Beamforming and
Artificial Noise Beamforming

To simplify the problem, we first assume that Uy is selected
to receive the confidential message from the AP, i.e., di(t) = 1
and di(t) = 0, i € K\ {k}. Let Hx(t) = hl(t)hi(1),
Wi(t) = wk(t)w,fl (1), and Zi(r) = zk(t)z,f (1), then the
optimal information signal beamforming and the artificial
noise beamforming design problem for Uy can be equivalently
transformed into the following sub-problem:

P min -0 0)(C) - max Coi )
+ CEMTr(Wi(0) + Zi (1))
s.t. Tr(Wi(t) + Zi(1)) < P, Wi(t) = 0,
Zi(1) = 0,
rank(Wi(¢)) <1, rank(Zr(2)) <1,
where

(16)

Ci(t) = log, (1 + Tr(Hi (1) Wi (1)) )),

1+ TI‘(Hk(t)Zk(t)

Tr(H; (1) Wi (1)) .
1+Tr(Hi(t)Zk(t)))’ veEk dn

It should be addressed that, the non-negative operation of
Rf (t) has been ignored in the objective function of P3. This
can be interpreted as follows: (i) We jointly consider the
information signal and artificial noise beamforming design
for P3, and the objective function value of P3 is zero when
Wi(t) = Zi(t) = 0; (ii) If the secrecy rate of Uy is
negative, the objective function value of P3 is larger than
zero; (iii) Since our goal is to minimize the objective function
value of P3 by jointly optimizing Wy (r) and Z;(¢), the optimal
value of Cy(f) —Max;e/C\ k) CN'e,,- (t) must be non-negative. One
may readily observe that, unlike the conventional beamforming

C‘e,i(t) = log, (1 +
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design problem, now both the information signal beamforming
and the artificial noise beamforming design not only depend
on current CSIs, but also rely on the current data queue and
the virtual power consumption queue state.

From the objective function of P3, we can observe that
the data queue size Qg (r) can be regarded as the weighting
coefficient of the secrecy rate of Uy, and ¢ E(¢) can be treated
as the weighting coefficient of the power consumption of

Ux. When Qi (r) is large enough, the term — Qy(t)( Cr(r) —

max; e\ (k) C'e,,- (t)) dominates the value of the objective func-
tion. In this case, the system may expect to achieve a higher
secrecy rate of Uy, and the AP will tend to allocate more power
to generate the information beamforming and artificial noise
beamforming. On the other hand, if £E(¢) is large enough,
the term EE(1)Tr(Wi (1) + Zi (1)) plays a decisive role in the
value of the objective function. In this case, the AP tends to
allocate less power to generate the information beamforming
and the artificial noise beamforming.

In addition, we may notice that P3 is still non-convex. To
make problem easier to handle, we introduce the following
slack variable a to simplify the maximum function of the
objective function

1+ Tr(H (1) (Wi (1) + Zi (1))
1+ Tr(H; (1) Zk (1))

By further relaxing the constraints of rank(W (7)) < 1 and
rank(Zy (1)) <1, P3 can be rewritten as P3_1:

: 0u(0)(logy @ — 1)
+ fE(t)Tr(Wk(t) + Zk(t))
s.t. Tr(Hi (Wi (1)) < (o — 1)
(1 + Tr(H; (t)Zk(t))), Vi £k,

Te(Wi (1) + Zi(t)) < P, Wi(r) = 0,
Zi(t) = 0. (19b)

(18)

o = max
ielC\{k}

P3 1:

min
Wi, Zg,a>1

(19a)

Next, we will show that P3_1 can be further decomposed
into a two-stage optimization problem, and the external prob-
lem is a single-variable optimization problem on a, which
can be solved by using an appropriate line search method.
To reduce the complexity of the line search, we need to find
an appropriate search interval for «. We can obtain an upper
bound of a, which is given by

L9 Tr(Hi (1) Wi (1))
- 1+ Tr(Hy (1) Zi (1))

D4 Tr(Hyc(6) Wi (1)) 94 PTr(Hi (1)),

(20)

where step (a) follows from the fact that the secrecy rate i
non-negative; step (b) follows the fact that Tr(Hy (1) Zk (1))
0; step (c) follows the fact that Tr(Hk(t) Wi (t))
Tr(Hk (1)) Tr(Wi (1)) for any Wi(r) = 0 and Tr(Wi(z)) <
Then we can rewrite the problem P3_1 as below

w2

A IV

P3 2: min :¢(a)+ Qk(r)log, a
o

st.1<a <1+ ﬁTr(Hk(l))a
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where
P3.3: o¢(a)= Wrillznk t—Qk()Ci (1) + EE(1)
Tr(Wk(t) + Zk(t))
s.t. (19).

Now, we have split P3_1 into the two-stage optimization
problem, namely the external problem P3_2 and the internal
problem P3_3. Although the function ¢(a) does not have a
closed-form expression, it is numerically tractable. We may
notice that P3_3 still remains non-convex due to the fact that,
Ci(1) is a non-concave function of the optimization variables
(Wi (1), Zi(1)). However, Cy(t) can be rewritten in the form
of the difference of two concave functions, namely,

Ci(r) = log, (1 + Tr(H (0 (Wi (t) + Zi (r)))
— log, (1 +Tr(Hk(t)Zk(t)). 1)

Therefore, P3_3 can be effectively solved by using the DC
programming algorithm. Since log, (1 + Tr(Hk(t)Zk(t))) is
concave function, on the basis of Taylor series expansion, for
an Z(l) h

y Z;7(t) = 0, we have

log, (1 + Tr(Hi (1) Zi (r)))
< 1o, (1 + Te(H: ()2 1))
. Tr( () (2:) - 2" 1)))
(1 + Tr(Hy (1) 2" (t))) In2
F(Zk(t), Z,ﬁl) (t)).

[I>

(22)

Based on the above approximation, we can formulate the
approximation problem of P3_4 at iteration / 4+ 1 as follows

P34 min :—Qu()log, (1 + Tr(Hy (1)) (Wi (t)
+ 2i0)) + QO F (2u0). 20 ()
+ CEMTr(Wi (1) + Zi (1))
s.t. (19).

We can observe that, for the given «, all the constraint func-
tions of (19) are linear, and the objective function is convex.
Thus the optimization problem P3_4 can be effectively solved
by using the convex optimization softwares, for instance, CVX.
The proposed algorithm for deriving ¢(a) (P3_3) is an itera-
tive process that solves the sequence of convex programming
(P3_4) until convergence, which is outlined in Algorithm 1.1

1) Convergence Analysis of Algorithm 1: We can prove that
Algorithm 1 guarantees convergence. This can be established
by proving that the proposed iterative scheme monotoni-
cally reduces the objective function value of P3_3 in each
iteration. To simplify the description, let U(Zi(#)) and

V(Zi (1), Z,((l) (1)) denote the objective function of the problem

'Here we drop time index ¢ for brevity.
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Algorithm 1 Compute ¢ (a)

Input: Hy, Ok, E, a, &, ﬁ, and tolerated-error ¢;

1: Initialize = 0 and Z" = 0;

2: repeat

3 Set (WISHI)’Z/EIH)) = argminw,, z, : QkF(Zk,Z,ﬁ”) +

EE Tr(Wi+ 29 — Qi logy(1 +Tr(He(Wi+Z)
st (19).
4: Setl =141,
s until |20 — 207V (F <
6: Set p(a) =¢ETr(W+Z") — 0t log, (1 -

Output: ¢(a);

i) )

14+Tr(He z)

P3_3 and P3_4, respectively. Based on Algorithm 1, we have

U(Z,i”l)(t)) (%) V(Z,ng)(t), Z,El)(t))

(b) (c)
vzl 20 0) < Uzl w), ©@3)

where step (a) follows the fact that V(Zi(1), Z,El) (1)) is the
upper bound of U(Z(r)); step (b) follows the fact that
Z,EIH)(I) is the optimal solution of P3_4 at iteration / + 1;

step (c) uses the fact that F(Z,(cl)(t), Z,El)(t)) = log, (1 +

Tr(Hk(t)Z,((l) (t))). Due toe the peak power constraint, the
objective function of P3_3 has a lower bound, Algorithm 1 is
convergent.

For any fixed a, since Algorithm 1 provides us with an
effective approach to calculate ¢(a), and o has the lower
and upper bound, the single-variable optimization problem
P3_2 can be effectively solved by using the appropriate one-
dimensional line search algorithm over a. In this paper, the
golden Section search is used to obtain a*, and the detailed
process is outlined in Algorithm 2.

Algorithm 2 Calculate o*

Input: ¢(a), }3, Hy (1), and tolerance error €,;

1: Initialization: a = 1, b = 1 + f’Tr(Hk(t)), ap = a +
0.382(b — a),a2 = a + 0.618(b — a);

2: while ax — a1 > €, do

3: if p(a2) > ¢(a;r) then

4 b=ua3, ar =ai, and a; = a + 0.382(b — a);
5:  else

6 a=aj, 01 =0y, and 0y =a+ 0.618(b — a);
7:  end if

8: end while

. __ajtoan.
9: Set a* = ITZ,
Output: a*;

Once P3_2 is solved, we can obtain the corresponding
solution (W} (1), Z;(r)), which will be used to recover the
information signal and artificial noise beamformig vector
(wj (#), z(t)) according to the following Algorithm 3.

2) Complexity Analysis: The computational complexity of
the information signal and artificial noise beamforming design

Algorithm 3 Calculate w}(¢) and z} (1)

Input: W/ (t) and Z;(¢);

1: Calculate the eigen-decomposition of W/(t) and Z;(t);

2: Find the maximum eigenvalues (1,,4;) and the corre-
sponding eigenvectors (qy, g;) of W((¢) and Z}(t);

3: Set wi (1) = VAwqw and z; (1) = V/7:q:;

Output: w; (r) and z;(r)
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-900
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20 40 6 240 300
Number of iterations 270
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Fig. 2. (a). The convergence of iterative process for the proposed information
signal and artificial noise beamforming design, and (b). the antenna radiation
patterns of the uniform linear.

comes mainly from the golden Section search for deriving
o™ and the DC algorithm for solving P3_3. For the golden
section search, the search space is reduced by 38.2% after
each iteration. Thus, for the given accuracy €., the num-
ber of iteration Ny™ satisfies I‘A’Tr(Hk(t))0.6181\’£mlX < €,

i.e., Ng,nax > 2.0778 log (%ﬁlk(m) hence the computation

complexity is in the order of O(log(eie)). In addition, since
the optimization problem P3_3 is not a standard convex
problem, by using the DC algorithm, P3_3 is transformed to
solve the sequences of convex problem (P3_4). Since P3_4
has W independent real parts and W independent
imaginary parts in the Hermitian matrix Wi (¢) and Zy(¢),
respectively, there are 2N? independent variables in P3_4.
Thus, when the interior point algorithm is used to solve the
convex problem P3_4, the computation complexity is O(N7)
[40]. On the other hand, since we have proven that Algorithm
1 is convergent for solving P3_3, it must converge within a
finite number of iterations. Therefore, the total computation
complexity of deriving the information signal and artificial
noise beamforming vector is O (NN 7 log(é)), where N7

is the maximum iteration number in solving P3_3.
Proposition 1: For the optimization problem P3_1, the
covariance matrix of the confidential message by using Algo-
rithm 1 is rank-one, i.e., rank(Wy(t)) = 1.
Proof: See Appendix C. |
Proposition 1 indicates that, the proposed information signal
beamforming and the artificial noise beamforming design algo-
rithm can guarantee the information signal covariance matrix
W (¢) with rank-one. In Fig. 2, we illustrate the proposed
information signal and the artificial noise beamforming design.
In Fig. 2, a uniform linear array is assumed and the AP is
provisioned with N = 4 antennas. The channel coefficient
vector is molded as hy; = [1 elV /20 ej(N_lw] and ¥ =
— M, where 4 is the wavelength of transmitted signal, d
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is the distance between successive antenna elements, and wy is
the direction of Uy to the AP. We assume that there are K = 5
users distributed around the AP, in which Uj3 is a scheduled
user and the others are potential eavesdroppers in the current
time slot. We set d = 4 and oy = {0°,30°,45°, 67.5°,90°}.
In Fig. 2(a), we illustrate the convergence of the iterative pro-
cedure of the proposed information signal and artificial noise
beamforming design. We can observe that the iterative process
converges within a limited number of iterations with different
peak transmit power constraint. In Fig. 2(b), we illustrate
the relationship between the information signal beamforming,
the artificial noise beamforming, and the users’ placement
according to the proposed beamforming design. As shown in
Fig. 2(b), one can observe that, the information signal beams
mainly direct to the scheduled user Usz. At the same time,
the artificial noise beams primarily align to those potential
eavesdroppers, which verifies the effectiveness of the proposed
beamforming algorithm.

E. User Selection Scheme

Since the optimization variable d(¢) is binary, and at most
one user can be selected to receive the confidential message
from the AP in each time slot, we can enumerate K different
cases to obtain the corresponding objective function value of
P3. When we obtain the information signal and artificial noise
beamforming vector, by substituting them into the objective
function of P3, we can get the following user selection
scheme.

Lemma 4: The user selection scheme is given by

1, lf‘k = argminie’C Al(t)’

di(t) = [ (24)

0, otherwise,

where Ay (t) is a user selection metric, which is given by

M) = =0 (G~ max Cei0)
Wi()=Wg ()

Zi=Z}(1)

+EEOTH (W) + Zi (1)) ‘ (25)
If two users or more users happen to have the same user
selection metric, uniform tie-braking can be used.

From the user selection metric, we may notice that, the pro-
posed user selection scheme is not only related to the secrecy
rate of each user, but also depends on the corresponding data
queue. The data queue size Qk(r) can be regarded as weight
of the secrecy rate of Uy. If one user has a larger data backlog
at the AP, the AP prefers to selecting this user to receive the
confidential message, just as expected.

F. Performance Analysis

In this subsection, we analyze the upper bound of data
queue size and the average secrecy rate region achieved by
the proposed transmission scheme.

Theorem 1: When the proposed scheme is used, for any
V > 0, there exist € > 0 and Y (¢), Y(€) is less than the
optimal average weighted secrecy sum rate R}, , such that it
can achieve the following features:
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(1). All the data queues Qi(t), k = 1,2,---, K, and the
virtual power consumption queue E(t) are rate stable,
such that (9) and (10) can be satisfied.

(2). The average data queue size and the average weighted
secrecy sum rate fulfill the following constraints:

T-1K
1 B+ V(R%,, —¥()
1' _ sum
Jim — > > E[0u(0)] = ; . (26)
t=0 k=1
B 1 T-1 K
Rl = = Jim — > D 0E[ar ()]
t=0 k=1
< R, 27)
Proof: See Appendix D. |

One may easily observe from Theorem 1 that, the proposed
transmission scheme can guarantee all the data queues and
virtual power consumption queues are rate stable. Combined
with Lemma 1, we may see that all the confidential message
stored in the data buffer can be sent out and the average power
consumption of the AP can be ensured, i.e., constraint C3 can
be satisfied. Moreover, the data queue size increases linearly
with V, and the gap between R}, and the average secrecy
sum rate achieved by the proposed transmission scheme is
inversely proportional to V. According to the Little’s law,
the average queueing delay is proportional to the average
data queue size, which means that the proposed transmission
scheme can arbitrarily approach R}, at the cost of a larger
average queueing delay. Thus, we can obtain [O(V), O(1/V)]
tradeoff between the average queueing delay and the achieved
average secrecy rate region.

IV. ADAPTIVE TRANSMISSION DESIGN OF COLLUDING
EAVESDROPPERS

In this section, we consider the worst-case scenario,
in which all unintended users are assumed to collude in eaves-
dropping. In this case, all unintended users can be approx-
imately considered as a single eavesdropper equipped with
K — 1 antennas. Namely, the system model can be regarded
as a wiretap channel model with a multiple-antenna transmitter
(AP), a single-antenna legitimate user, and a multiple-antenna
eavesdropper. Since the beamforming scheme without artificial
noise has been shown to be optimal in terms of maximizing the
secrecy rate of wiretap channel [3], [4], we only consider the
information signal beamforming design in this section. Thus,
for the given scheduled user Uy, the received signals of Uy
and K — 1 colluding eavesdroppers can be given by

Vi) = hi(O)xi(t) + ne (1), (28)
Ye (1) = G ()X (1) + i (1), (29)

where xi(f) = wi(f)sk(t) is the transmit signal by the
AP, G (1) = (RT (1), ...,k (1), h], ()....hL )" €
CK=DxN s the channel gain matrix between the K — 1
colluding eavesdroppers and the AP, and n.; ~ CN(0,1) €
CK=Dx1 denotes the additive white Gaussian noise at K — 1
colluding eavesdroppers. Therefore, the maximum achievable
secrecy rate of Uy is given by

RE(t) = (G (1) = Con (), (30)
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where
Ci(r) = log, (1 n Tr(Hk(t)Wk(t))),
Cor(t) = log, det (1 + G (OHWi ()G, (r)),

where H (1) = h,’;’ (t)hi(t) and Wi (1) = wy (t)w,':’ ().

Even in the presence of colluding eavesdroppers, the flow
control and user selection schemes for maximizing the achiev-
able secrecy rate are the same as those without colluding
eavesdroppers in Section III. The only difference lies in the
information signal beamforming design. Similar to the prob-
lem P3, if Uy is scheduled to receive confidential messages
from the AP, the information signal beamforming design in
the case of colluding eavesdroppers can be simplified as

P4 min  CEOTH(W0) — 0u0)(Gu0) — Coxtn)

st Tr(Wi(r)) < P, Wi(r) = 0, rank(Wi(r)) < 1.

€19
(32)

To handle the optimization problem P4, we introduce a
slack variable £ to simplify the objective function and relax
the constraint of rank(Wg(¢))) < 1, thus P4 can be rewritten as

PAL  in s EEOTH(WL0) - 010 (Cutr) — log, §)

s.t. log, det (1 + Gor (Wi (1)GE, (t)) < log, B,
=1, Te(Wi(t) <P, W) =0,  (33)

where log, f can be considered as the maximum allowed
mutual information of colluding eavesdroppers’ link. However,
since the constraint (33) is non-convex, the above optimization
problem is still difficult to solve. Fortunately, by applying the
existing result, we can replace constraint (33) with an easy-to-
handle inequality. Based on Lemma 1 in [17], we can derive
the following inequality from the constraint (33)

Tr(Gex WG () =~ 1.

In particular, the constraint (33) and (34) are equivalent when
rank(W(¢)) < 1. In addition, we can see that (34) is a linear
matrix inequality with respect to W (7). Now the objective
functions of P4_1 is convex for any given £, Thus, if we use
(34) instead of (33) and fix the value of S, the optimization
problem P4_1 can be transformed into a convex one, which
can be effectively solved by using CVX optimization software.
By employing the similar beamforming design for the non-
colluding eavesdroppers in Section III, we can decompose
P4_1 into a two-stage optimization problem, the external
problem is to search the optimal £ by using exact line
search methods, and the internal problem is to obtain the
opitmal information signal beamforming covariance matrix
Wi (1) by solving the convex problem. The detailed algorithm
for obtaining wj(¢) is similar to the beamforming algorithm
in Section III, and we omit it here to save space.

(34)

V. NUMERICAL RESULTS

In this section, we evaluate the performance of the proposed
adaptive transmission scheme (ATS) in both non-colluding
eavesdropper and colluding eavesdropper scenarios. Moreover,

3319

we compare the performance of the proposed scheme with
two benchmark schemes, namely the buffer-aided ZF-based
information signal beamforming scheme and the existing work
without buffering in [4]. Unless otherwise stated, we assume
that the arrival rate of each user Ay(¢), k = 1,2,---, K
follows the same Poisson process with mean 10 bits/slot. The
peak transmit power of the AP P = 3P. All the simulation
results are obtained for 7 = 10* time slots.

A. Benchmark Schemes

1) ZF Based Information Signal Beamforming Scheme: To
evaluate the performance of the proposed information signal
and artificial noise beamforming design, we use the zero-
forcing based information signal beamforming in the buffer-
aided MISO network as our first benchmark scheme (for
brevity, we refer it to as buffer-aided ZF). In this case, the
flow control and user selection schemes for maximizing the
achievable secrecy rate are the same as the proposed adaptive
transmission scheme in Section III. The only difference is the
information signal beamforming design problem. Since the AP
knows perfect CSIs of all users, it can align the transmitted
information signal within the null space of unintended users
(N > K is assumed here), such that all unintended users can
not receive any useful information. Therefore, in this case,
the secrecy rates of non-colluding eavesdropper and colluding
eavesdropper are the same. If Uy is scheduled in time slot 7,
the singular-value decomposition of the channel matrix of the
K — 1 unscheduled users G, () is given by

Gei(t) = Uk (DZex (OV, (1),

where U, (1) € CE-Dx(K=1) and Ver(t) € CN*N are
unitary matrices, and . ;(r) € CK~=D*N js a diagonal
matrix. When N > K — 1, the last N — K + 1 columns of
Ve.i(t) span the null space of G, i(f). Thus, in this case, the
information signal beamforming vector can be defined as

VPOV, 1 (1)eer (1)
leex I

where Ve,k(t) e CN*(N=K+1) s a matrix consisting of the last
N — K + 1 columns of V, () and ¢, x(t) € (C(N’KJrl)Xl is
the coefficient vector corresponding to each column of V (7).
In addition, to improve the secrecy rate, the selected coefficient
vector c:j (1) should make the transmitted information signal
direct to the scheduled user Uy as much as possible, i.e.,

(35)

Wy (l‘) = (36)

¢ (1) =arg min WVer(eer(®) — RO (37)
ek

By using least squares method to solve the above optimization
problem, the optimal coefficient vector ¢}, (¢) is given by

~ ~ 1~ ~
cox ) = (VEOVer ) VI OR (1) = V3Ol ().
Thus, the ZF based information signal beamforming vector is

VPO Ve VE OB (1)

wi (1) = =
' IV E O )]l

(38)

Authorized licensed use limited to: UNIVERSITY OF VICTORIA. Downloaded on December 12,2020 at 06:00:45 UTC from IEEE Xplore. Restrictions apply.



3320

0

3

0 1 2 4 5
Average achievable secrecy rate of user-1 (bit/s/Hz)

Average achievable secrecy rate of user-2 (bit/s/Hz)
©

Fig. 3. Capacity region with different choice of V when N = K = 2, and
@
~ - 208 _
& 18 [[-e-ATS non-colluding, N-2 ° ~o-ATS, non-colluding, N=:
i -4 Benchmark scheme [4],non-colluding, N=2| =07 scheme [4], lluding, N=2|
2 16 || —=-ATS colluding, N=2 .g -6 ATS, non-colluding, N=4
=3 % Benchmark scheme [4] colluding, N=2 = 4 scheme [4], non-colluding, N=4
o 14| -6 ATS non-colluding, N=4 £06
w - Benchmark scheme [4],non-colluding, N=4| ©
= 12 -5 ATScolluding, N=4 Y 505
5 -% Benchmark scheme (4] colluding, N=4 ey °
@ 10f|-1> Buffer-aided ZF, N=4 e’ E =04
> P g
3 So03
3 I
¢ o2
o
& 2%
§ 8 K __e___e__-e-——e—”(
< 8 oe=—-2~
0 5 15 20 25 30 g 5 10 15 20 25 30
Average power consumption (dB) o Average power consumption (dB)
(a) (b)

Fig. 4. (a). Average achievable secrecy sum rate V.s. average power
consumption, and (b).optimal power portion for artificial noise v.s. average
power consumption, K = 3.

Furthermore, since the unintended users can not receive any
user information, the achievable secrecy rate of Uy is

Ri(t) = di(0) log, (1 + PO Dwi(1)*).  (39)

Thus, similar to the problem P3, when Uy is scheduled to
receive the confidential message, the power allocation problem
in this case can be formulated as

min : —Qk(1)logs (1 + P () wi(0)]*) + EE@) P(1)
st.0< P(t) < P.

Since the objective function is convex and the constraint is
linear, the above optimization problem is convex. By using
Karush-Kuhn-Tucker (KKT) conditions, we can obtain the
optimal power allocation scheme as follows

Qk(t) 1 + .
Zom:  mowor) T @

P*(t) = min {(

2) MRT Based Information Signal Beamforming and ZF
Based Artificial Noise Beamforming: We consider the scheme
proposed in [4] as the second benchmark scheme. For the
non-colluding eavesdropping, the MRT and ZF schemes are
used to generate information signal and artificial noise beam-
forming, respectively. In the colluding case, the information
signal beamforming vector corresponds to the eigenvector
of the largest eigenvalue of matrix (I + }A’ngGe,k)*l(I +
ﬁhf (t)hr(¢)). In each time slot, the user with the largest
secrecy rate is selected to receive the confidential message.
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B. Performance Assessment

Fig. 3 illustrates the average achievable secrecy rate region
of the proposed adaptive transmission scheme in the non-
colluding eavesdropper scenario. One may observe that, the
average secrecy rate region expands with the increase in V.
This can be explicated by the fact that, based on Lemma 3,
a larger V means that AP can allow more data to be stored
in the data buffer, so that more confidential messages can be
firstly stored and transmitted when the CSI is good enough,
leading to higher transmission efficiency.

Fig. 4 depicts the average achievable secrecy sum rate
and the optimal power ratio allocated for artificial noise in
different average power consumption cases when K = 3. One
may easily observe that, the average achievable secrecy sum
rate of the proposed adaptive transmission scheme is always
superior to the benchmark scheme in non-colluding eaves-
dropper scenario. In the colluding eavesdropper scenario, the
proposed adaptive transmission scheme performs on par with
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Fig. 8.
secrecy sum rate, when N =2, K = 3, and P = 20dB.

the benchmark scheme in [4]. Moreover, we can observe that,
when N > K, the achievable secrecy rate of the buffer-aided
ZF scheme is slightly lower than the adaptive transmission
scheme. More interestingly, when N > K, the average secrecy
rate of all transmission schemes in the colluding eavesdropping
scenario is significantly superior to that of the benchmark
scheme in the non-colluding scenario. One can also observe
from Fig. 4(b) that, the power allocated to artificial noise
increases as the allowed average power consumption increases.
Power allocated for artificial noise in the adaptive transmission
scheme is always less than that in the benchmark scheme.
This fact can be intuitively explained. With the increase in the
allowed transmit power, potential eavesdroppers can receive
stronger information signals, so the AP has to transmit more
artificial noise to interfere with potential eavesdroppers. Since
the artificial noise beamforming of the benchmark scheme is
aligned to the null space of the legitimate user and cannot be
accurately focused on potential eavesdroppers, the AP has to
allocate more power to the artificial noise to ensure that the
potential eavesdroppers can receive enough interference. This
verifies that the proposed information signal and artificial noise
beamforming design is more efficient.

Fig. 5 presents the average secrecy sum rate and the optimal
power ratio allocated to the artificial noise for different number
of users when N = 2 and P = 20 dB. We may find that,
in non-colluding case, the achievable secrecy sum rate of the
proposed adaptive transmission scheme is always larger than
that of the benchmark scheme. And the achievable secrecy
rate gradually decreases as the number of users increases.
Besides, the optimal power allocated ratio for artificial noise
beamforming increases with the increase in the number of
users. This is because, with the increase in the number of
potential eavesdroppers, the AP prefers to transmitting more
artificial noise to interfere with potential eavesdroppers, so as
to guarantee that the legitimate user can achieve a relatively
high secrecy rate.

Fig. 6 shows the average achievable secrecy sum rate and
the optimal power allocation ratio for the artificial noise with
different antenna number at the AP when K = 3 and P =
20 dB. One may easily observe that, the secrecy rate gradually
increases with the increase in the number of antennas at the
AP. Moreover, for the proposed adaptive transmission scheme,
when the number of antennas at the AP is large enough, the

\ Average data queueing delay (time slot)

(b) (©

(a) Average achievable secrecy sum rate v.s. V, (b) average data queue length v.s. V, and (c) tradeoff between average queueing delay and average

performance in the presence of colluding eavesdroppers can
be arbitrarily close to that of non-colluding eavesdroppers.
Furthermore, when N > K, we can find that the secrecy
rates of the proposed adaptive transmission scheme and the
buffer-aided ZF scheme in colluding eavesdropping case will
be noticeably superior to that of the benchmark scheme of the
non-colluding eavesdropping scenario. From Fig. 6(b), we may
observe that, the optimal power ratio allocated to artificial
noise will decrease as the antenna number at the AP increases.
For the proposed adaptive transmission scheme, the power
ratio allocated to the artificial noise will be gradually reduced
to zero. However, the power ratio allocated to the artificial
noise will only decrease slightly in the benchmark scheme.
This can be interpreted as follows: (i) For the benchmark
scheme, since the MRT is used to generate the information sig-
nal beamforming, which is a suboptimal solution and the infor-
mation signal beam is not efficiently aligned to the legitimate
user, resulting in the fact that, AP has to allocate relatively
high power to the artificial noise. (ii) For the proposed adaptive
transmission scheme, the information signal and artificial noise
beams can be adaptively determined based on current CSIs and
data queue state information. As the antenna number increases,
the information signal beams can be effectively aligned to
the scheduled user, resulting in the gradual reduction in the
required power allocated to artificial noise.

The time evolution of the data queue length is shown in
Fig. 7. At time t = 0, the value of V in the non-colluding
and colluding eavesdropping scenario are set to V = 100 and
V = 50, respectively. At time ¢ = 500, the value of V in
the non-colluding and colluding eavesdropping scenario are
changed to V = 50 and V = 100, respectively. We can observe
that, there exists an upper bound on the data queue length.
Moreover, the data queue length can quickly arrive at a new
stable state when the value of V changes. All these indicate
that, there will be no overflow if the data buffer size is large
enough, and when the appropriate V value is set according to
the actual data buffer size, the proposed adaptive transmission
scheme also applies to the case of finite size buffer.

The effect of different choice V on the average achievable
secrecy sum rate in both non-colluding eavesdroppers and
colluding eavesdroppers scenarios are shown in Fig. 8(a).
One may readily observe that, the secrecy sum rate gradually
grows with the increase in V. However, the performance
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improvement tends to be negligible when V is large enough.
Fig. 8(b) illustrates the relationship between average data
queue lengths and V, and we can see that, the average queue
sizes are proportional to V. The inherent tradeoff between
the average data queueing delay and the average achievable
secrecy sum rate is shown in Fig. 8(c). One can observe
that, the average achievable secrecy sum rate increases as the
average queueing delay increases. All these simulation results
comply with Theorem 1, which shows that a larger average
secrecy rate can be realized by using the proposed adaptive
transmission scheme if a larger queueing delay is tolerable.

VI. CONCLUSIONS

In this paper, we study the achievable average secrecy
rate region for the buffer-aided multiuser MISO network,
in which all the unintended users are potential eavesdroppers.
Firstly, the flow control, the information signal and artificial
noise beamforming, and the user scheduling are considered in
the proposed adaptive transmission scheme to maximize the
long-term average achievable secrecy rate region. Secondly,
by using the Lyapunov optimization framework, we transform
the time average optimization problem into a real-time one,
which cam be further decomposed into several sub-problems
by using the optimization decomposition technique. Moreover,
we extend the average secrecy rate region maximization prob-
lem to the worst-case scenario, in which all unintended users
collude in eavesdropping. Our analysis discloses that, there is
an inherent tradeoff between the average achievable secrecy
rate region and the average queueing length. And it is shown
that, a larger average secrecy rate region can be achieved
if certain queueing delay is tolerable. Numerical results are
presented to verify the effectiveness of the proposed adaptive
transmission scheme. Finally, for the realistic buffer-aided
multiuser MISO networks, the CSI may be either imperfect
or outdated. This urges us to design a robust adaptive trans-
mission policy to approach the achievable secrecy rate region
with ideal CSIs, which will be explored in our future work.

APPENDIX A
PROOF OF LEMMA 1

According to the data and virtual power consumption queue
evolution equation (6) and (7), we can obtain

Okt +1) > Qu(0) + ax(t) — dx ()R (1), Y.k, 1, (41)
E(t+1)>E@)+ P(t)— P, Vi, (42)

By summing (41) and (42) from O to T — 1 time slots, dividing
it by 7 and taking limr_. on both side, we have

T—1
e 2000 - i 13 (w0 —arr0),
) 43)
T—1
Tli—>moo w = Tli—{noo% Z P@® - P. “@4)
t=0

Without loss of generality, it is assumed that the initial states
of all queues are zero. Since Q(t),k € K, and E(t) are
rate stable, i.e., lim7_ QkT(T =lim7r_ 7— = 0, we can
conclude the Lemma 1 by substituting them into (43) and (44).
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APPENDIX B
PROOF OF LEMMA 2

Based on the data and virtual power consumption queue
evolution in (6) and (7), we have

0kl + 1) = 0u0)? +204(0)(arlt) — dk(VRE®))
+ A7+ R, K, (45)
EG+1)? <E®)*+ 2E(t)(P(t) - P) + P24 P2 (46)
By substituting them into (13), we can conclude Lemma 2.
APPENDIX C

PROOF OF PROPOSITION 1

Since the proposed algorithm for deriving (Wg, Zg) is an
iterative process that solves the sequence of convex program-
ming P3_4 until convergence.”> We prove rank(W;) = 1 by
using KKT conditions of the optimization problem P3_4. The
Lagrange function for P3_4 is given by

LWy, Zi, A, 11, A, B)
= —TI‘(AWk) — Tr(BZk)
0y log, (1 + Tr(H (Wi + zk))) + QkF(Zk, Z,El))

HEETI(Wi+ Z) + A,-(Tr(H,- W)
i\ {k}

~@-n(1+ Tr(Hl-Zk))) + u(Te(We + 24) = P),
(47)

where 4; > 0,Vi € L\ {k}, x >0, A = 0,and B > 0
are Lagrange multipliers associated with constraints in (19).
Based on the KKT conditions, we have

oL H
oL O k YC—A=0 (48)
oWy In21+ Tr(Hk(Wk + Zk))

AW, = 0, (49)

where C £ (¢E + w)I + 2 ieic\k) 4i Hi. By combining (49)
with (48), we have
Ok Hi Wy

CW, = — .
In21+ Tr(Hk(Wk + Zk))

(50)
On the other hand, since C = 0 and H}, = h,’;’ hy, where hy
is a row vector such that rank(Hy) = 1, we can obtain
rank(Wy) = rank(C Wy) = rank(Hy W) < rank(Hy) = 1.
Thus, by removing the trivial solution Wy = 0, we can obtain

rank(Wy) = 1. This completes the proof of Proposition 1.

APPENDIX D
PROOF OF THEOREM 1

With the same approach in [39], for the problem PO, there
exists a stationary randomized transmission control scheme

2Here we drop the time index ¢ for brevity.
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(ai (1), wi (1), z; (1), d (1)), which is independent of queue
state O () satisfies the following features [39],

K K
> Eloa; )|01)] = D E[bkai (1)] = ¥ (e),
k=1 k=1

(51)

E[a (1) — df ()RY (1)1©(1)] = E[a} (1) — df (1) R (1)]
< —¢, Vk, (52)
E[P*(r) — P|®()] = E[P*(t) — P] <0. (53)

Since the proposed transmission scheme tries to minimize the
right hand of (14), by substituting (51)-(53) into (14), we have

K K
NCIOE VE[Zekak(r) @(r)} <B-VW(e) €Y 0(0).
k=1 k=1

According to the law of iterated expectations, by taking
conditional expectation for the above equation, we have

K
\%4 Z QkE[ak (t)]

k=1

E[L(®( + 1)) — L(O(t))] —

K
<B-VW¥(e) —e Y E[O:()].

k=1

(54)

Without loss of generality, it is assumed that the initial queue
state is zero, i.e., L(®(0)) = 0. Then, by summing the above
equation over 7 time slots, we can obtain

B ) T—-1 K
EEDT b1 4w (X 0] - weorr),

t=0 k=1

Due to the weighted secrecy sum rate of the proposed
transmlssmn scheme cannot exceed the optimal R}, i.e.,
M7 oo 7 2o >iet OiElar(®)] < R, and E[E()*] >
E[E(¢)]?. Thus, we have

E[E(D)] < \/ ; (B + V(R},,, —¥Y(e)T (55)

By dividing by 7' and taklng a limit as T — oo for (55),
we can obtain lim7_, ﬂ =0, i.e., E(¢) is rate stable.
Combined with Lemma 1, the average power consumption
constraint of the AP can be guaranteed. Moreover, the similar
process can be used to prove that all the data queues are rate
stable, and we omit it here to save space.

Sum (54) over T time slots and divide it by 7, we have

T-1 K
E[L(O(T))] ; E[L(©0)] ; S 0E[a ()]
t=0 k=1
€ T-1 K
<B-V¥(E - > > E[o] (56)
t=0 k=1
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In addition, L(®(t)) > 0, V¢, we can obtain
T-1 K
—VW¥(e
2> > E[0u0)] < p- VO
1=0 k=1
v 1 K
+— 2 2 OEla®], 57
1=0 k=1
[T K B
= 2. 2 0Ela()] = ¥(©) - & (58)
1=0 k=1

By taking a limit as 7 — oo for (57), and taking a limit
as T — oo and ¥Y(e) — R}, as € — 0 for (58), we can
conclude the Theorem 1.
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