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Abstract— In this article, we address the security issue in
a tiered small-cell network aiming at security optimization
for small-cell users (SUEs) to defend against eavesdropping.
Meanwhile, the transmissions from small-cell base stations (SBSs)
are subject to the aggregate interference constraints of macro-cell
users (MUEs). In particular, we consider two-fold information
uncertainties in small cells, i.e., the uncertainties regarding
the eavesdroppers and interference channels to the MUEs.
As such, the SBSs compete for robust secrecy rate with robust
protection for the MUEs. We adopt the generalized robust
Nash equilibrium problem (GRNEP) formulation, for which we
confirm the existence of equilibrium and analyze the condition
for the uniqueness with variational inequality-assisted analysis.
Furthermore, to solve for the equilibrium, we introduce the
pricing mechanism and decompose the original GRNEP as a
nonlinear complementarity problem with a priced NEP, where
the former provides solution of price coefficients and the latter
for resource allocation strategies based on given prices. Finally,
extensive simulation results are provided to demonstrate the
impacts of the interference constraint and uncertainties upon
the security performance of an individual SUE and the overall
network, which also corroborate the effectiveness of our proposal
in security provisioning for the SUEs and interference protection
for the MUEs.
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I. INTRODUCTION

THE small-cell networks, including microcell, picocell,
femtocell overlaying conventional macrocell, are envi-

sioned as the essentials for the infrastructure in 5G era and
beyond [1]. Small-cell base stations (SBSs) feature low-cost,
low-power, and on-demand operation, enabling a flexible and
agile network architecture that significantly reduces the capital
expenditure and operating expense for the network operators.
Meanwhile, with widely deployed small cells in the users’
vicinity, the user experience can be remarkably enhanced
with seamless services and spectral- and energy-efficient
communications [2].

With the prosperity of various wireless services enhanced
by small-cell networks, there have been growing concerns for
wireless information security, as the dense network infrastruc-
ture not only supports the legitimate users, but also eases
the eavesdropping. The existing security defenses in current
systems mostly depend on encryption-based methods, a typical
example is the hierarchical key generation architecture in the
5G standards [3]. However, with the skyrocketing number
of wireless devices and increasing heterogeneity of wireless
networks, the key-based methods are significantly challenged
in terms of key management and distribution issues. More-
over, the limited capability and resources of small-cell base
stations may not effectively support the required computation
complexity of certain cryptography. In this regards, physical
layer security has emerged as a promising technology with
guaranteed security provisioning. The physical layer security
exploits the intrinsic characteristics of wireless medium, such
as fading, interference, and noise, enabling keyless secure
transmissions and thus facilitating the implementation in the
tiered and heterogeneous small-cell networks [4].

Generally, physical layer security can be achieved when the
eavesdropping channel is a degraded version of the legitimate
transmission channel. As such, most of the existing researches
are devoted to enhance the legitimate transmissions or weaken
the undesired receptions [5]. In this regard, the spatial diversity
and cooperative transmission are often leveraged to enhance
the security, such as multi-antenna beamforming [6], artificial
noise injection [7], cooperative relay and jamming [8], and
so on. Recently, due to the rapid development of the 5G
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system, the physical layer security has been investigated under
joint consideration with 5G transmission technologies, such
as device-to-device (D2D) communications, full-duplex trans-
missions, massive multiple-input multiple-output (MaMIMO),
millimeter wave (mmWave), non-orthogonal multiple access
(NOMA), and so on [9].

Although there have been abundant research works on
physical layer security, they mainly investigate the security for
point-to-point transmission links. While in contrast, the secu-
rity issue in a networked scope can be more complicated and
thus has not been sufficiently addressed, where the works
specially targeting at small-cell security are even less [10].
From the perspective of network, we need to not only elab-
orately design the link-level secure transmission strategy, but
also consider the interactions among different users and their
influence upon the overall security performance. In particular,
for the small cells that usually operate in an autonomous
manner, the user needs to appropriately adapt its security strat-
egy with joint consideration on its surrounding environment
and behavior of other users. Moreover, the concurrent trans-
missions among users in different tiers result in complicated
interference. Although the interference conventionally appears
as an unfavorable element in wireless networks, it can also
exploited as a constructive factor in terms of wireless security
to mitigate the eavesdropping. Consequently, the autonomous
operation of small-cell network needs to tackle the interference
smartly so as to implicitly exploit the interference for security
enhancement.

Moreover, due to the limited resources and lightweight
signaling in small cells, the users need to determine their
security strategies independently in a distributed manner [11].
However, due to the hierarchical structure of small-cell net-
works, the users of different tiers are of diversified service
requirements, where the macrocell users are usually of higher
priorities and guaranteed protection. As such, the security
issue of small cells needs to be addressed subject to quality-
of-service constraints of the macrocell. Meanwhile, due to
the limited capability of small cells, the perfect channel
state information may not be available. Thus, secure trans-
mission scheme needs to incorporate the uncertainties into
consideration to achieve robust designs. Therefore, physical
layer security for small-cell networks needs to integrate the
practical constraints and uncertainties in distributed security
strategy design, so as to provide better insight for real
implementations.

Consider the aforementioned issues, we in this work inves-
tigate the physical layer security for a small-cell network
under the interference constraint. In particular, we address the
distributed secure transmissions for the small-cell users (SUEs)
while guaranteeing their aggregate interference to the maceo-
cell users (MUEs) to be below a threshold. Meanwhile,
we incorporate multi-fold information uncertainties into con-
sideration towards robust security design. We formulate the
security issue under the generalized robust Nash equilibrium
problem (GRNEP) framework with variational inequality (VI)-
assisted analysis and a distributed secure resource allocation
strategy is proposed. To be specific, the main contribution of
this work is summarized as follows.

• We investigate the physical layer security for a small-
cell network under interference constraint. We consider
the information uncertainties regarding the eavesdropper
and interference to the MUE, whereas the robust security
is achieved for the SUEs with robust protection of the
MUEs.

• We formulate the problem as a GRNEP, for which
we confirm the existence of the equilibrium. Further,
we derive the VI-equivalent problem for the original
GRNEP and derive the condition for the unique equi-
librium with VI-assisted analysis.

• We introduce the pricing mechanism and tackle the inter-
ference constraint as a price. Then, the GRNEP is decom-
posed as a nonlinear complementarity problem (NCP) and
a priced Nash equilibrium problem, where the former is
solved for price coefficients and the latter to determine
the transmission strategy based on the obtained price.

• We provide extensive simulation results to demonstrate
the influence of the considered multi-fold uncertainties
and interference constraint upon the transmission behav-
ior of SUEs and the performance. The results also verify
the effectiveness of our proposal in terms of security
provisioning for SUEs and protection for MUEs.

The rest of this article is organized as follows. In Sec. II,
we review the related works. In Sec. III, a tiered small-cell
network model is presented. In Sec. IV, we adopt the GRNEP
to formulate the secrecy competition with interference con-
straint and analyze the properties of the equilibrium. In Sec. V,
we decompose the GRNEP as a NCP with priced NEP and
propose the algorithm design. Sec. VI provides the simulation
results and Sec. VII concludes this article.

II. RELATED WORKS

Since small-cell network brings multi-fold benefits for both
operators and users, it has attracted research interest from both
academia and industries, covering a wide variety of topics [1],
[2]. In [12], the authors investigate the distributed interference
management in a small-cell network to maximize the network
utility. In [13], the authors consider the energy minimization
for small-cell networks, where power control and discontin-
uous transmissions are jointly optimized. Data dissemination
in small cells is addressed in [14], where the authors propose
to exploit caching with contract theory-assisted mechanism
design. In [15], the authors propose a mobility-aware load
balancing algorithm for small-cell networks with jointly opti-
mization of handover and resource management. In [16],
the authors exploit the fog-radio access network architecture
and develop a wireless backhauling algorithm for small-cell
networks through cooperative transmissions.

Meanwhile, physical layer security has been extensively
addressed with rich results. Besides the classical approaches
such as multi-antenna transmissions and cooperations, physical
layer security has been more frequently investigated with 5G
technologies recently [9], [17]. In [18], the authors consider
the D2D communications overlaying cellular networks, where
the D2D links conduct friendly jamming for transmission
slots. In [19], the authors investigate the full-duplex active
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eavesdropping where both the legitimate transmission strat-
egy and jamming strategy are analyzed. The security issue
under MaMIMO relaying is addressed in [20], where the
joint power and transmission time optimization is conducted.
The authors of [21] consider the mmWave communications
and propose a hybrid phased-array time-modulated directional
modulation for physical layer security. In [22], the authors
consider a cognitive NOMA transmissions by pairing the
primary user and secondary user to allow them to transmit
simultaneously while guarantee the security for the primary
users.

From a networked perspective, the security issue needs to
be jointly considered with interactions among the users and
thus generally becomes more complicated. In [23], the authors
investigate the security issue in a two-tier heterogeneous
networks with shared spectrum, where an interference can-
cellation scheme is proposed based on distributed antenna
system so as to enhance the security of macrocell trans-
missions. In [24], the authors consider a three-tier wireless
sensor network and derive the average secrecy rate with
stochastic geometry-based modeling and analysis. The authors
of [25] investigate security issue in a single-stream MIMO
network with interference management. The problem is for-
mualted as a non-cooperative game, based on which a dis-
tributed strategy is proposed. The authors of [26] address
the security issue in a large-scale wireless network, where
stochastic geometry and queueing theory are employed to
analyze the tradeoff between security and delay performance.
In [27], the authors consider a wireless network where coexist
security-oriented users and regular users, for which they
propose a priority-based transmission strategy that allows the
security-oriented users an resource advantage to enhance the
security.

The physical layer security solution for small-cell net-
works has emerged recently with growing attentions. In [28],
the authors propose to enhance the small-cell security with
different transmitter selection strategies. In [29], the authors
exploit artificial-noise jamming to enhance the security along
with stochastic geometry-based performance analysis. In [30],
the authors investigate the security issue with caching coop-
erative transmission in small-cell networks to defend against
randomly-located eavesdroppers. In [31], the authors inves-
tigate the mmWave small-cell security from the perspective
of physical channel, where the influence of richness of radio
environment over security performance is revealed. In [32],
the authors address the security issue for a small-cell network
and propose the security solution based on perfect channel
state information.

III. SYSTEM MODEL

We consider the downlink transmissions in a tiered net-
work where there is a MBS covers N MUEs, denoted by
N = {1, 2, · · · , N}. Also, there coexist J small cells, denoted
by J = {1, 2, · · · , J}. In each small cell, there is a SBS having
a SUE in service, while there also exists an eavesdropper
from which the SBS-SUE transmissions need to be protected.
Here we assume that the SBS has the channel state informa-
tion of the SUE and the eavesdropper, but the information

Fig. 1. System model.

regarding the latter is not perfectly known.1 Meanwhile, there
are K orthogonal channels, denoted by K = {1, 2, · · · , K},
accessible to macrocell as well as the small-cell system. The
system model is shown in Fig. 1. For the transmissions in the
j-th small cell, the transmit power in channel-k is denoted
as pj (k). Due to limited power budget, the power vector of
SBS-j, i.e., pj = [pj (k)]k∈K, is constrained by

pj ∈ Pj =

⎧⎨
⎩pj ∈ R

K

∣∣∣∣∣∣
0 ≤ pj (k) ≤ pmsk

j , ∀k ∈ K,∑
k∈K

pj (k) ≤ pmax
j

⎫⎬
⎭,

(1)

where pmsk
j is the spectrum mask at each channel and pmax

j

is the maximum allowed transmit power. Similarly, we use
p0 = [p0 (k)]k∈K to denote the transmit power of the macro-
cell base station. For the transmissions from SBS-i to SUE-j
in channel-k, the link gain is denoted as hij (k), and the link
gain from the maceocell base station in the same channel is
h0j (k). Meanwhile, for the wiretap channels, the link gain
from SBS-i to the eavesdropper in the j-th small cell in
channel-k is denoted as gij (k), and also affected by the
macrocell transmissions with link gain g0j (k). On the other
hand, the transmissions in small cells also affect the receptions
of MUEs in the macrocell. In this regard, the interference
signal from SBS-j to MUE-n in channel-k experiences a link
gain of hjn (k).

Based on the definitions noted above, we can obtain the
signal-to-interference-plus-noise ratio (SINR) of the legitimate
transmissions of SUE-j over channel-k as

SINRlgt
j (k) =

pj (k)hjj (k)∑
i∈J\{j}

pj (k)hij (k) + p0 (k)h0j (k) + σ2
0

,

(2)

where the interference from both macrocell and small cells are
incorporated, along with the background noise power denoted
by σ2

0 . As we in this work mainly focus on the interference-
limited communications, we assume the noise power is iden-
tical over all channels for all SUEs. Similarly, we can obtain

1A typical example to justify the assumptions here is that, the eavesdropper
also belongs to the system, rather than being some external malicious node.
But the eavesdropper is currently unscheduled and the channel information
of it may be outdated and thus of uncertainties, as will be specified later.
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the SINR of eavesdropper of SUE-j over channel-k as

SINReve
j (k) =

pj (k) gjj (k)∑
i∈J\{j}

pi (k) gij (k) + p0 (k) g0j (k) + σ2
0

,

(3)

where we can see that the eavesdropping in the small-cell
systems are also affected by not only the interference from
other small cells but also the macrocell. Given the SINRs in (2)
and (3), we can obtain the secrecy rate of SUE-j as2

Cj =
∑
k∈K

[
log
(
1 + SINRlgt

j (k)
)
− log

(
1 + SINReve

j (k)
)]+

=
∑
k∈K

[
log

1 + SINRlgt
j (k)

1 + SINReve
j (k)

]+

, (4)

where (·)+ = max {·, 0}. In this work, we consider not only
the secrecy optimization for the SUEs, but also the quality-
of-service provisioning for the MUEs, as the transmissions in
the macrocell are usually of higher priorities. Consider the
interference imposed at the MUEs by small cells, we present
an interference constraint to protect the receptions at MUEs.
In particular, we assume there is an interference threshold at
each MUE to limit the aggregated interference from the small
cells, given as∑

k∈K

∑
j∈J

pj (k)hjn (k) ≤ I th
n , ∀n ∈ N, (5)

where I th
n is the interference threshold at MUE-n. Note the

constraints in (5) are applied at all small cells at the same
time.

The discussions above employ an implicit assumption of
perfect channel state information, which may not be readily
available in small-cell networks due to the limited capability
and resources of the SBSs. From the perspective of real
implementation, the SBS does not always interact with the
eavesdropper and MUEs, whereas the related information can
be difficult to be obtained. Thus, we consider two-fold uncer-
tainties as detailed below. First, the SBS has imperfect chan-
nel state information regarding its eavesdropper. Specifically,
consider the channel state information of the eavesdropper of
SUE-j over channel-k, i.e., gj (k) = [gij (k)]i∈J∪{0}, then we
have

gj (k) = ĝj (k) + g̃j (k), (6)

where ĝj (k) is an estimate based on previous knowledge and
g̃j (k) denotes the unknown part. For g̃j (k), we assume it is
of bounded uncertainty defined as

g̃j (k) ∈ Gj (k)

=

⎧⎨
⎩g̃j (k) ∈ R

J+1

∣∣∣∣∣∣
|g̃jj (k)|2 ≤ εj (k)∑
i∈J\{j}∪{0}

|g̃ij (k)|2 ≤ εj (k)

⎫⎬
⎭,

(7)

2We will simply drop the non-differential operation (·)+ in the later
discussions, as we only focus on the channels that positive secrecy rate can
be achieved, while removing the channels with non-positive secrecy rate.

where εj (k) and εj (k) are the constants specifying the
uncertainty regions. Note that in (7), we present the uncertainty
model for the wiretap channel and interference channels
independently at the eavesdropper, as the former concerns
the intended transmitter while the latter for unintended ones.
As the wiretap channels relate to the transceivers within the
same small cell while the interference channels correspond
to inter-cell communications, the uncertainties therein can be
different and model in (7) allows flexible treatments regarding
different channels. Second, the information regarding inter-
ference channels from the SBSs to the MUEs is imperfectly
known. Specifically, for the interference channels concerning
MUE-n, i.e., hn = [hjn (k)]j∈J,k∈K, it is modeled as

hn = ĥn + h̃n, (8)

where, similar to (7), ĥn is the known estimate and h̃n is the
uncertain part bounded by

h̃n ∈ Hn =

⎧⎨
⎩h̃n ∈ R

JK

∣∣∣∣∣∣
∑
j∈J

∑
k∈K

∣∣∣h̃jn (k)
∣∣∣2 ≤ en

⎫⎬
⎭, (9)

where en is a constant determining the size of bound region.
Note in (9), the uncertainty at each MUE is related to the
interference channels from all small cells at the same time.

IV. GRNEP FORMULATION AND EQUILIBRIUM ANALYSIS

In this section, we investigate the competitive secure trans-
missions among the SBSs under the interference constraints of
MUEs. Due to the uncertainties on channel state information,
we aim at robust secrecy maximization for SUEs with robust
protection for MUEs. We formulate the problem as a GRNEP,
along with the analysis of the properties of its equilibrium.

A. GRNEP Formulation

As the signaling and coordination in the small-cell networks
is relatively expensive, it is more practical and rational for the
SBSs to optimize their own security performance. However,
due to the local uncertainties regarding the eavesdropper,
the individual SBS then considers the robust secrecy rate,
given as

min
[g̃j(k)]

k∈K

Cj (10a)

s.t. g̃j (k) ∈ Gj (k), ∀k ∈ K. (10b)

For notation simplicity, we denote the solution to (10) as C̄j

hereinafter. On the other hand, consider the uncertainties of
the interference channel from SBSs to MUEs, we introduce

ζn (p) = max
h̃n∈Hn

∑
k∈K

∑
j∈J

pj (k)hjn (k)− I th
n (11)

to denote the worst-case interference at MUE-n, where
p =

[
pj

]
j∈J

is the power vector of all SBSs. Then, to guar-
antee a robust protection for the MUEs, the transmit power of
SBSs needs to satisfy the following constraint

p ∈ P̃ =
{
p ∈ R

JK |ζn ≤ 0, ∀n ∈ N
}
. (12)
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For the constraint in (12) that affects all SBSs simultaneously,
we can reinterpret it in the sense of each individual SBS, given
as

P̃j

(
p−j

)
=
{
pj ∈ R

K
∣∣∣(pj , p−j

) ∈ P̃
}

(13)

for SBS-j, where p−j =
[
pj

]
j∈J\{j} is the power of all

SBSs except SBS-j. Note that in (13), the SBS-specified
power constraint is a function of the transmit power of other
SBSs. Recall the maximum-allowed transmit power at each
individual SBS defined in (1), the power constraint for SBS-j
becomes

P̄j

(
p−j

)
= Pj ∩ P̃j

(
p−j

)
, (14)

which is no longer independent, but influenced by the transmit
power of other SBSs. Based on the discussions above, we can
formulate individual optimization for SBSs, given as

max
pj

C̄j (15a)

s. t. pj ∈ P̄j

(
p−j

)
(15b)

for SBS-j ∈ J, which maximizes the robust secrecy rate while
incorporating the robust protection for the MUEs.

We have formulated the problem for each SBS to maximize
their own robust secrecy rate in the form of (15). Then,
consider the problems of all SBSs in a networked scope,
they share the network resources and behave in a competitive
manner to optimize their own security performance. In this
regard, by concatenating the problem in (15) for all SBSs,
we arrive at a GRNEP, denoted as

G =
{
J,
{
P̄j

}
j∈J

,
{
C̄j

}
j∈J

}
, (16)

where SBSs are the players with robust secrecy as the utility
function. For the terminology “GRNEP”, the “NEP” reveals
the competitive nature among SBSs and their behavior in a
distributed manner, the “robust” emphasizes the robust secrecy
rate optimization at each SBS, and it is “generalized” since the
player’s strategy space is no longer fixed as in a generic NEP,
but is a function of the strategies of other players.

For the problem in (16), we can see three-fold difficulties
when trying to solve for the equilibrium. First, only the
legitimate channels are perfectly known, we need to tackle
the uncertainties regarding the eavesdropper and interference
channels to the MUEs. Second, from a mathematical perspec-
tive, for the individual problem at each SBS, the objective
function needs to be obtained from another optimization prob-
lem in (10) and the feasible region is no longer independent,
but a function of the strategies of its competitors as (14).
Third, from a networked scope, we need to solve the individual
optimization for each individual SBS and further address their
interactions in a competitive manner to achieve the network
equilibrium.

B. Equilibrium Analysis

For the GRNEP in (16), its solution is characterized by
the equilibrium, which is generally defined as the strategy
profile that no SBS will unilaterally deviate if all others remain

at current strategies. Specifically, denote the equilibrium as
p� =

[
p�

j

]
j∈J

, then it satisfies

C̄j

(
p�

j , p
�
−j

) ≥ C̄j

(
pj , p

�
−j

)
, ∀pj ∈ P̄j

(
p�
−j

)
, ∀j ∈ J,

(17)

which indicates that the robust secrecy rate can not be further
improved by deviating from current power allocation. For
the equilibrium, we need to investigate the properties of the
robust secrecy rate. To this end, we first consider the secrecy
rate in (4). As we can see, the secrecy rate is a concave
function of its own power allocation strategy. Then, revisit the
optimization in (10) defining the robust secrecy rate, we can
deduce that robust secrecy rate of SUE is also concave with
respect to its own secrecy rate, because the concavity is
preserved through minimization operation [33]. (The proof
for concavity of the secrecy rate and robust secrecy rate is
sketched in App. A.) As C̄j is concave with respect to pj , then
the individual optimality in (17) can be equivalently written
as (

pj − p�
j

)T
F̄ j

(
p�

j , p
�
−j

) ≥ 0, ∀pj ∈ P̄j

(
p�
−j

)
, (18)

where F̄ j

(
pj , p−j

)
= −∇pj

C̄j

(
pj , p−j

)
and is the negative

gradient of the utility function.
Recall the knowledge of VI theories, we can see that the

equation in (18) appears in the form of a quasi-VI (QVI)
problem [34], denoted as QVIj

(
P̄j , F̄ j

)
. The terminology

“quasi” addresses the fact that the strategy space of one SBS is
a function of the strategies of other SBSs (similar to “general”
in GRNEP). Then, by concatenating the problem of all SBSs
in the network, a QVI problem covers all SBSs is arrived,
denoted by QVI

(
P̄, F̄

)
and specified as

(p− p�)T
F̄ (p�) ≥ 0, ∀p ∈ P̄ (p�), (19)

where P̄ =
∏

j∈J P̄j and F̄ =
[
F̄ j

]
j∈J

.
Based on the preceding discussions, we have reformulated

the original GRNEP in (16) as a QVI problem in (19). This
reformulation allows us to leverage the VI theories to assist
the analysis, since directly tackling the GRNEP can be quite
involved. For the reformulation, we have the following lemma.

Lemma 1: The GRNEP in (16) and QVI in (19) are equiv-
alent in the sense that the strategy profile p� is an equilibrium
to the GRNEP if and only if it is a solution to the QVI.

Proof: Based on previous discussions, we can see that the
GRNEP and QVI share the identical SBS-specified first-order
optimality condition as given in (18), the equivalence is then
readily proved.

Given the equivalence between the GRNEP and QVI,
we now leverage the VI theories to assist the analysis of the
equilibrium. For the QVI, we first tackle its feasible region.
With simple mathematical manipulation, we have

P̄ =
∏
j∈J

P̄j

(
p−j

)
=
∏
j∈J

(
Pj ∩ P̃j

(
p−j

))

=
∏
j∈J

Pj

⋂∏
j∈J

P̃j

(
p−j

)
=
∏
j∈J

Pj

⋂
P̃. (20)
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Revisit ζn (p) in (11) that defines P̃ in (12), we can see that
ζn (p) maximizes a linear function of p, where convexity (lin-
earity implying convexity) is preserved through maximization
operation. Therefore, ζn (p) is a convex function, and thus P̃ is
a convex set. As

∏
j∈J Pj is obviously a convex set, we derive

that P̄ in (20) is convex. On the other hand, for the operator
F̄ in the QVI, we consider the robust secrecy defined in (10).
Based on the discussions in App. A, we derive that the robust
secrecy rate can be written as

C̄j =
∑
k∈K

log
1 + pj (k) aj (k)
1 + pj (k) bj (k)

, (21)

where

aj (k) =
hjj (k)∑

i∈J\{j}∪{0}
pj (k)hij (k) + σ2

0

, (22)

and

bj (k)

=
ĝjj (k)+

√
εj (k)∑

i∈J\{j}∪{0}
pi (k) ĝij (k)−

√
εj (k)

∑
i∈J\{j}∪{0}

p2
i (k)+σ2

0

.

(23)

From (21), we can see that C̄j is a continuous and differential
function with respect to pj , and thus F̄ j

(
pj , p−j

)
, as the

negative of its gradient, is a continuous function. Therefore,
we have the following conclusion.

Theorem 1: The solution to the QVI problem in (19) always
exists, and thus equivalently, the equilibrium to the GRNEP
in (16) always exists.

Proof: Based on the previous discussions, we can see that
for QVI

(
P̄, F̄

)
, the feasible region, i.e., P̄, can be regarded as

fixed with respect to p. In this regard, the QVI
(
P̄, F̄

)
reduces

to a VI problem, denoted as VI
(
P̄, F̄

)
. Also, we have proved

that P̄ is compact and convex and F̄ is continuous. Then based
on VI theories, we know that the problem VI

(
P̄, F̄

)
always

admits a solution. Further based on equivalence between the
QVI and GRNEP in Lemma 1, we know that the equilibrium
of the GRNEP always exists.

As we can see, we tackle the QVI from the perspective of a
VI problem. For the problem of QVI

(
P̄, F̄

)
, the “quasi” orig-

inates from P̄ =
∏

j∈J P̄j

(
p−j

)
, indicating a parameterized

feasible region. While for VI
(
P̄, F̄

)
, P̄ is considered fixed

in the form of
∏

j∈J Pj

⋂
P̃. Generally, a VI problem can be

more conveniently tackled than a QVI problem. Therefore, this
transformation facilitates the investigation on the existence and
uniqueness of the equilibrium.

With Theorem 1 confirming the existence of the equilibrium,
we further analyze the uniqueness of the equilibrium and reach
the following conclusion.

Theorem 2: The equilibrium of the GRNEP in (16) is
unique on condition that Υ = [γij ]i∈J,j∈J is positive definite,
with

γij =

⎧⎨
⎩

λmin

(
−∇2

pj
C̄j

(
pj ; p−j

))
if i = j,

−max
p

∥∥∥∇2
pjpi

C̄j (p)
∥∥∥ else,

(24)

where λmin (·) denotes the minimum eigenvalue of a matrix.

Proof: Please refer to App. B.
Theorem 2 can be interpreted as follows. The diagonal

elements of Υ refer to the local operations of the SBS,
while the non-diagonal ones concerns the mutual influence
among the SBSs. As such, the positive definiteness of Υ
requires that the transmissions at one SBS need to have suf-
ficiently small impacts on other SBSs. Intuitively, under such
a condition, the distributed secrecy competition among SBSs
tends to approximate the independent optimization within each
individual small cell, and thus is more likely to result in the
unique equilibrium. Also, note that although the condition in
Theorem 2 appears relatively strong, it is a sufficient condition
rather than necessary. As we can see in the simulation results,
the unique equilibrium can also be observed in rather mild
conditions.

V. PROBLEM DECOMPOSITION AND ALGORITHM

We in preceding discussions have analyzed the proper-
ties of the equilibrium of GRNEP. In this section, we pro-
pose distributed algorithms to solve for the equilibrium.
In particular, we introduce the pricing mechanism to decom-
pose the GRNEP as a NCP with a priced NEP, through
which the pricing coefficients and power allocation strate-
gies are obtained, respectively, along with detailed algorithm
designs.

A. Problem Decomposition

For the GRNEP in (16), we have analyzed that one of the
main difficulties is that the SBSs compete for their own secrecy
rate maximization while the interference constraints imposed
by MUEs affect all SBSs concurrently. Targeting at this issue,
we introduce the pricing mechanism to tackle the aggregate
interference constraints. In particular, we introduce the pricing
coefficient κ = [κn]n∈N and define

Cj = C̄j − κ · ζ, ∀j ∈ J, (25)

where ζ = [ζn]n∈N and κ satisfies

0 ≤ κ⊥ζ ≤ 0, (26)

with 0 ≤ x⊥y ≤ 0 indicating x ≥ 0, y ≤ 0, and xT y = 0.
As we can see, Cj is a interference-priced version of robust
secrecy rate C̄j . In this regard, the aggregate interference
constraints are now tackled at individual SBSs as part of the
utility function. Meanwhile, the condition in (26) guarantees
that the aggregate interference constraints are always satisfied.

Since the shared interference constraint is now addressed at
each SBS, the original SBS-specified problem in (15) becomes

max
pj

Cj (27a)

s. t. pj ∈ Pj . (27b)

Compare the problems in (15) and (27), we can see that
the former has the robust secrecy rate as objective and the
feasible region is a function of the strategies of other SBSs,
while the latter has the interference-priced robust secrecy as
the objective and the feasible region becomes independent.

Authorized licensed use limited to: UNIVERSITY OF VICTORIA. Downloaded on June 06,2021 at 23:31:16 UTC from IEEE Xplore.  Restrictions apply. 



TANG et al.: ROBUST SECRECY COMPETITION WITH AGGREGATE INTERFERENCE CONSTRAINT IN SMALL-CELL NETWORKS 2331

From the problem in (27) to the problem in (15), the difficulty
is much relieved, as the feasible region in (15b) in the form of
point-to-set mapping can be quite tricky to dealt with. Then,
from a networked scope, the problems of all SBSs constitute
a κ-parameterized NEP, given as

Gκ =
{

J, {Pj}j∈J , {Cj}j∈J

}
. (28)

Note the problem in (28) is a generic NEP, as the strategy
space of each SBS is independent. The SBSs compete to
maximize the priced robust secrecy rate to determine their
transmission strategies. As the NEP is parameterized by the
price coefficient κ, its equilibrium is also price-parameterized.
Let us denote the equilibrium of (28) as p� (κ) =

[
p�

j (κ)
]
j∈J

,
then the interference condition in (26) at the equilibrium can
be written as

0 ≤ κ⊥ζ (p� (κ)) ≤ 0. (29)

Based on the terminologies in VI theories [34], we know that
the problem in the form of (29) is noted a NCP, for which we
denote the problem in (29) as NCP (κ).

For the decomposition, we have the following conclusion.
Theorem 3: The GRNEP G (or equivalently QVI

(
P̄, F̄

)
)

and the decomposed NCP NCP (κ) with priced NEP Gκ are
equivalent in the following sense:

• Suppose pv is the equilibrium of G, then there exists κv as
the multiplier associated with the aggregate interference
constraint in (12) such that pv is also the equilibrium of
Gκ and κv is the solution to NCP (κ);

• Suppose κe solves the NCP (κ) with pe (κe) being the
equilibrium of Gκ, then pe (κe) is also the equilibrium
of G.

Proof: Please refer to App. C.
Thanks to such an equivalence, we can solve GRNEP

through the NCP with a priced NEP, which alleviates the
difficulties to directly tackle the original problem. From the
NCP with a priced NEP, we can obtain the price and further
obtain the equilibrium so as to determine the transmission
strategies for each SBS. In this regard, the NCP acts as the
outer problem while the priced NEP is the inner problem,
where the inner problem is parameterized by the solution of
outer problem and the outer problem exploits the equilibrium
of the inner problem. We will then endeavor to tackle the two
problems, respectively, along with the algorithm designs.

B. Algorithm Design

We first investigate the priced NEP as the inner problem to
achieve the priced equilibrium, with given price coefficient.
For NEP Gκ, its equilibrium p� (κ) satisfies the following
condition3

Cj

(
p�

j , p
�
−j

) ≥ Cj

(
pj , p

�
−j

)
, ∀pj ∈ Pj , ∀j ∈ J, (30)

which is a strategy profile that no SBS will unilaterally deviate
from. Before solving for the equilibrium, we first analyze its

3For the rest discussions in this section, without causing ambiguity, we will
omit the parameter κ when discussing the equilibrium p� (κ) for notation
simplicity.

properties, including its existence and uniqueness, and have
the following conclusions.

Theorem 4: The NEP Gκ always admits the equilibrium,
regardless of the price coefficient κ.

Proof: For Gκ as a generic NEP, we can see that the strat-
egy space of each SBS is compact and convex. Meanwhile,
for utility function Cj , we know from previous discussion that
C̄j is concave and ζn is convex with respect to pj , which
implies that Cj is concave with respect to its own strategy
pj . Therefore, NEP Gκ is a concave problem. According to
the properties of concave game allowing an equilibrium [35],
we know that the equilibrium always exists for NEP Gκ.

Theorem 5: Given the condition in Theorem 2, i.e., Υ being
positive definite, NEP Gκ admits a unique equilibrium.

Proof: Please refer to App. D.
Therefore, the equilibrium always exists and the positive

definiteness of Υ guarantees the uniqueness of the equilibrium
Gκ. As a further note, the physical interpretation of Theorem 5
can be similarly elaborated as that of Theorem 2, as they share
the same sufficient condition for unique equilibrium. Both
the GRNEP and NEP aim at robust secrecy maximization,
while the shared interference constraint is tackled through
parameterized feasible region of the GRNEP, while as part
of the utility function in NEP. The positive definiteness of
Υ implies insignificant mutual influence among the SBSs,
which ensures the unique equilibrium physically, regardless
of specific mathematical formulations.

With the properties of the equilibrium of Gκ being explored,
we then attempt to obtain the equilibrium. For Gκ as a generic
NEP, we know that the individual optimality is given as

p�
j = BRj

(
p−j

)
= arg max

pj∈Pj

Cj

(
pj , p−j

)
, ∀j ∈ J, (31)

where BRj denotes the best-response function of SBS-j. Then,
the equilibrium condition can be rewritten as

p�
j = BRj

(
p�
−j

)
, ∀j ∈ J. (32)

Further, by considering the best response for all SBSs simul-
taneously, we can organize the equilibrium condition as
p� = BR (p�), where BR is the vector function to concatenate
the best-response functions of all SBSs. Therefore, the equi-
librium is a fixed point of the best-response function.

Now we consider the best response of a single SBS, with
the strategies of other SBSs being fixed. By analyzing the
interference price function in (11) along with the uncertainties
in (9), we can derive the explicit expression of the priced
robust secrecy rate and specify the individual optimality of
the SBS in (27) as

max
pj

Cj =
∑
k∈K

log
1 + pj (k) aj (k)
1 + pj (k) bj (k)

−
∑
n∈N

κn

⎛
⎝∑

k∈K

∑
j∈J

pj (k) ĥjn (k) (33a)

+
√

en

∑
k∈K

∑
j∈J

p2
j (k)− I th

n

⎞
⎠

s. t. 0 ≤ pj (k) ≤ pmsk
j , ∀k ∈ K, (33b)
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∑
k∈K

pj (k) ≤ pmax
j . (33c)

As we have shown before, the robust secrecy rate is concave
while the price term is convex, then the objective function
in (33a), as the difference between a concave function and
a convex function, is concave. Also, the feasible region is
evidently a convex set, the problem in (33) can be conveniently
solved through Lagrange multiplier method. As solving (33)
follows a standard routine, here we omit the details given the
space limitation.

Now that we have solved the individual optimal for each
SBS, the network equilibrium can be then obtained through
the best-response iterations among the SBSs, as inspired by
the fixed-point nature of the equilibrium. The algorithm is
specified in the following table, where t specifies the iterations
and σ is a predefined threshold to terminate the algorithm.

Algorithm 1 Best-Response Iteration for Priced Equilib-
rium

1 Initialization: Specify the price coefficient κ; t← 0,
randomly allocate the power for all SBSs as p (t), with
the individual power constraint satisfied,
i.e., pj (t) ∈ Pj , ∀j ∈ J;

2 repeat
3 t← t + 1;
4 for all SBS-j ∈ J do
5 Calculate aj (l) and bj (k) for all the channels and

specify the priced robust secrecy rate in (33a) based
on the power strategies of others p−j and price κ;

6 Update the power strategy for SBS-j as

pj (t) = BRj

(
p−j (t− 1)

)
by solving the optimization in (33);

7 until ‖p (t)− p (t− 1)‖ / ‖p (t− 1)‖ < σ;

Then we consider the outer NCP to determine the price.
For the NCP in the form of (29), the price is updated with
determined equilibrium of the inner priced NEP. In this regard,
we can adopt the standard variable-step projection algorithm
to obtain the price, as detailed in Alg. 2, where τ specifies
the iterations and ς is a predefined threshold to claim the
termination of the algorithm.

For the provided algorithms, we have the following conclu-
sion.

Theorem 6: Given the condition in Theorem 2, i.e., Υ being
positive definite, Alg. 1 converges to the unique equilibrium of
the priced NEP. Furthermore, with positive definite Υ and step
size in Alg. 2 satisfying 0 < inf � ≤ sup � < 2csm

(maxp‖∇pζ(p)‖)2 ,
Alg. 2 is guaranteed to converge, where csm is the strongly
monotone constant associated with F̄ .

Proof: Please refer to App. E.
As shown in App. E, the convergence of Alg. 1 is proved

based on contraction mapping, and thus features a geometric
convergence rate. As for Alg. 2, the convergence rate depends
on the specified choice of step size, for which we provide
numerical observations in later discussions. As the proposed

Algorithm 2 Projection Algorithm for Price

1 Initialization: Specify a sufficiently small step parameter
� > 0; τ ← 0 and randomly choose a price coefficient
κ (τ);

2 repeat
3 τ ← τ + 1;
4 Calculate the equilibrium of the priced NEP Gκ(τ−1)

as p� (κ (τ − 1));
5 Update the price coefficient as

κ (τ) = [κ (τ − 1) + �ζ (p� (κ (τ − 1)))]+ .

6 until ‖κ (τ)− κ (τ − 1)‖ / ‖κ (τ − 1)‖ < ς;

algorithm are iterative, we denote the number of iterations
needed for Alg. 1 and Alg. 2 as R(in) and R(out), respectively,
and then analyze the complexity. As we can see, the algo-
rithm implementation consists of triple loops, i.e., obtaining
the best response at the each SBS by solving (33), best-
response iterations among SBSs, and price updates. In par-
ticular, to solve problem in (33) with Lagrange multiplier
method, it concerns the power allocation over K channels
and one multiplier. For the power allocation, as the power at
different channels affects each other though the uncertainty-
related term, a fix-point iteration is required, for which the
required times of iterations is denoted by T (pwr). Also, the mul-
tiplier needs T (mltp) iterations by the subgradient descent.
Therefore, the per-iteration per-SBS computational complex-
ity is O

(
T (pwr)T (mltp)K

)
. Further consider the best-response

iterations among the SBSs to reach the equilibrium and the
price updates, the overall computational complexity at each
SBS is O

(
R(out)R(in)T (pwr)T (mltp)K

)
. Meanwhile, the price

updates are conducted at the MBS. Since the price updates
only concern simple arithmetic calculations, the computation
complexity is thus O

(
R(out)N

)
.

We further investigate the communication overhead for the
algorithm implementation, since each SBS needs external
information to assist their decision makings. Revisiting the
individual optimization in (33), we can see that besides
the local information concerning the SUE and eavesdropper,
the SBS needs to know the price coefficients, power strategies
of other SBSs, and the interference channel state information.
In particular, the price coefficients are updated at the MBS
based on the interference measured by the MUEs. The indi-
vidual power strategy is determined by the SBS and fed back
to the MBS. For the interference channel state information,
they are measured by the MUEs and reported to the MBS.
During the algorithm implementation, the MBS collects the
information and broadcasts to the small cells to facilitate their
strategy updates.

In the preceding discussions, we have addressed the imple-
mentation issues, including the convergence, complexity, and
communication overhead. As we can see, the computation
burden are distributed among all participants in the network,
where they need a mild level of communication overhead
for information exchanges. Moreover, as we can see in the
simulation results, the convergence is often achieved within
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Fig. 2. Demo of convergence.

Fig. 3. Power allocation of a single SBS with respect to uncertainties and interference constraint.

a few iterations. Therefore, the proposed schemes can be
efficiently implemented in practice.

VI. SIMULATION RESULTS

In this section, we present the simulation results to show
the effectiveness of our proposals and verify our theoret-
ical findings. We will illustrate the behavior of individual
SBS as well as the networked performance. In particular,
we consider a square area with one macro-base station located
at the origin and a MUE, along with a certain number
of small cells. There are 4 channels available to all users,
each channel is of unit bandwidth. The wireless transmis-
sions experience path loss, shadowing, Rayleigh fading, and
affected by the background noise. For the uncertainties,
we model them as a fraction of their corresponding estimate,
i.e., εj (k) = χε |ĝjj (k)|, εj (k) = χε

∥∥∥[ĝij (k)]i∈J\{j}∪{0}
∥∥∥,

and en = χe

∥∥∥∥[ĥjn (k)
]

j∈J,k∈K

∥∥∥∥, and consider the scalar

coefficients χε, χε, and χe numerically. The listed simulation
parameters in Table I are used as default until otherwise stated.

A. Convergence

For the proposed distributed schemes, we first verify the
convergence. In Fig. 2, we consider a network with 8 small

TABLE I

SIMULATION PARAMETERS

cells and iterations of the secrecy competition. In particular,
in Fig. 2(a) we show two iterative processes with two different
initial states. The solid lines correspond to the case all SBSs
initiate with all-zero transmit power, and the dashed lines for
the case that all SBSs begin with full-power transmissions
with equally allocated power at each channel. The upper
subfigure shows the sum power at each SBS, and lower
subfigure for the secrecy rate. For a clear demonstration,
only the SBSs labeled with odd numbers are shown. The
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Fig. 4. The average performance of SBSs with with respect to the uncertainties regarding the eavesdropper.

Fig. 5. The average performance of SBSs with with respect to interference constraint and uncertainties of interference channels.

convergence can be rather fast to be achieved with dozens
of iterations. Moreover, the two cases with different initial
states results in the same convergence state, indicating a unique
equilibrium. In Fig. 2(b), the error while iterating, defined
as ‖p(t)− p�‖ / ‖p�‖, is shown for the two cases, which
quantitatively verifies the convergence rate.

B. Performance of Single SBS

We consider the performance from the perspective of
individual SBS and demonstrate how the uncertainties and
interference constraints affect the transmission behavior of
the SBS. First, we in Fig. 3 show the power allocation
over different channels at one SBS in one realization of the
secrecy competition. As we can see in Fig. 3(a), when we
fix the interference constraint and the uncertainties on the
interference channel, the SBS tends to allocate more power to
the better-quality (the quality here is defined as the advantage
of legitimate channel quality over wiretap channel) channels as
the uncertainties regarding the eavesdropper becomes larger.
In particular, we can infer that the quality of channel-1 and
channel-3 are generally better than that of channel-2 and
channel-4, since the former two are allocated with higher

power. Consequently, compared with the case of χε = χε =
0.01 with smaller uncertainty, the SBS will allocate higher
power in channel-1 and channel-3 (and thus lower power in
channel-2 and channel-4) when in the case of χε = χε = 0.1
with higher uncertainties. Similar phenomena can be observed
in Fig. 3(b). Therefore, we know that when there exist higher
uncertainties regarding the eavesdropper, the transmission
behavior of the SBS becomes more conservative, as they tends
to concentrate their power on the channels with better quality,
while not willing to fully exploit the channel diversity.

Then, we fix the uncertainties regarding the eavesdropper
and consider the influence of the interference constraint. Com-
pare the left subfigure and right subfigure in Fig. 3, we can see
that when the interference constraint is more relaxed, the SBS
is allowed with higher power budget. Meanwhile, compare the
upper subfigure and lower subfigure, we can see that when the
uncertainties regarding the interference channels are enlarged,
the power allocation is also reduced so as to achieve robust
protection for the MUEs.

Moreover, we consider how the uncertainties and inter-
ference constraint jointly affect the average performance of
SBSs. The results are shown in Fig. 4, where the interference
constraint and the coefficient of uncertainties regarding the
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Fig. 6. Networked performance with respect to number of SBSs.

Fig. 7. Networked performance with respect to average distance between the legitimate transmitter and eavesdropper.

interference channel are fixed as I th = 5 × 10−12 W and
χe = 0.01. As we can see from Fig. 4(a), the average
transmit power of SBSs becomes smaller with increasing
uncertainties regarding the eavesdropper. This is as expected
as we have shown in Fig. 4(a) that the transmission behavior
of SBS becomes conservative. However, we can see that the
sum transmit power per SBS does not change significantly.
In contrast, we can see in Fig. 4(b), the change of average
secrecy rate is much more evident. Also as expected, with
higher uncertainties, the secrecy rate becomes lower. From
Fig. 4(a) showing relatively slight change of sum power per
SBS and Fig. 4(b) showing significant change of the secrecy
rate, we can see that the different power allocation over the
channels significantly affects the security performance.

Also, we evaluate the average performance of SBSs with
respect to the interference constraint and the uncertainties
regarding the interference channels. The results are provided
in Fig. 5, where we fix the uncertainties regarding the eaves-
droppers as χε = 0.01 and χε = 0.01. Generally, we can
see that lower interference threshold and higher uncertainties
therein result in lower transmit power and secrecy rate of
SBSs. Specifically, we can see that when the interference
threshold is sufficiently large, i.e., I th = 20 × 10−12 W
in this case, the interference constraint is no longer active.
Note ideally in this case, the SBSs shall adopt full-power
transmissions, yet due to the competition among the SBSs,
the actual transmit power is lower than upper bound. More-

over, we can see in Fig. 5(a), the transmit power along
with the interference threshold decreases exponentially, while
in Fig. 5(b), the secrecy rate decreases linearly as the inter-
ference threshold decreases exponentially. As such, we can
see that the power optimization over different channels can
compensate the reduced resources.

C. Networked Performance

Besides the individual performance, we also demonstrate
the overall performance of the network. We evaluate the
performance with respect to different number of small cells
and the average distance between the transmitter and eaves-
dropper. For the results, we assume the uncertainty coefficients
as χε = χε = χe = 0.1 and interference threshold as
I th = 10× 10−12 W. As compared with our proposal aiming
at robust secrecy for SUEs with robust protection for MUEs,
we consider the cases including, robust SUE security with
non-robust MUE protection, non-robust SUE secrecy with
robust MUE protection, and non-robust SUE secrecy with non-
robust MUE protection. We evaluate the performance in terms
of sum transmit power, secrecy rate, and interference power
at the MUE under the worst-case scenarios.

In Fig. 6, we show the network performance with dif-
ferent numbers of small cells. In Fig. 6(a), generally,
the sum power increases with more small cells. In particular,
the transmission behavior is more conservative under robust
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designs, as suggested by previous results, and thus induces
lower transmit power as compared with non-robust schemes.
Evidently, the transmit power can be significantly higher if we
do not consider robust protection for the MUE. In Fig. 6(b),
we can see that, as compared with schemes of non-robust
secrecy, the schemes with robust secrecy achieves better
security provisioning under the worst case. Revisit the results
in Fig. 6(a), we can see that although the non-robust schemes
utilize more power, the achieved secrecy rate is lower, this
is mainly due to the mismatch between the non-robust power
allocation and worst-case scenarios. Moreover, we can see that,
as expected, the scheme without robust protection for MUEs
achieves higher secrecy rate as shown in Fig. 6(b), but this is
at the price of significant interference constraint violation as
shown in Fig. 6(c). Meanwhile, we can see in Fig. 6(c) that
interference constraint is always satisfied under our proposal
with robust MUE protection.

In Fig. 7, we show the networked performance consider-
ing different distance between the legitimate transmitter and
eavesdropper, where we consider the cases with 8 SBSs.
Generally, we can see that when the eavesdropper locates
farther away, the transmit power as well as the secrecy
rate becomes higher. In particular, in Fig. 7(a), we can see,
similarly, the transmission behavior becomes more aggressive
with non-robust considerations and results in higher power.
In Figs. 7(b) and 7(c), we can see that the our proposal
with robust secrecy achieves better security performance as
compared with non-robust designs, while strictly satisfying the
interference constraints.

VII. CONCLUSION

In this article, we consider the secrecy competition in a
small-cell network under interference constraints. We consider
the information uncertainties regarding both the eavesdropper
and the interference channels, and propose to maximize the
robust secrecy rate with robust protection of MUEs. With
numerical results, we show the transmission behavior of
SBSs becomes more conservative with increasing uncertain-
ties, as they tend to concentrate the power budget on the
channels with better conditions rather than fully exploiting the
resources. Also, with similar power budget, the power alloca-
tion has a prominent influence on the security performance.
Moreover, we show that the uncertainties and interference
constraint both affect the security performance in a negative
manner, and our proposal effectively protects the security
while strictly satisfying the interference constraint.

APPENDIX A
ON THE ROBUST SECRECY RATE

First, for the secrecy rate in (4), taking second-order deriv-
ative of the SUE’s secrecy rate with respect to its own power
allocation, we can see that ∂2 Cj

∂p2
j(k)
≤ 0 if non-negative secrecy

rate can be achieved in channel-k and ∂2 Cj

∂pj(k)∂pj(l) = 0.
As such, we know that the secrecy rate is concave with respect
to its own power allocation. Then, we show that the robust
secrecy rate C̄j

(
pj , p−j

)
is also a concave function with

respect to its own power allocation pj . To this end, we assume

p
(1)
j , p

(2)
j ∈ P̄j

(
p−j

)
and μ ∈ [0, 1], then we have

C̄j

(
μp

(1)
j + (1− μ)p(2)

j , p−j

)
= min

[g̃j(k)]
k∈K

Cj

(
μp

(1)
j + (1− μ)p(2)

j , p−j

)
(a)

≥ min
[g̃j(k)]

k∈K

μCj

(
p

(1)
j , p−j

)
+ (1 − μ)Cj

(
p

(2)
j , p−j

)

≥ μ min
[g̃j(k)]

k∈K

Cj

(
p

(1)
j , p−j

)
+ (1− μ)

× min
[g̃j(k)]

k∈K

Cj

(
p

(2)
j , p−j

)

≥ μC̄j

(
p

(1)
j , p−j

)
+ (1− μ)C̄j

(
p

(2)
j , p−j

)
, (34)

where inequality (a) comes from the concavity of secrecy rate
in (4) and this derivation confirms the concavity of robust
secrecy rate.

As the uncertainties in (7) only concern the eavesdropper
of in definition of robust secrecy rate, the problem in (10) can
be then equivalently formulated as

max
[g̃j(k)]

k∈K

SINReve
j (k)

=
pj (k) (ĝjj (k) + g̃jj (k))∑

i∈J\{j}∪{0}
pi (k) (ĝij (k) + g̃ij (k)) + σ2

0

(35a)

s.t. |g̃jj (k)|2 ≤ εj (k) , ∀k ∈ K. (35b)∑
i∈J\{j}∪{0}

|g̃ij (k)|2 ≤ εj (k), ∀k ∈ K. (35c)

As we can see, the optimization variables in (35) are in the
numerator and denominator, respectively, which can be tackled
independently and leads to the results in (21).

APPENDIX B
PROOF OF THEOREM 2

Based on VI theories, a VI problem admits only a unique
solution if it satisfies the strongly monotone property [34]. For
our formulated VI problem VI

(
P̄, F̄

)
, it satisfies the strongly

monotone condition if there is a constant csm > 0 such that
the following inequality holds(
p(1) − p(2)

)T (
F̄
(
p(1)
)
− F̄

(
p(2)
))

≥ csm

∥∥∥p(1) − p(2)
∥∥∥2

, ∀p(1), p(2) ∈ P, (36)

or equivalently

∑
j∈J

(
p

(1)
j − p

(2)
j

)T (
F̄ j

(
p(1)
)
− F̄ j

(
p

(2)
j

))

≥ csm

∥∥∥p(1) − p(2)
∥∥∥2

, ∀p(1), p(2) ∈ P. (37)
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To investigate the condition for the above inequality to hold,
we can derive that(
p

(1)
j −p

(2)
j

)T (
F̄ j

(
p(1)
)
−F̄ j

(
p

(2)
j

))
=
(
p

(1)
j −p

(2)
j

)T [
−
(
∇pj

C̄j

(
p(1)
)
−∇pj

C̄j

(
p(2)
))]

(b)
=
(
p

(1)
j −p

(2)
j

)T [
−∇2

pj ,pC̄j

(
p(μ)

)](
p(1)−p(2)

)

=
(
p

(1)
j −p

(2)
j

)T
[
−
∑
i∈J

∇2
pj ,pi

C̄j

(
p(μ)

)](
p

(1)
i −p

(2)
i

)

≥
(
p

(1)
j −p

(2)
j

)T [
−∇2

pj
C̄j

(
p(μ)

)](
p

(1)
j −p

(2)
j

)
−

∑
i∈J\{j}

∥∥∥p(1)
j −p

(2)
j

∥∥∥∥∥∥∇2
pj ,pi

C̄j

(
p(μ)

)∥∥∥∥∥∥p(1)
i −p

(2)
i

∥∥∥ ,

(38)

where the equality (b) is derived based on differential mean
value theorem and pμ = μp(1) + (1− μ)p(2) for some
μ ∈ [0, 1]. Based on (38) and the definition of Υ in (24),
we further have∑

j∈J

(
p

(1)
j − p

(2)
j

)T (
F̄ j

(
p(1)
)
− F̄ j

(
p

(2)
j

))

≥
∑
j∈J

γjj

∥∥∥p(1)
j − p

(2)
j

∥∥∥2

−
∑
j∈J

∑
i∈J\{j}

γij

∥∥∥p(1)
j − p

(2)
j

∥∥∥∥∥∥p(1)
i − p

(2)
i

∥∥∥
=
[∥∥∥p(1)

j − p
(2)
j

∥∥∥]T
j∈J

Υ
[∥∥∥p(1)

j − p
(2)
j

∥∥∥]
j∈J

≥ λmin (Υ)
∥∥∥p(1) − p(2)

∥∥∥2

. (39)

Therefore, we can see that if Υ is positive definite, then the
VI problem VI

(
P̄, F̄

)
is strongly monotone with the constant

csm = λmin (Υ), which further guarantees the uniqueness of
the solution. Due to the equivalence between the QVI and
GRNEP as indicated in Lemma 1, we know that the condition
suggests the unique equilibrium, which completes the proof
for Theorem 2.

APPENDIX C
PROOF OF THEOREM 3

To facilitate the proof, we first introduce the concepts
of normal cone and subdifferential. In particular, for a n-
dimensional set X and a vector x ∈ X, the normal cone of X

at x is defined as

N(X) (x) =
{
z ∈ R

n
∣∣zT (y − x) ≤ 0, ∀y ∈ X

}
. (40)

For a convex (not necessarily differential) function f : X→ R,
where X ⊆ R

n is a convex set, a subgradient of f at x ∈ X

is a vector z such that

f (y) ≥ f (x) + zT (y − x), ∀y ∈ X. (41)

The set of all subgradients are called subdifferential and
denoted by ∂xf . The subdifferential reduces to differential if
f can be differentiated.

We have show that the GRNEP is equivalent to VI
(
P̄, F̄

)
.

From the perspective of VI problem, the convex feasible region
P̄ indicates that its solution satisfies the Karush-Kuhn-Tucker
condition. In particular, for a solution p�, it satisfies the
following condition

0 ∈ F̄ (p�) +
∑
n∈N

κ�
n∂pζn (p�) + N(P) (p�), (42)

with subdifferential and normal cone expressions detailed
above, and κ� is the Lagrange multiplier that satisfies the
complementarity condition as

0 ≤ κ�⊥ζ (p�) ≤ 0. (43)

Note here we adopt the sub-differential since we have not
yet obtained the closed-form expression for ζn. According to
properties of sub-differential and normal cone [36], we have∑

n∈N

κn∂pζn (p) =
∏
j∈J

∑
n∈N

κn∂pj
ζn

(
pj , p−j

)
(44)

and

N(P) (p) =
∏
j∈J

N(Pj)

(
pj , p−j

)
, (45)

based on the Cartesian structure of P with P =
∏

j∈J Pj .
Then, we can rewrite the equilibrium condition in (42) as

0∈ F̄ j

(
p�

j , p
�
−j

)
+
∑
n∈N

κ�
n∂pj

ζn

(
p�

j , p
�
−j

)
+N(Pj)

(
p�

j , p
�
−j

)
,

∀j ∈ J, (46)

for the individual SBSs. On the other hand, for NCP (κ) with
priced NEP Gκ, we denote the solution as κ� and p� (κ�),
then it satisfies

0∈ F̄ j (p� (κ�))+
∑
n∈N

κ�
n∂pj

ζn (p� (κ�))+N(Pj) (p� (κ�)),

∀j ∈ J, (47)

with

0 ≤ κ�⊥ζ (p� (κ�)) ≤ 0. (48)

which are obtained based on the individual optimality of SBSs
in Gκ and the solution condition of NCP (κ). Obviously,
we can see that the optimality condition for the GRNEP
specified in (46) and (43) and the solution condition of the
decomposed NCP with priced NEP in (47) and (48) are
identical. Therefore, the decomposition has been conducted
in an solution-equivalent sense.

APPENDIX D
PROOF OF THEOREM 5

To investigate the uniqueness of the equilibrium of Gκ,
we also resort to VI-assisted analysis. Based on the discussions
in App. C, we can introduce the negative sub-differential of
Cj as

Fj

(
pj , p−j

)
= F̄ j

(
pj , p−j

)
+ ∂pj

∑
n∈N

κnζn

(
pj , p−j

)
.

(49)
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Then, we can formulate the generalized VI (GVI) problem4

for SBS-j, denoted by GVIj (Pj , Fj), which is to find p�
j ∈ Pj

with u�
j ∈ Fj

(
p�

j

)
such that(

pj − p�
j

)T
u�

j ≥ 0, ∀pj ∈ Pj . (50)

Based on concavity of Cj , we know that the optimization
in (27) is equivalent to the problem GVIj (Pj , Fj), where the
equivalence can be similarly proved as Lemma 1. Then, for
the priced NEP in the networked scope, it is equivalent to
GVI (P, F) which concatenates the problem of all SBSs with
P =

∏
j∈J Pj , and F =

∏
j∈J Fj .

Since the NEP Gκ and GVI GVI (P, F) are equiva-
lent, we explore the condition for the unique solution
to the GVI problem. Similar to the proof in App. B,
the strongly monotone property guarantees a unique solu-
tion. For GVI (P, F), the strongly monotone is satisfied when
p(1), p(2) ∈ P with u(1) ∈ F

(
p(1)
)
, u(2) ∈ F

(
p(2)
)

satisfies
the following inequality(

p(1) − p(2)
)T (

u(1) − u(2)
)
≥cgsm

∥∥∥p(1) − p(2)
∥∥∥2

, (51)

where cgsm is a positive constant. Then, we seek for condition
for strongly monotone GVI. For the inequality in (51), we can
expand the left-hand side as(

p(1) − p(2)
)T (

u(1) − u(2)
)

=
(
p(1) − p(2)

)T ((
F̄
(
p(1)
)
− F̄

(
p(2)
))

+
∑
n∈N

κn

(
v(1)

n − v(2)
n

))

=
(
p(1) − p(2)

)T (
F̄
(
p(1)
)
− F̄

(
p(2)
))

+
∑
n∈N

κn

(
p(1) − p(2)

)T (
v(1)

n − v(2)
n

)
, (52)

where v
(1)
n ∈ ∂pζn

(
p(1)
)

and v
(2)
n ∈ ∂pζn

(
p(2)
)
. Since

ζn (p) is a convex function, we have

ζn

(
p(1)
)
− ζn

(
p(2)
)
≥
(
v(2)

n

)T (
p(1) − p(2)

)
, (53)

ζn

(
p(2)
)
− ζn

(
p(1)
)
≥
(
v(1)

n

)T (
p(2) − p(1)

)
. (54)

By summing up these two inequalities and rearranging the
terms, we arrive that(

p(1) − p(2)
)T (

v(1)
n − v(2)

n

)
≥ 0. (55)

Then, from (52) and (55), we can derive that(
p(1) − p(2)

)T (
u(1) − u(2)

)
≥
(
p(1) − p(2)

)T (
F̄
(
p(1)
)
− F̄

(
p(2)
))

. (56)

Recall in Theorem 2 that the positive definiteness of Υ sup-
ports the inequality in (36), then together with (56), we know

4Based on the norms in VI theories [34], the terminology “generalized” in
GVI indicates that the operator Fj is a point-to-set mapping, which is different
from the terminology “generalized” in GRNEP implying non-independent
strategy space.

that it confirms the strongly monotone of GVI in (51). There-
fore, the condition in Theorem 2 guarantees the uniqueness of
the solution to GVI (P, F), and thus the unique equilibrium of
Gκ, which completes the proof.

APPENDIX E
PROOF OF THEOREM 6

For Alg. 1, we consider two iterative series given by[
p(1) (t)

]
t=0,1,··· and

[
p(2) (t)

]
t=0,1,···. The iterative process

is based on the best-response strategy by solving (33), which
leads to the following inequality based on the concavity of the
priced robust secrecy rate at SUE-j(
q − p

(1)
j (t)

)T
(
− ∇pj

Cj (p)
∣∣∣
pj=p

(1)
j (t),p−j=p

(1)
−j (t−1)

)
≥0,

∀q ∈ Pj , (57)

and(
q − p

(2)
j (t)

)T
(
− ∇pj

Cj (p)
∣∣∣
pj=p

(2)
j (t),p−j=p

(2)
−j (t−1)

)
≥0,

∀q ∈ Pj . (58)

By letting q = p
(2)
j (t) and q = p

(1)
j (t) in (57) and (58),

respectively, and summing up these two inequalities, we have(
p

(1)
j (t)− p

(2)
j (t)

)T
(
∇pj

Cj (p)
∣∣∣
pj=p

(1)
j (t),p−j=p

(1)
−j (t−1)

−∇pj
Cj (p)

∣∣∣
pj=p

(2)
j (t),p−j=p

(2)
−j(t−1)

)
≥ 0, (59)

and further arrive at(
p

(1)
j (t)− p

(2)
j (t)

)T (
∇2

pj ,pCj (pμ)
)

·
([

p
(1)
j (t), p(1)

−j (t)
]
−
[
p

(2)
j (t), p(2)

−j(t)
])
≥ 0, (60)

which is based on the mean-value theorem and pμ is similar
defined as its counterpart in (38). Then, we separate the terms
regarding SUE-j and others in the inequality above and reach(
p

(1)
j (t)− p

(2)
j (t)

)T (
−∇2

pj ,pj
Cj (pμ)

)(
p

(1)
j (t)− p

(2)
j (t)

)
≤
(
p

(1)
j (t)− p

(2)
j (t)

)T ∑
i∈J\{j}

(
∇2

pj ,pi
Cj (pμ)

)

×
(
p

(1)
i (t)− p

(2)
i (t)

)
. (61)

Leveraging the definition of matrix Υ in (24), we further have

γjj

∥∥∥p(1)
j (t)− p

(2)
j (t)

∥∥∥2

≥
∑

i∈J\{j}
γji

∥∥∥p(1)
j (t) − p

(2)
j (t)

∥∥∥
×
∥∥∥p(1)

j (t− 1)− p
(2)
j (t− 1)

∥∥∥. (62)

By concactating the inequality above at all SBSs, we have[∥∥∥p(1)
j (t)− p

(2)
j (t)

∥∥∥]
j∈J

≤ Γ
[∥∥∥p(1)

j (t− 1)− p
(2)
j (t− 1)

∥∥∥]
j∈J

, (63)
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where matrix Γ is defined as

[Γ]ij =

⎧⎨
⎩

0 if i = j,

− γji

γjj
else. (64)

Finally, through norm inequality, we have∥∥∥p(1)(t)− p(2)(t)
∥∥∥ ≤ ρ (Γ)

∥∥∥p(1)(t− 1)− p(2)(t− 1)
∥∥∥,

(65)

where ρ (·) denotes the spectral norm. Based on the concept
of P-matrix [37], we know that the positive definiteness of Υ
leads to ρ (Γ) < 1. Therefore, the iterations in Alg. 1 produce
a contraction mapping, which is thus guaranteed to converge.

For Alg. 2, it is in essence an application of the projection
algorithm with variable steps [34], [38]. With Υ being positive
definite, suggesting strongly monotone of F̄ in (18), price term
being convex in (33), and the step size condition given in
Theorem 6, then the convergence conditions specified in [38,
Theorem 4.5] (or equivalently [34, Theorem 12.1.8]) are all
satisfied, which guarantees the convergence of Alg. 2.
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